Master Thesis Information Management

A comparison of governance models for
cloud computing

With a case study on cloud IT controls for a telecom service provider

Name : Bram Reijnders

Date : 27-07-2017

Student ID : 1259523

E-Mail :

Study : Information Management

Supervisor : Dr.E.AM. Caron

Second Reader cir. RJ.M.A Triepels

Company : Telecom Service Provider

Company info : The company is one of the largest telecom and IT service provider

in the Netherlands. They offer multinationals and other enterprises a
broad range of services and products: consulting, workspace
management, cloud services, data centre capacity and other
network-related ICT solutions.



Abstract

Cloud computing offers many advantages such as scalability and cost reduction. A
downside is that it brings new risks such as availability and data privacy risks. To
minimize this risk IT governance models exist.

The question is how the IT governance models differ from each other in relation
to cloud computing. Governance models could be best-practice and/or security
frameworks. The models discussed are COBIT, ISO 27000 series, ITIL, ISAE 3402,
COSO and CCM. Each of these frameworks has its own unique characteristics and by
complementing each other they cover all cloud specific related risks that are known at
this time.

A helpful tool for organisations which is developed by Becker and Bailey (2014)
is the Cloud Governance Dial. By following the six steps of this dial the risks related to
certain business processes or applications can be analysed and the appropriate
governance model to cover each risk can be chosen. Additionally, a case study took
place on cloud IT controls for a telecom service provider where a use case was applied
to the dial. The results were useful, but not complete. The Cloud Governance Dial could
use some optimisations and changes, such as including the GDPR.

The GDPR is a new regulation created by the European Union which becomes
active next year and affects every company active in the EU that processes personal
data. Many organizations currently struggle with complying with this regulation. So far it
iIs unknown what for impact this regulation will have on the current business processes
of a company.

With cloud computing, clients have difficulties to check how their data is handled
and don’t get insight in the very fine levels of security policy administration the cloud
vendor has. In order to gain trust from the client, transparency from the cloud vendor is
needed. This can be offered by means of certifications, but also by maintaining a
personal relationship between the client and vendor. During this research was found
that the amount of transparency provided does influence a prospects decision making

when choosing a cloud vendor.
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1. Introduction

Cloud computing is a powerful technology to perform massive-scale and complex
computing (Hashem et al., 2015). It offers advantages such as virtualized resources,
parallel processing and security. Additionally, enterprises can benefit from reduced
infrastructure management maintenance costs, efficiency, and improved user access
(Lu et al., 2013). There are a wide variety of major companies that offer cloud
computing such as Google, Amazon and Microsoft (Harvey, 2016). According to

Gartner (2009) cloud services are offered on three different levels:

= Software as a Service (SaaS);
» Platform as a Service (PaaS);

» Infrastructure as a Service (laaS).

Taking google as an example, on the SaaS level you have the Google Apps, on the
PaasS level you will find the Google App Engine and, finally, on the laaS level there is

the Google Cloud Storage.

There are several deployment models for the cloud: Public Clouds, Private Clouds,
Community Clouds and Hybrid Clouds. The first two are the most common forms. It is
expected, however, that the hybrid cloud model will get a more important role in the
near future. The hybrid cloud is a combination of the public cloud and private cloud.
With the public cloud model the cloud infrastructure is made available to the public and
is operated for groups of organizations with similar service requirements, while with the
private cloud model the infrastructure is operated solely by a single organization
(Papazoglou, 2012). The key difference between the last two is that public clouds offer
tremendous elasticity, which means “the degree to which a system is able to adapt to
workload changes by provisioning and de-provisioning resources in an autonomic
manner, such that at each point in time the available resources match the current
demand as closely as possible” (Herbst et al., 2013), which leads to improved business
agility and speed, lower costs, speed to serve and high performance computing (Kisker,

2010). However, private clouds offer less risk. Therefore, the likelihood of a data
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security, privacy, and control breach is higher for the public cloud compared to the
private cloud. To minimize this risk, audit frameworks and IT governance should exist.
For the rest of this paper, the combination of audit frameworks and IT governance will

be called governance models.

1.1 Problem statement

The central research question is:

"How are the IT governance models different from each other in relation to cloud

computing?”

The sub questions are:

= How are the IT governance models different from each other without cloud
computing?

» What risks does cloud computing bring?

= What are the challenges major cloud computing companies face when adopting
IT governance models to meet their quality standards?

» Case study: How can the current service levels, quality frameworks and
certifications be retained or complemented with cloud specific quality and
security frameworks when offering application services based on public cloud
infrastructure, while keeping the management tooling on the private

infrastructure?

1.2 Business relevance

As previously mentioned, cloud computing offers advantages such as business agility
and speed, lower costs, speed to serve and high performance computing (Kisker,
2010). Many companies that currently only offer private cloud services must adapt to
the competitive environment and start to also offer their services for public cloud
services to stay relevant in the market. Many challenges are faced to achieve this

transition, one of them being the way IT auditing and IT governance takes place. How
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can a company provide services for the public cloud and keep, for example, their SLA’s,
ISO- and SAP-certifications they obtained by offering private cloud services? What
arrangements do you as a service provider make with a large cloud computing hosting
company like Amazon? One example being: How do you get your data back out of the

cloud after terminating your contract?

1.3 Scientific relevance

Cloud computing has the potential to transform a great part of the IT industry by
delivering services such as utility computing (Fox et al., 2009). 2The main issue that
arises with information security in the cloud environment is the enterprise’s loss of
control and loss of governance over assets and information. This is the reason why
Information Security is considered to be the main drawback that could prevent
organizations from adopting cloud computing (Gens, 2009). Having the correct IT

governance models could solve this.

1.4 Research design/method

The first two supportive sub questions will be answered using information available from
previous academic research. Additionally, the way the telecom service provider
manages their IT governance models will be taken into account as well, since these will
be extensively discussed in the case study later. The third supportive sub question will
be answered by getting in touch with major cloud computing companies such as
Amazon and Microsoft. Questions will be asked regarding how they deal with the
challenges they face with information security in the cloud. This will be followed by an
in-depth analysis of the results. Finally, a case study will be done to check how the
current service levels, quality frameworks and certifications can be retained or
complemented with cloud specific quality and security frameworks (COSO, COBIT, ITIL,
ISO 27000, ISAE 3402, CCM) when offering application services based on public cloud
infrastructure, while keeping the management tooling on the private infrastructure. This
will be done by making a comparison between the frameworks to find out how they
differ from each other in relation to cloud computing. The IT governance models will be

tested to see if they comply with the requirements needed to be suitable to be used with
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cloud computing, while offering the same service levels without. Finally, a use case from
the telecom service provider will be applied to the cloud governance dial developed by
Becker and Bailey (2014) to test its effectiveness. After having done the case study
answering the main problem question will be possible and advice can be given

accordingly.

1.5 Structure of the paper

The remainder of this paper is organised as follows. The literature review starts with
Chapter 2 which focusses on Cloud computing. This is followed by Chapter 3 where
different IT governance models will be analysed. Having reviewed both Cloud
computing and IT governance models makes it possible to talk about Cloud governance
(CG) in Chapter 4, which is also the last chapter of the literature review. Chapter 5 an
analysis will take place of the governance models and is followed by a case study in
Chapter 6. Finally, the discussion and limitations will take place in Chapter 7 and the

conclusion and recommendation can be found in Chapter 8.



2. Cloud computing

Figure 1 shows a brief overview

of all the functionalities that | vl — "/?Crc‘e‘:”;;';‘tjlmp
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leading-edge IT services (Staten, 2009). These costs are dramatically reduced due to
one of the two major trends that are currently happening in information technology: IT
efficiency. Cloud computing offers highly scalable hardware and software resources that
can be shared by different end users, each of whom can use it its own way (Marston et
al., 2011). The flexibility of the infrastructure allows balancing the computing loads while
more people make use of the systems. The other major trend in information technology
Is business agility. Cloud computing can be used as a competitive tool for rapid
deployment, parallel batch processing, use of compute-intensive business analytics and
mobile interactive applications that respond in real time to user requirements (Kim,
2009).

Cloud computing, however, is not a matter of simply adding an endless number of
servers. Most business applications rely on consistent transactions supported by
Relational Database Management Systems (RDBMS) which do not scale. These
require different architectures of storage, memory and processing (Hofmann & Woods,
2010).

A research done by KPMG (Lepeak, 2011) has shown that initiatives in the field of

governance are the primary means for companies to improve a sourcing relation. Many



organizations look for guidance when creating a technology roadmap. They need to
know which applications are best positioned for moving to the cloud and how these
changes can be implemented while having the least disruption possible. Marginal
functions, such as IT Management Applications and Personal applications, are often
outsourced to the cloud while core activities are kept in-house (Dillon et al., 2010).
Additionally, opposed to other sourcing alternatives, there needs to be more attention
for compliance, security and risk aspects in the service level agreements, because
services are being managed outside the clients’ company, giving clients less control
over their data than in other scenarios. The security check-list should include all aspects
of security requirements including legal issues, physical security, policy issues and

technical issues when adopting the cloud (Cattedu, 2010).

2.1 Risks Cloud Computing

Risk is a very important factor to take into consideration during the deconstruction of the
cloud. During a research done by Westerman (2006), which was funded by the Center
for Information Systems Research (CISR) department of the Massachusetts Institute of

Technology (MIT), four key enterprise IT risks were described:

Availability — integration management. Architecture must be designed beforehand and
should clearly indicate the spaces to be filled with the cloud services at all levels. The
integration management of cloud services includes coordinating the interoperability of
in-house and cloud services, applications and infrastructure. SLAs must contain rules
regarding cloud uptime to ensure continuity. Ways to achieve availability are business

continuity and disaster recovery.

Access — risk management. New areas including data handling, interface management,
multi-tenancy, and security and legal compliance for sensitive data require risk
management. Well defined SLAs could address most of these risks. Information
protection, knowledge sharing and preventing malicious attacks are all ways to optimize

access.

Accuracy — data integrity and regulatory compliance. Different classes of data may be
subject to different policies and legal rules. Cloud Service Providers (CSP) have several
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ways to show their clients that they handle their data carefully and correctly. This could
be done my means of certification, audit controls, trust and transparency of controls or a
combination of these. It is a challenge for CSPs to comply with all international
regulations and policies which is necessary for trans-border information flows. To
achieve a high level of data accuracy and consistency regulatory compliance is

necessary.

Aqility — corporate cultural impact. In the past IT services were seen as a costly utility
which were necessary. Nowadays, with the uprising of cloud computing, IT services are
more often seen as a strategically aligned tool for reducing costs, but also as a driver for
innovation and contributing to business value. Part of agility is the ability to implement

major strategic change.

These four key enterprise IT risks were later used as a foundation for research done by
others and similar key risks were found by Moeller (2007) whom did a portfolio view of
enterprise risk management for COSO. Taking care of these four key enterprise IT risk
factors should help the CSP to take care of the security issues that customers should
raise with vendors before selecting a cloud vendor according to Gartner (Brodkin,
2008):

- Privileged user access (Access) — Gartner says it is important to ask providers to
supply specific information on the hiring and oversight of privileged

administrators, and the controls over their access.

- Regulatory compliance (Accuracy) — Customers themselves are responsible for
the security of their own data even when it is held by the CSP. Whenever the

CSP does not undergo external audits it might be a better idea to look further.

- Data location (Availability and Access) — As a customer you have no idea where
exactly your data is hosted and might not even know in which country. Gartner
tells prospects to ask the CSP if they are willing to commit to storing and
processing data in specific jurisdictions and whether they will make a contractual

commitment to obey local privacy requirements on behalf of their customers.



Data segregation (Access and Accuracy) — Data in the cloud is usually placed in
a shared environment. It is important to find out what the CSP does to segregate
the data.

Recovery (Availability) — Even though Cloud computing is advertised as being
available anywhere and anytime, it is important to know what will happen with

your data in case of a disaster.

Investigative Support (Access) — Since multiple customers use the data
warehouse of the CSP, it is important to find out how the CSP log every event in

case an investigation is necessary for your own company.

Long-term viability (Agility) — It is important for customers to know the CSP will
exist for many more years and will keep adapting its strategy to the constantly

changing environment.

Vendor Lock-In (Agility) — Often not considered when looking for the right CSP
are the possibilities to obtain the data back from the cloud in case the contract is
terminated. Termination could occur due to multiple reasons: Changes in
ownership, bankruptcy, soured relationships, data security and privacy breaches,
fall behind its competitors, prolonged outages. Changing from CSP could also

result in compatibility related issues with data, program and operation systems.

As can be seen above, all security issues mentioned by Gartner are covered by

carefully considering the four key enterprise IT risk factors. The security benefits and

risks will be discussed in a bit more detail.

2.2 Security Benefits

Cloud computing offers several security benefits according to Cody et al. (2008):

The first advantage is that standardized interfaces are very common in cloud

computing. Since many users make use of the same hardware and software, the



number of things that need to be secured are limited, making it easier to focus
and allocate resources. This in comparison with non-cloud users, each using
their own hardware and adjusted software.

The second plus is the benefits of scaling. The same amount of investment for
deployment of standard IS policy, filtering and patch management can provide a
better protection for a wider audience.

Finally, the last benefit is the rapidity of response to security attacks. Cloud
computing providers are better capable of dealing with security attacks due to

their specialization in data hosting opposed to individual companies.

In addition, Catteddu (2010) mentions some additional security benefits:

More timely, effective and efficient updates and defaults. Updates can be rolled
out many times more rapidly across a homogenous platform than in a traditional
client-based system that relies on a patching model.

Benefits of resource concentration. The concentration of resources is a
disadvantage for security, but the advantages are an easier and cheaper
application of many security-related processes and physical access controls due

to scaling.

2.3 Security Risks

Besides the security benefits just mentioned, there are some important security risks

that need to be considered when making use of cloud computing mentioned by Goo and
Huang (2008):

First, some clients of cloud computing providers have difficulties to check how
their data is handled and therefore don’'t know if the data handling happens in a
lawful way.

Secondly, clients sometimes don't get insights in the very fine levels of security
policy administration of the standardized interfaces cloud providers offer,
mentioned as one of the benefits for security before, increasing the risks of a

breach.



- Thirdly, SLA’s created in the early stages might still have some gaps in security
defences, making the client uncovered for certain liabilities. Deletion of data
might be impossible to be carried out when the client asks for it, since hardware
resources are often being reused and the many contracts.

- Finally, malicious insiders could offer much higher damages in the cloud, due to

some roles that are high-risk by their nature and scope.

Another research done by Mosher (2011) found that data privacy risks, availability risks,
service provisioning risks, malicious activity risks and regulatory compliance risks could

negatively affect cloud computing security.

One of the last things business managers think of when implementing cloud computing
Is to have a revert strategy ready in case when the quality of service goes down or
when the risks get too high. It is important to keep knowledge of all critical information
and processing assets that are in the cloud. Additionally, there needs to be enough
skills in-house to be ready to set up internal systems and services again when
necessary. Finally, backups of critical cloud-based assets should happen on a regular
basis (Speed, 2011).

For public cloud clients there is an extra risk to be aware of. It is important for these
users to keep their valuable information encrypted and to stay alert at all times.
Encrypting your data these days is a very common thing to do. However, there is still a
risk when the data is being decrypted for processing, even while this is often only the
case for a really short moment. Using traditional IT services, the use of intrusion
detection, alerting and prevention techniques have been very common. With cloud
computing, many of these tools are managed by the cloud provider, which is another

risk to keep in mind when choosing for a public cloud provider (Speed, 2011).

Overall, transferring your data to the cloud brings many risks associated with the
implementation and use for an organization. It is important for businesses to not only
recognise the risks, but also create a strategy to manage and mitigate these (Paquette
et al., 2010). This can be done by creating an optimal SLA contract design and well

developed cloud governance (Bhoj et al., 2001).
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To create a strategy to manage and mitigate these risks, it is important to know that
there are three types of controls being: preventive, detective and corrective (Kliem,
2004). When looking at the cloud an example of preventive control is a firewall. An
example of detective control is a logging tool that alerts the user when something
unusual is happening. Finally, an example of a corrective control could be disaster
recovery in case a data centre where your data is stored got damaged due to a natural

disaster.

Every company wants to focus on prevention, but it is important to have controls in
place for detection and correction as well in case something goes wrong with the
prevention control. When looking at the cloud in specific, clients have less control over
their data and therefore rely more on the controls the cloud vendors have to offer. The
cloud vendor is responsible till the virtualisation when offering an laaS service, making
the client only responsible for the data. This means that some of the controls that were

first managed by the client are now managed by the cloud vendor instead.

When taking a closer look at the detective control type this can take place either
manually or automatically. Manual control is very time intensive, but still manageable for
small companies with not much data. However, large CSPs have many clients and hold
a lot of data which makes automated logging the only possible option. Therefore, it is

necessary to automate processes such as logging

Finally, it is important to keep in mind that there are two levels of controls: general IT
controls and application IT controls. General IT controls being IT governance models
such as ISO and COBIT, while application IT controls are controls mechanisms on the
application layer such as controls within SAP. It is possible that when making the

transition to the cloud, the general or application IT controls required need adjustments.

2.4 General Data Protection Regulation

The 25" of May 2018 the General Data Protection Regulation (GDPR) will be
implemented, which was developed by the European Parliament, the European Council

and the European Commission with the intention to strengthen and unify data protection
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for every citizen within the European Union and because of the risks associated with
cloud computing. This new regulation will be replacing the EU Data Protection Directive
from 1995 and adds several new principles and guidelines (EUGDPR, 2017). For
example, they implemented the requirements for data portability and a stricter concept
of consent (Blackmer, 2016). Probably the most noticeable change is the extended
jurisdiction of the GDPR. The new regulation will apply to all the organizations that
process personal data of data subjects residing in the European Union, regardless of
the company's location. This means that it does not matter where in the world a
company that is located in the European Union processes its data, it still must comply
with the GDPR. The same counts for organizations that do not reside in the European
Union. Whenever these companies process data of European citizens, they do have to
comply with the GDPR (EUGDPR, 2017). Updated regulations were necessary for

several reasons:

- The need to get rid of the discrepancies in national laws;

- Lower the organisational costs for companies that need to deal with multiple data
protection authorities;

- Higher level of standards for privacy protection per individual,

- Update the law and principles accordingly for new privacy challenges that
showed up between 1995 and now, such as social media, cloud computing and
big data.

Since the implementation date is getting close, it is important for companies to look at
the future and be one step ahead. Companies should have a new compliance
landscape ready for all the processes in the organization to avoid any problems the day

the new regulation is being enforced.

2.5 Cloud Service Providers

There are many CSPs that offer cloud computing services to organizations. Most offer
services ranging from Infrastructure as a Service till Software as a Service. Amazon,
Google, Microsoft and SAP belong to one of the larger providers in this area (Harvey,

2016). Table 1 gives an overview of what each of these four providers has to offer.
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The differences in table 1 can be explained. Google is relatively new to offering cloud
services which explains why some services and certifications are not available yet.
Amazon is the largest cloud service provider today with a lot of experience which

explains why all the certificates and services mentioned in the diagram are included.

Certificates/Services Amazon Google Microsoft SAP
ISO 9000 series v v v
ISO 27000 series v v v v

ISAE 3402 v v v v
CCM v v v v
SaaS 4 v
PaaS v v v
laaS v v v v
SAP v v v v

Microsoft apps v v
Oracle v v

Table 1: Cloud Service Providers overview
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3. IT governance models

Because of several high profile incidents of corporate fraud and failure in the past

couple of years, corporate governance has gotten much more important than before.

With IT becoming more often one of the fundamental tools of an organisation this lead

to a new type of governance: IT governance (Mcleod, 2013).

ISACA developed a helpful guide which separates IT governance into five different
domains (ISACA, 2013) which are:

1)

2)

3)

4)

5)

Framework for the Governance of Enterprise IT
The IT governance framework needs to be in continuous alignment with the
enterprise governance and the key drivers directing the company’s strategic

planning, goals and objectives

Strategic Management
Business strategy must drive IT strategy. The strategies of business and IT

should be aligned properly.

Benefits Realization
IT governance helps business realize optimized business benefits by means of

effective management of IT investments.

Risk Optimization
Identification, management, mitigation, communication and monitoring of IT

related business risk are integral components of governance activities.
Resource Optimization

IT requires sufficient, competent and capable resources to meet business
demands and to meet current and future strategic objectives.
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3.1 Overview of IT governance models

There already exist many control frameworks and models. None of them, however,
includes all the available IT controls. Analysing them together shows us the “what, how,
and scope” of IT governance and that some repetition between the frameworks is
present (Becker, & Bailey, 2014).

Scope of coverage

Figure 2: General “what, how, and scope” of IT governance models (Nguyen, 2010)

Figure 2 shows the relationship between some popular IT governance models, which
will be explained briefly in the upcoming paragraphs. This figure is based on a general
analysis and widely accepted by many business people and researches. Making use of
more governance models at once leads to a higher scope of coverage, which is why in
many companies there is more than one IT governance structure/framework being
used. Each structure/framework has its own principles which need to be followed which

could cause some complex situations.
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Frameworks Type Covering Goal Implementation
ITGI/ISACA What
COBIT Best Practice 4 Processes and 34 Domains Measuringand assessing IT Take into account broad
(business- (process-based) controls view of whole system, then
oriented) implementation
ISOand IEC What
ISO 27000 Series Security Standard 10 Domains (ISO 27001) IT Governance Take into account broad

(Combination of standard
and best practice)

view of whole system, then
implementation

UK Government How
ITIL Best Practice 9 Processes Improve internal IT services Checklistsand guidelines
(IT service-based) (Easiesttoimplement)
IAASBand IFAC How
ISAE 3402 Assurance Standard 5 Domains Documentthat external Analyse the current
(Similarto SAS70) parties of financial service situation, then
organisations have adequate implementation where
internal controls necessary
COoSO What
COSO Internal Control 5 Key components, 17 Combat Corporate Fraud Implementatbusiness
Principles unit, division, subsidiary or
entire organization level
CSA How Provide fundamental security
CcCM Security standard 13 Domains principlesto guide cloud Take into account broad

vendorsandto assist
prospective cloud customers
inassessingthe overall
security risk of a cloud
provider.

view of whole system, then
implementation

Table 2: Overview of IT governance models
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Table 2 shows a brief overview of the IT governance models seen in figure 2 and two
additional frameworks which are relevant for cloud computing. All this information in the
table is obtainable by visiting the websites of the owners which are mentioned above

each framework in the first column.

As mentioned earlier, each framework offers different IT controls and thus has different
goals and way of implementation. Figure 2 is a visualization of table 1 and looking at the

third column Covering explains the placement of the “what, how, and scope” axis.

For example, COSO consists of five very broad defined key components that cover
many different topics, which results in a very wide scope. This is followed by COBIT
which consists of 34 different domains. Each domain covers only a very small part of
the whole scope opposed to COSO’s key components, but due to the number of
domains the scope is still very wide. The wide scope comes at the expense of the “what
and how” of both frameworks. Many different topics are covered, but for each specific
topic not much explanation is given what to look out for or how to prevent something

from happening.

The ISO 27000 series and ITIL, opposed to COBIT, have only a few domains, but these
domains consist of many processes which gives a detailed understanding of the “what
and how” of the topic discussed. The ISO 27000 series focusses on what should be
covered to achieve a security standard while ITIL tells you how best practice can be

achieved following their framework.

Each framework will be briefly discussed in the next subparagraphs to give more
understanding of what their goal is and what exactly each framework has to offer. In
chapter 5 a new figure similar to figure 2 will be made which will show the relationships
of the frameworks with the “what, how, and scope” in relation to the cloud and will
include ISAE 3402 and CCM, which were not included in figure 2.
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3.2 COBIT

COBIT was first released in 1996 and stands for Control Objectives for Information and
Related Technology. The latest version, COBIT 5, was published in June 2012.
According to ISACA (2012) its mission is “to research, develop, publish and promote an
authoritative, up-to-date, international set of generally accepted information technology
control objectives for day-to-day use by business managers, IT professionals and
assurance professionals.” Initially, COBIT was an audit framework but eventually
evolved in a powerful IT Governance control model.

COBIT 5 Process Reference Model
Processes for Governance of Enterprise IT
Evaluate, Direct and Monitor

EDMO1 Ensure
Govemance EDMOZ Ensure EDMO3 Ensure EDIM04 Ensure DS Enoure
ﬁmmr? Benefits Delivery Risk Optimisation Optimisation Transp "

Align, Plan and Organise Monitor, Evaluate

and Assess

APOO1 Manage APDO2 Manage APOO4 M APOCS M APOOG M

the IT Management i anage anage anage

Framework Strategy Architecture Innovation Portfolie Hunan

APODS Manage PPerformanc:
APO10 Manage APOT1 M: APO1Z Manage APO13 Manage

r &m - o -

Build, Acquire and Implement

Pmm Mm BAID2 Manage BAIO3 Manage BAIDA Manage %Alﬁ Manage J— BAIOT Manage
Toron i 5 Change: Chan Acceptance and m
FProjects Deefinition ond Bl and Capacity Enai 985 oo aﬁé’m"’n"&?’m
the System of Internal
Control

BAIDE Manage BAIDS Manage BAITD Manage
o -

Deliver, Service and Support

MEAD3 Monilor,
DSS02 Manage
DSS01 Manage St e DSS03 Manage DSS04 Manage Soturity Compliance With
Oporations and Incidents Froblenrs Gontinulty Requirements

Processes for Management of Enterprise IT

Source: COBIT 5, figure 16

Figure 3: COBIT Framework (ISACA, 2012)

As seen in figure 3, the COBIT 5 framework evaluates, directs and monitors on the
governance level ensuring enterprise objectives are achieved. Management plans,
builds, runs, and monitors activities on the management level to achieve enterprise

objectives.
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The process “DSS05 Manage Security Services” is relevant for information security
governance. The advantage of using COBIT as IT governance structure/framework is
that the DSSO05 process is part of a wider framework, which means it will seamlessly
integrate with the other processes in an organization (Von Solms, 2005). A
disadvantage, given by Von Solms (2005), is that the COBIT information security
governance processes are not always very detailed by means of “how” things in a

company should be done.

3.3 COSO

COSO was created in 1992 as a result of several & e

large audit failures that occurred during the 1980s. & = < <

Internal Environment

| Objective setting |

The Committee of Sponsoring Organizations said

that the COSO framework “defines internal control

directors, management and other personnel,
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designed to provide reasonable assurance regarding
the achievement of objectives in the following three
categories:  effectiveness and  efficiency  of (. 4. coso Framework (coso, 2004)
operations, reliability of financial reporting, and

compliance with applicable laws and regulations” (Simmons, 1997). These three
categories do overlap, yet they are distinct from each other. The framework consists of
eight components for internal control which can be seen in figure 4. An empirical
examination of COSO as an internal control framework for information technology done
by Tuttle and Vandervelde (2007) found that covering COSO’s conceptual model onto
audit relevant assessments confirmed internal consistency between the fundamental

constructs of COSO.
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3.4 1TIL

Methods
(mance
e _

The Information Technology Infrastructure

Continual Service Impr

Library (ITIL) is a framework outlining the
best practice in ICT Service Management
which was originally made by the UK
government. The latest version, ITIL V3,
was published in 2008 (Case, & Elephant,
2007). As seenin figure 5, the framework is
based on continual service improvement. In
a study done by Potgieter et al. (2005) was
found that when an organization uses the
ITIL framework it increases both customer ;.. s 71 v3 (suhairi, & Gaol. 2013)

satisfaction and operational performance.

3.51S027000/9000

ISO is the international standards organization which is an independent, non-
governmental international organization with a membership of 164 national standards
bodies (Disterer, 2013). The ISO 27000 series of standards offers cloud risk
assessment tools. ISO 27001, for example, is the best practice for Information Security
Management Systems (ISMS). ISO 27017, which is still in development, will include
cloud-specific security controls, besides the information security controls presentin ISO
27002 (Beckers etal., 2011).

The ISO 9000 series of standards offer the guiding principles for the prevention of
defects through the planning and application of best practices at every stage of the
business, ranging from design till the installation and servicing (Rahman, 2001). ISO
9001, which is relevant for CG, provides the definitions of the characteristics and
associated quality evaluation process to be used when specifying the requirements for
and evaluating the quality of software products throughout their life cycle (Becker, &
Bailey, 2014).
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Both ISO series of standards show relevancy regarding IT governance and cloud
computing. Where the ISO 27000 series offer cloud risk assessment tools, ISO 9000
focusses on the governance for cloud software requirements and quality, making them

complement each other.

3.6 ISAE 3402

ISAE 3402 is globally recognized standard for assurance reporting on service
organizations. It requires management to provide a description of its system.
Additionally, a written statement of assertion is required by management regarding the
state of its internal controls (Fanning, 2014). A major difference between the previous
mentioned ISO 27001 and ISAE 3402 is that ISO 27001 is a certification and does not
have a testing framework, while for an ISAE 3402 audit the financial statements are the

basis and the assessed framework (SasConsult, 2017).
There are two types of ISAE 3402 reports (Elifoglu et al., 2014):

- Type I: This reportincludes management’s description of a service organization’'s

system and the suitability of the design of controls at a given moment in time.

- Type II: This report deals with the design and operating effectiveness of controls
for a time period, such as a month or quarter. Type Il is usually preferred due to

its scope.

The auditor’'s task is to publish a report which is called: Service Organization Control
(SOC). This report focusses on the design and description that may be relevant to the
user entities’ needs. These reports can be divided into three different forms (Elifoglu et
al.,, 2014):

- SOC 1: These reports require a detailed description of the service organization’s
controls that are likely to be relevant to a user entity'’s internal control over
financial reporting system along with a written assertion by management. Service
organizations such as payroll processing and medical claim processing are the
best candidate for SOC 1 reports.
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- SOC 2: The SOC 2 reports are intended to deal with the problems that are
related to the expanding computer based service entities, examples being data
centres and cloud computing. It provides assurance about confidentiality,
processing integrity, privacy, security and availability to the users that use the
service. When SOC 2 is combined with the ISAE 3402 type Il report a description
of the service auditor's tests of controls and the results of these tests will be

given.

- SOC 3: Opposed to SOC 2, which is not distributed to other users such as sub-
vendors without the permission of service organization, SOC 3 reports are a
general-use report that can be freely distributed. SOC 3 reports can only been
made as type Il reports, while the other two versions can also be designed using
the type | report method. The SOC 3 report provides only the auditor's report on
whether the system achieved the trust services criteria. No descriptions of tests
and results or opinions are given on the description of the system. Usually, when
a company successfully completes an ISAE 3402 SOC 3 type 2 report, it can

place a certificate on their website.

Suhairi and Gaol (2013) did research regarding the effectiveness of the new ISAE 3402
framework and concluded that there is scope of improvementin the new standards. The
new auditing standard is, however, still missing a guide of specific control objectives
which can be found in the ISO27001 and COBIT frameworks. They recommend using
the COSO or COBIT report as a reference for service auditors and their clients when

making use of this new framework.

3.7 CCM

The Cloud Control Matrix (CCM) is designed by the Cloud Security Alliance to provide
fundamental security principles to guide cloud vendors and to assist prospective cloud
customers in assessing the overall security risk of a cloud provider. The matrix should
establish a better understanding and trust level between the cloud customer and cloud

provider (Saxena, 2013).
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The CCM delivers a controls framework that consists of thirteen domains which put
emphasis on business information security control requirements, reducing and
identifying consistent security threats and wulnerabilities in the cloud, provides
standardized security and operation risk management, and seeks to normalize security
expectations, cloud taxonomy and terminology, and security measures implemented in
the cloud (Cloud Security Alliance, 2017).

One of the domains deals with compliance concerns for regular audits, inspections and
reviews of data, objects, application, infrastructure and hardware at regular intervals.
These audit activities need to be planned by the cloud provider and the stakeholders

should agree with this in advance (Saxena, 2013).

Cloud computing also results in a higher level of virtualization. The data may be under
the organization's logical control, but may physically be present in the infrastructure
owned and managed by another entity (Vormetric, 2017). The Data Governance domain
handles all the possible scenarios of data theft, retention, leakage, misuse, disposal and
related risks. The ownership of data and objects containing data are defined in this

domain.

Additionally, the Cloud Control Matrix outlines policies and procedures for management
authorization for development and acquisitions of new services, databases,
applications, systems, facilities, operations and infrastructures. When changes are
made to the production environment these need to be documented, tested and
approved before implementation takes place. A program needs to be established for the
systematic monitoring and evaluation to ensure the standards of quality are met for all

software developed.

Furthermore, the other domains focus on the employees, the physical locations, the

legal aspects of cloud services, risk management and continuity and availability.

3.8 GDPR

The General Data Protection Regulation (GDPR) created by the European Union will be
implemented next year and it is important that companies use the right frameworks that

are compliant with the new regulation.
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Under GDPR a company is always legally responsible to protect personal data from
alteration, loss or unauthorised processing, even when employees use cloud services
that are not approved or controlled by the organisation. For this reason an organisation

must (Terstegge, 2015):
- Know which personal data are processed by users of cloud services;
- ldentify the cloud applications used by the organisation’s employees;

- Prevent personal data from being stored or processed in unmanaged cloud

services;
- Protect personal data when stored or processed in cloud services.

Terstegge defined six questions which help clienteles that want to use the cloud in their

business to find out if the provider is GDPR compliant:

1) Do you know where your cloud apps process and store data?

2) Does the app adequately protect personal data from loss, alteration, or
unauthorized processing?

3) Have you executed a data processing agreement with the cloud apps you are
using?

4) Does the app only collect “necessary” data and limit processing of “special” data?

5) Are you sure the vendor forbids the use of personal data for other purposes?

6) Do you know if you can erase the data when you stop using the app?

When looking at the models that were just discussed the ISO 27000 series, in specific
ISO 27001 and ISO 27002, seem to be the most compliant with these new regulations
(Henning, 2016). The GDPR does not say that companies must comply with the ISO
27000 series, but it provides a framework to handle concepts such as security policy
and objectives, risk definitions and assessment, commitment for continuous evaluation
and documentation (Bartolini et al., 2015). For this reason, it is recommended for every
company that has to fulfil the GDPR requirements to securely handle personal data to
comply with ISO 27001 and ISO 27002. They do, however, not cover all rules of the
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GDPR. This raises the question whether the other rules, which are not covered by ISO
27001 and ISO 27002, will affect the way business takes place.

3.9 Hypotheses related to IT governance

To summarise, cloud computing offers several security benefits but also so me security
risks which were mentioned in section 2.3. Most IT governance models were developed
before the existence of cloud computing. This raises the question whether these
frameworks can effectively take care of these new security risks. This leads to the

following hypothesis:

Hypothesis 1: The IT governance models discussed in chapter 3 effectively deal with

the cloud specific security risks mentioned in section 2.3.

The GDPR was developed to create more digital privacy for all individuals within the
European Union. Several requirements must be met. The question is whether the
GDPR will make it necessary to change business process of a company. The following

hypothesis is formulated:

Hypothesis 2: The General Data Protection Regulation significantly impacts the current

cloud specific business processes of a company.
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4. Cloud governance

Governance in the cloud requires defining policies and implementing an organizational
structure with well-defined roles for responsibility of information technology
management, business processes, and applications as these elements are moved out
of the traditional IT environmentin the cloud (Becker & Bailey, 2014). Governance is not
a one-size fits-all proposition, the structure and the scale must take into consideration
the maturity, culture of the IT organization, complexity and enterprise goals. Moving IT
governance to the cloud increases the difficulty of effective governance (Dreyfuss,
2009). Clients have to accept the control of the service provider on a number of

important issues and areas of the business process (Mangiuc, 2011).

4.1 Extending IT governance to the cloud

According to Dreyfuss (2009) the new cloud environment is very different from
traditional outsourcing and requires a new approach to governance and management.

There are important risks that should be analysed before migrating to the cloud such as:

- Internal threats;

- Horizontal audit compliance;

- Performance metrics;

- Security;,

- Accountability and responsibility.

To deal with internal threats, standards, interfaces, controls and integration
requirements should be addressed with policies and procedures that tell how everything
fits together. Horizontal audit compliance gives an overall view of all business units and
unifies the information streams which help businesses to find vulnerabilities across the
company. Measuring performance internally and externally offers insight into areas that
have been identified for IT-business alignment and can serve as an early warning
system for risk and security, which is important when dealing with the SLAs that are
made between the CSP and the client. Additionally, organisations often want to be sure
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that security control is present when moving to the cloud which can be shown by means

of certifications and transparency.

Achieving accountability in the context of cloud computing requires mechanisms that
result in trust and security. These mechanisms range from auditing, tracking and
reporting and monitoring till contracts and service level agreements. It is the customer’'s
responsibility to enforce these mechanisms and to ensure successful implementation.
Some IT responsibilities are taken away from the client, but governance is not one of
them. The customer must be able to monitor the data handling practices of the provider

by means of certification and control activities (Mangiuc, 2011).

A tool developed to clarify the roles and responsibilities associated with cloud

deployment is the RACI matrix, the abbreviation stands for:

- Responsible: Who is responsible for a task;
- Accountable: Who will be held accountable for task completion;
- Counsel: Who will provide the information needed,;

- Informed: Who is dependent of the information.
Based on the previous literature the following hypothesis can be formulated:
Hypothesis 3: The IT governance models cover the risks faced when migrating to the

cloud.

The question is: Till what extend are the IT governance models already developed to
deal with the changes that come along when extending IT governance to the cloud?
Having an answer to this question for each framework helps us in finding the differences

between the frameworks in regards to the cloud.
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4.2 Deconstructing the cloud

The Cloud Governance Dial created by Becker and Bailey (2014) allows the
organization to align the cloud solution with stated business values and deliver that

added value through optimal resource allocation and performance management.

To build such a model, they first had to deconstruct the cloud to get a better
understanding. The deconstruction started assessing each application domain or
business process individually using the Cloud Computing Service Delivery and

Deployment Model (Cloud Security Alliance, 2009) and asking the following questions:

1. What (process) is moving to the cloud? (Application domain or business process)
2. How will it be delivered? (SaaS, PaaS, laaS)
3. How will it be deployed? (Public, Private, Hybrid)

Having given an answer to these questions results in a cube. The next step for
deconstructing the cloud is to position the cube within the Cloud Cube Model developed
by Rebollo et al. (2012) which can be seenin figure 6. To do this, four more questions

need to be answered:

1. Where will the data be located?

(Internal or External) A

2. Who owns the technology,

External

services, and interfaces? | i ——

(Proprletary or Open) ﬁr:}llnternal De-perifT;’é}e{!§§d"f"’
3. Are there expectations of \_ , —

collaboration and data sharing? N Proprietery  Open /"

.

4. Who is managing the delivery? e

Figure 6: Jericho Forum Cloud Cube Model (Jericho Forum, 2013)
(Insourced or Outsourced)

Having answered all above questions will lead to a set of governance challenges. Not
every outcome will lead to specific ERM and Control frameworks. Many risks

management and control objectives are common in many cloud outcomes.
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4.3 Cloud Governance Dial

The Cloud Governance Dial developed by Becker and Bailey (2014), focusses on the
five IT governance domains while producing the associated product as they apply to
cloud adoption. The processes can be visualised as six dials as seen in figure 7 and are

as follows:

1. Process: What is moving to the cloud;

2. Delivery: Identify IT governance 1
. . . . plication
domain objectives and deliverables; Doanin
- . - Business
3. Deployment: How will it be delivered:; BN Procs

4. Cloud Formation: How will it be
deployed;
5. ERM: Determine the cloud formation;

6. Control: Cloud governance.

As the model, which can be seen in figure 7,

shows, several other steps are necessary
before the CG for a SpeCiﬁC case can be Figure 7: Cloud Governance Dial (Becker, & Bailey,2014)
selected. It needs to be clear which type of

service the user is interested in (SaaS, PaaS, or laaS) and the type of cloud (Private,
Public, or Hybrid) they want to use. Based on the first four steps, the risks mentioned in
chapter 2 can be elaborated onin more detail for the specific case during step 5. During
step 6 the current IT governance framework should be reviewed and modified based on
the results from step 5. According to Becker and Bailey (2014) it is often not needed to

replace an effective, well-designed IT governance framework.
The Cloud Governance Dial is a new model which, to our knowledge, has not been

tested in practice thus far. Therefore, the effectiveness of the model is still questionable

and the following hypothesis can be formed:
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Hypothesis 4: The Cloud Governance Dial is a viable model to meet IT governance

goals and achieve alignment with corporate governance.

4 .4 Cloud Service Providers

In chapter 2.5, Amazon, Google, Microsoft and SAP cloud services were compared to
find out the differences between the companies regarding certifications and service
offerings. It was noticeable that each of these companies has a different governance

mechanism in place.
4.4.1 Amazon Web Services

Amazon Web Services (AWS) offers a security platform that includes: Infrastructure
Security, DDoS Mitigation, Data Encryption, Inventory and Configuration, Monitoring
and Logging, Identity and Access Control, Penetration Testing (Amazon Web Services,
2017). When looking at AWS Cloud Compliance in specific, there are many different
certifications and frameworks they offer with their services. The certifications and
frameworks AWS has to offer for their services and that were reviewed in this literature
are: ISO 9000/27000 series, ISAE 3402 SOC 1/2/3 and they completed the Cloud
Security Alliance STAR Self-Assessment, got an CSA STAR attestation and certification
for CCM.

Around 2010, AWS first released a new type of deployment model called Virtual Private
Cloud (VPC) to differentiate itself from other CSPs. This model is supposed to create a
seamless and secure bridge between a company's existing IT infrastructure and the
Amazon public cloud. Since there is a combination of the public cloud and private cloud
itis a hybrid cloud model. The connection between the IT legacy systems and the cloud
is secured via a Virtual Private Network (VPN). Additionally, AWS offers a set of isolated
resources for the VPC, while still benefiting from the pay-per-use model. As a result,
there is a balance between control (Private Cloud) and flexibility (Public Cloud) (Dillon et
al., 2010).
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4.4.2 Google Cloud Platform

The Google Cloud Platform (GCP) offers a rich set of capabilities around access
control, auditing and encryption key management to enable customers to defend
against external attacks and manage insider access risk. The Google Security Model
consists of: Information security team, physical security at data centres, server and
software stack security, data security and many platform security features (Google
Cloud Platform, 2017). Focussing on the compliance Google offers for their services,
they comply with the following frameworks and certifications that are mentioned in this
paper: ISO 27000 series, ISAE 3402 SOC 1/2/3 and they completed the Cloud Security
Alliance STAR Self-Assessment for CCM.

4.4.3 Microsoft Azure

Microsoft has as guiding principle for their security strategy to “assume breach”. They
have many methods for securing customers’ data being: Auditing and logging,
cybercrime, design and operational security, encryption, identity and access
management, network security and threat management (Microsoft Trust Center, 2017).
When looking at compliance, Microsoft Azure offers the following frameworks and
certifications: 1ISO 9000/27000 series, ISAE 3402 SOC 1/2/3 and they completed the
Cloud Security Alliance STAR Self-Assessment, got an CSA STAR attestation and

certification for CCM.

4.4.4 SAP

SAP regularly checks compliance through external reviews and audits and follow one
common framework, including data security and privacy regulations, worldwide (SAP
Cloud Trust Center, 2017). Their framework and certifications offering varies a lot.
ISO9000/27000 series, ISAE 3402 SOC 1/2/3 and the Cloud Security Alliance STAR

Self-Assessment are all included.
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4.5 Transparency

When deciding which public cloud provider to go for, it is important to look at the

transparency they offer. Providers have different methods to provide transparency
(Speed, 2011):

Nondisclosure agreements:

Many cloud providers don'’t like to share much information on their architecture,
security and controls with outsiders. However, when there is a prospect that
would like to make use of their services, a nondisclosure agreement could be
signed and the information needed to convince the prospect could be given

resulting in possibly a new customer.

Independent auditor reports:
Many CSPs ask independent auditors to assess the design and operation of the
controls used by the service provider and to make these assessments available

for their customers in the form of an independent audit report.

Certifications:

An easy way to compare providers is by looking at the industry certifications.
Some relevant certifications related for cloud computing providers are ISO
27001, ISO 27002, and ISO 31000.

Besides transparency offered by CSPs, some standard services should be provided.

Kaufman (2009) proposes in his study that providers should offer at least: strong access

control, regularly scheduled data backup and archiving services and trusted encryption

mechanisms. Offering this should give more assurance to the clients and trust in the

providers.

Security-as-a-service and governance-as-a-service (Infoworld, 2009) are a must for

cloud computing, which requires solutions that address the need for policy-driven

enforcement, segmentation, isolation, governance, and service levels (Farrell, 2010).
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For clients transparency given by the cloud service provider is very important. The

guestionis, however, whether this influences a client’s decision making or this becomes

negligible when a cloud service providers excels in other important factors. This leads to

the following hypothesis:

Hypothesis 5: The amount of transparency provided by a Cloud Service Provider does

influence the potential client's decision making.

4.6 Summary of hypotheses

Table 3 shows a summary of all hypotheses:

Hypotheses

Source

The IT governance models discussed in chapter 3 effectively deal

1 | with some cloud specific security risks mentioned in section 2.3.

(Goo & Huang, 2008)
(Becker & Bailey, 2014)
(Mosher, 2011)

The General Data Protection Regulation significantly impacts the

2 | current cloud specific business processes of a company.

(Blackmer, 2016)
(EUGDPR, 2017)
(Henning, 2016)

The IT governance models cover the risks faced when migrating to
3 | the cloud.

(Dreyfuss, 2009)
(Mangiuc , 2011)

The Cloud Governance Dial is a viable model to meet IT governance

4 | goals and achieve alignment with corporate governance.

(Becker & Bailey, 2014)

The amount of transparency provided by a Cloud Service Provider

5 | does influence the potential client’'s decision making.

(Speed, 2011)
(Kaufman, 2009)

Table 3: Overview of hypotheses
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5. Governance models analysis

This research focuses on a limited number of important IT governance models. In figure
2, four different frameworks can be seen which are commonly used by companies
being: COBIT, COSO, ITIL and ISO 27000.

Furthermore, two frameworks were selected based on relevant cloud computing
auditing frameworks for this study and due to interest from the telecom service provider,
being ISAE 3402 and CCM.

5.1 Overview of the Cloud Governance Dial

The Cloud Governance Dial by Becker and Bailey (2014) is used during the case study
to find out whether the current service levels, quality frameworks and certifications can
be retained or complemented with cloud specific quality and security frameworks. As
previously mentioned, it is assumed that the application services will be offered on
public cloud infrastructure, while management tooling will be managed on a private

infrastructure.

During the literature review an in-depth
analysis of the Cloud Governance Dial took
place. The model is based on thorough
literature research, but has not been used in
practice yet to the best of our knowledge.
By using the model during the case study
the performance of the model will be tested.
This way can be found whether the modelis
effective in its current state or if adjustments

/ optimisations for the model are necessary.

For step 6, Control, an IT governance
structure/framework should be chosen that Figure 8: Cloud Governance Dial (Becker, & Bailey, 2014)
takes of the risks mentioned instep 5, ERM,

which were formulated based on the previous steps.
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Figure 8 shows another visualization of the Cloud Governance Dial. To be able to
choose the right structure/framework, more in depth research needs to be done to find

out how the IT governance models differ from each other in relation to the cloud.

5.2 Cloud comparison IT governance models

As mentioned during the literature review, each framework is from a different type with
its own goals and covering different domains. These differences are also noticeable

when looking more specifically at the cloud contents of these frameworks.

Looking at Table 4a and Table 4b, which are based on available information on the
websites of each framework and additional articles written by Isaca (2011), Horwath et
al. (2012) and O’Loughlin (2014), it is clear that the definition of cloud computing
formulated by the National Institute of Standards & Technology (NIST) is widely
accepted, COSO being an exception. The definition of risk for each framework is
defined differently, but they all mean the same in the end. The real differences between
the frameworks starts to be visible when looking at the way each framework describes

governance.

Both COBIT and COSO describe governance as risk management. Under COSO, the
focus is to manage risk to be within its risk appetite. For COBIT, following the defined
processes leads to appropriate risk management. Both ITIL and ISO 27000 series
define governance as process alignment. For ISO, the alignments focus is between
information security and business strategies, business objectives, value delivery and
accountability. ITIL’s alignment focus is between all the processes in the service
strategy model. Finally, ISAE 3402 and CCM both describe governance as a set of
compliance standards. For CCM these are cloud security standards and for ISAE 3402

there are process, management of processes and security standards.

Each framework got something different to offer for cloud computing. This can also be
found in Table 4a and Table 4b. What can be seen is that this corresponds with the CG
definitions. COBIT and COSO offer risk management for cloud computing. ISO and ITIL
offer alignment in the business including cloud computing. Finally, ISAE 3402 and CCM

provide compliance standards for companies that use the cloud.
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Frameworks Definition Cloud Computing Definition Risk Definition Governance What does X framework offer
for Cloud Computing?
A modelfor enabling convenient, | The business risk associated with | The set of responsibilities and Producea summary
COBIT on-demand network access to a the use, ownership, operation, practices exercised by theboard | assessmentofthebusiness

ISO 27000 Series

ITIL

shared poolof configurable
computing resources (e.g.,
networks, servers, storage,
applications, and services) that
can berapidly provisioned and
released with minimal
management effort or service
providerinteraction.

involvement, influence and
adoption of ITwithin an
enterprise

and executive management with
the goalof providing strategic
direction, ensuring that
objectives are achieved and
ascertaining thatrisks are
managed appropriately.

risks and achieved business
value of an application, and
help practitioners evaluate
(oftentoa highly granular
degree) many security or value
issues.

The potentialthat a given threat
will exploit vulnerabilities of an
assetor group of assets and
thereby cause harmto the
organization. Itis measured in
terms of a combination of the
probability of occurrence of an
eventand its consequence

Ensure alignment of information
security with business strategies
and objectives, value delivery and
accountability. Supports the
achievement of visibility, agility,
efficiency, effectiveness and
compliance.

Provide more detailed
guidance and
recommendations for both
cloud service customers and
cloud service providers.

A possible eventthat could cause
harmor loss, or affect the ability
to achieve objectives. A Risk is
measured by the probability of a
threat, the vulnerability of the
assetto thatthreat, and the
Impactit would have if it
occurred.

Governanceis used to empower
people, is agile, enables process
automation and defines the
measurement and control
mechanisms that enables people
to do their day-to-dayjobs
tactically to achievethe “IT
governance” programs strategic
objectives (the “what”).

ITIL helps service providers
with best practice guidance on
the provision of quality IT
services and the processes,
functions and other capabilities
needed to supportthem. ITIL
can be capitalized on and
provide a solid foundationfor
managing cloud based services
and hybrid IT environments.

Table 4a: IT governance models definitions and offerings
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Frameworks

Definition Cloud Computing

Definition Risk

Definition Governance

What does X framework offer
for Cloud Computing?

A modelfor enabling convenient,

Engagementrisk: The risk of the

Ensurethat processes,

Provide a service organisation’s

ISAE 3402 on-demand network access to a auditor's exposure to financial management of processes and management, user entities and
shared poolof configurable loss and damageto his or her security comply with standards. other interested parties
computing resources (e.g., professional reputation. (clients, for example) with
networks, servers, storage, information aboutthe controls
applications, and services) that the service organisation has in
can berapidly provisioned and place.
released with minimal The business risk associated with | Ensure compliance with cloud Provide fundamental security

CcCM management effort or service the use, ownership, operation, security requirements by means | principles to guide cloud
providerinteraction. involvement, influence and of standards given. vendors and to assist
adoption of ITwithin an prospective cloud customers in
enterprise or organization assessing the overall security
risk of a cloud provider.
A computing resource Risk is the possibility that an A process, effected by an entity's | By leveraging the COSO ERM
COSsO deployment and procurement event will occur and adversely board of directors, management, | framework, management will

modelthat enables an
organization to obtain its
computing resources and
applications from any location via
an Internet connection.

affectthe achievement of
objectives.

and other personnel, applied in
strategy setting and across the
enterprise, designed to identify
potential events that may affect
the entity, and managerrisk to be
within its risk appetite, to provide
reasonable assurance regarding
the achievement of entity
objectives.

have an effective and
consistentapproach in
identifying the universe of
specific risks and risk responses
that each cloud computing
opportunity and decision
entails.

Table 4b: IT governance models definitions and offerings
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Table 5a and Table 5b focus on the scope and benefits of each framework in regards to
cloud computing. The scope, meaning the number of topics that are covered of each
framework, is somewhat comparable with the scope of figure 2 where the framework
relationships were discussed by Nguyen (2010). When only looking at cloud related
topics, the scope of COSO is still very wide which is a result of having five general key
components which take into consideration many cloud specific aspects. The same case
is for COBIT, which has a wide scope when it comes to cloud computing and does not
differ much from the scope coverage in figure 2. The cloud computing scope of ITIL is
still IT service based and, as can be seen in Table 5a, focusses on best practices by
means of flexibility, scalability, reducing costs and optimizing efficiency by leveraging
new technologies. ISO 27000 series has a very narrow scope. This framework focusses
on cloud security and both regulatory and legal requirements specifically. ISAE 3402
and CCM, which were designed as frameworks to be used with cloud computing, offer a

wide scope when looking at cloud computing topics covered.

Each framework has its own benefits when it comes to cloud computing. Looking at the
benefits COBIT brings to cloud computing in Table 5a it shows that it offers many. This
shows once more that COBIT has, just as in figure 2, a wide scope, but again not each

topic is described in detail.

The same would be expected with the COSO framework, since so far analysing this
framework for the cloud has not shown many differences with the “what, how and
scope” placement it has in figure 2. This, on the other hand, is not the case. When
looking at the benefits COSO offers when used for cloud computing, many issues that
were covered during the literature review are taken into account with a fair amount of

detail included.

The benefits ITIL brings are all management related. This is not completely surprising,
since ITIL is a best-practice framework that is focussed on improving internal IT
services and is not specifically made for cloud computing in mind, which often involves

external IT services.

As seen in Table 2, ISO is a security standard and the goal of ISO 27000 series is IT

governance. When looking at Table 5a all benefits the ISO 27000 series offers in
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regards to the cloud are risk related and many vulnerabilities that cloud computing
brings are taken into account. This is in line with the placement of the ISO 27000 series

in figure 2.

Finally, ISAE 3402 and CCM both offer many benefits to cloud computing. Keep in mind
that ISAE 3402 is a framework that was created for accounting firms and is mandatory
when cloud computing is part of their process in their company to guarantee adequate
internal controls. Following the principles results in the benefits which can be found in
Table 5b.

The CCM framework is explicitly designed for every organization that uses cloud
computing as part of their company and assists these businesses in complying with
most security requirements that relate to cloud computing. The benefits that result from

the framework are all security related and of good quality due to very detailed domains.
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Frameworks Scope Cloud Computing Benefits using X framework for
Cloud Computing
e Strategic e Provide a good return on investment of IT-enabled business investments
COBIT e Environmental e Manage IT-related business risk
e Market e Establish service continuity and availability
e Credit e Createagility in responding to changing business requirements

® Operational
e Compliance

* Achieve cost optimization of service delivery
e Lower process costs

e Manage business change

e Manage product and business innovation

ISO 27000 Series

Helps organizations comply with
numerous regulatory and legal
requirements that relate to the
security of information.

e Establish the risk management context

e Quantitatively or qualitatively assess (i.e. identify, analyze and evaluate) relevant information risks,
taking into account the information assets, threats, existing controls and vulnerabilities to determine
the likelihood of incidents or incident scenarios, and the predicted business consequences if they
were to occur, to determine a ‘level of risk’;

eTreat, avoid and/orshare the risks appropriately, using those ‘levels of risk’ to prioritize them;
eKeep stakeholders informed throughout the process; and

eMonitor and review risks, risk treatments, obligations and criteria on an ongoing basis, identifying
and responding appropriately to significant changes.

ITIL

® Procurementand finance

e Ability to scale quickly and
reduce IT overcapacity

e Leverages new technologies
® Reduces IT ownership

e Business Relationship Management—form and uphold the cloud service provider and customer
business relationship.

e Demand Management—understand, anticipate and influence business demand for services.
Carefully calculate demand to allocate the agreed budget within the financial management process.
e Financial Management for IT Services —provide a cost-effective administration of the assets and
resources used in providing IT services. Incorporate charging based on consumption when perusing
cost analysis calculation.

e Service Portfolio Management—describe a service provider’s services in terms of the business value
and needs. Create a portfolio forall potentialexternalcloud deployment models.

e [T Service Management—Asses the service provider’s offerings, capabilities, competitors as well as
currentand potential market spaces to develop a strategy to serve customer needs.

Table 5a: IT governance models cloud scope and benefits
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Frameworks

Scope Cloud Computing

Benefits using X framework for
Cloud Computing

Operational processes and

e Security— The system is protected against unauthorised access (both physical and logical).

ISAE 3402 generalIT controls. E.g. back- e Availability — The system is available for operational use as committed or agreed.
up/password-id policy and e Processing integrity — System processing is complete, accurate, timely and authorised.
change management. e Confidentiality —Information designated as confidentialis protected as committed oragreed.
e Privacy —Personalinformation is collected, used, retained, disclosed and destroyed in conformity
with the commitments in the service organisation’s privacy notice, and with criteria set forth in
generally accepted privacy principles issued by the AICPA.
Help organizations to comply Strengthens existing information security controlenvironments by:
CCm with all security requirements eEmphasizing business information security control requirements
thatrelate to cloud computing *Reducing and identifying consistent security threats and vulnerabilities in the cloud
eProviding a standardized security and operational risk management
eSeek to normalize security expectations, cloud taxonomy and terminology, and security measures
implemented in the cloud.
e Unauthorized cloud activity e Cloud policies and controls
COSO e Lack of transparency e Assessments of the CSP controlenvironment

e Security, compliance, data
leakage, and data jurisdiction
e Transparency and
relinquishing direct control

¢ Reliability, performance, high-
value cyber-attack target

e Noncompliance with
regulations

¢ Vendorlock-in

e Noncompliance with
disclosure requirements

e Data classification policies and processes

e Managementoversight and operations monitoring controls
e Incident management

e Monitoring of the external environment

e Preparation of an exit strategy

e New disclosures in financialreporting

Table 5b: IT governance models cloud scope and benefits
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5.3 Overview of Cloud IT governance models

The analysis of IT governance models in regards to cloud computing, makes it possible

to create a figure like figure 2, page 14. However, this time the scope is the amount of

cloud domains that are covered by each framework. The “what and how” tells us the

amount of detail each framework gives regarding how to address the issues in a specific

domain and the level of detail it contains of each domain. Collecting the necessary data

from Tables 4 and 5 to generate a cloud domain focused “what, how, and scope” figure

leads to Table 6.

Frameworks

Risk domain

Governance by:

Cloud domains

COBIT

Business Risk

Standards

Strategic Decision Making
Environmental

Market Positioning
Finances

Operational Processes
Security and Compliance

ISO 27000 Series

Security Risk

Processes

Securityand Compliance

ITIL

EventRisk

Processes

Strategic Decision Making
Operational Processes
Finances

ISAE 3402

EngagementRisk

Processes

Operational Processes
Security and Compliance

CCM

Business Risk

Standards

Operational Processes
Security and Compliance

COsO

General Risk

Processes

Strategic Decision Making
Environmental

Market Positioning
Finances

Operational Processes
Security and Compliance

Table 6: Overview of Cloud IT governance models
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The new, cloud specific “what, how, and scope” frameworks are depicted in figure 9.
The position of each governance model is, just like in figure 2, on an ordinal
measurement scale for every attribute. As an example, COSO is wider than COBIT in
regards to the scope of coverage. This means that COSO covers more cloud topics as
opposed to COBIT, but does not tell exactly how many more.

How

What ISO 27000 Series

Scope of coverage

Figure 9: Cloud specific “what, how, and scope” of governance models

When comparing figure 2 with figure 9 it is important to keep in mind that for the former
all domains, including the cloud, were considered for the scope. The scope of figure 9 is
limited to the cloud specific domains only. This explains the different placements of the

frameworks between the two, which are discussed briefly.

COSO’s placement is, just like figure 2, placed at the top. This is the only framework
which is mentioned that covers all cloud domain risks on a general level. Just like every

other domain, COSO again only addressed these with a moderate level of detail.

The scope of COBIT is again very wide. The same amount of cloud domains as COSO
are covered. Both COSO and COBIT are frameworks that give guidelines. The

difference between the two is that COSO manages this through general processes
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while COBIT offers specific standards to achieve these guidelines. In addition, even
though all cloud domains are covered by COBIT, the risk domain is limited to business

risk. These two reasons are the reason why COBIT has a narrower scope than COBIT.

The position of the ISO 27000 series did not change much. The framework only covers
the Security and Compliance domain of cloud computing. It does, however, give a very
in depth “what and how” of this domain. Additionally, it takes into account how to comply
with most regulatory and legal requirements for a company, but does not really consider
how to handle the risks that external parties such as Amazon, Google, Microsoft or SAP

could bring.

The one framework that moved significantly is ITIL. When focussing at the cloud
domains the ITIL covers three of them. As previously mentioned, ITIL is a best practice
framework that focusses on improving several IT services for the management. This is

the only framework in this research that does not cover the security and compliance
domain.

CCM and ISAE 3402 are two frameworks that were discussed in this paper, but not
considered during the time figure 2 was made. Both CCM and ISAE 3402 were
developed with cloud computing in mind. Both frameworks cover two specific cloud
domains. The scope of CCM is wider than ISAE 3402 since the latter is a framework
that was designed for accounting firms and therefore the coverage can be limited to

what is important to ensure adequate internal controls.
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6. Case Study at a telecom service provider

To find out how the current service levels, quality frameworks and certifications can be
retained or complemented with cloud specific quality and security frameworks, a case
study will take place. An explanation of the case study method, including the
advantages and disadvantages this method has, can be found in Appendix A. During
this case study it will be assumed that the application services will be offered on public
cloud infrastructure, while management tooling will be managed on a private
infrastructure. This case study will take place by comparing the private, hybrid and
public cloud with each other and see if any differences or similarities are visible. After

that, one use case will take place to test the Cloud Governance Dial.

6.1 Data sources

The data for the case study is collected from multiple sources. These sources are:

- The telecom service provider;
- Amazon;

- Microsoft;

- Current client of the CSP.

To collect the data, interviews took place and for that several questions were
formulated. Whenever necessary, multiple qualified employees from different
departments of the telecom service provider were questioned. This lead to comparable

answers for each question which results in a more convincing conclusion.

All interviews took place at the location of the interviewee. The questions were given in
descending order. All interviews were recorded after receiving permission to do so and
were typed out afterwards for efficiency during the interview. The interviews can be

found inthe Appendix.

6.2 Questions interviews

As previously mentioned, the results of an exploratory case study will answer the
hypotheses and problem statement. This is done by means of interviews with some of

the participants mentioned in paragraph 6.1. This interview consists mainly of cloud
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computing specific questions that should be addressed by the Cloud Computing user’s
auditors. The questions asked in the interviews result from the paper written by Elifoglu
et al. (2014), the product service index that the telecom service provider provides to its
customers, the Cloud Governance Dial, and as a result of analysing the frameworks in
this research. The questions can be divided into multiple subtopics, whichis in harmony
with the security check-list required when adopting the cloud provided by Cattedu
(2010):

- General: Some general questions regarding the current IT governance models

and the transition from private to public cloud are asked.

- International Dimension and Privacy. Cloud computing has no real borders, the
data of a company could be hosted anywhere in the world where different rules
and regulations apply without being informed about it. Therefore, clear

agreements need to be made between both parties.

- Security Breaches: This subtopic was addresses extensively in the literature

review. There are security benefits, but also a lot of security risks to consider.

- Privacy and Encryption: Companies that hand out their data to a CSP want to be
sure that their data is save. A way to do this is by making use of encryption.
Additionally, there needs to be clear communication between the parties involved

regarding who has access to the data due to privacy concerns.

- Audit Rights, Integrity and Availability: A client wants to be sure that the CSP
does its best to provide the best service in the most secure way. Therefore,
regular audits are necessary. Offering transparency is another way to improve
clients trust. Finally, it is expected that the data in the cloud is accessible every

day of the year and that outages are rare to non-existent.

- Exit strategy: What is often overlooked when two parties get to an agreement is

what happens when the contract will be terminated. It is important to know what
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happens with the data that is in the hands of the CSP and how the client can
transition the data to a different provider. Cloud providers speak different
languages. All the major providers offer unique, and often proprietary, data
storage (Hofmann, & Woods, 2010).

The questions are explorative and semi structured. The telecom service provider was
given two set of questions. One with the focus on the private cloud and the other one
focussed on the hybrid cloud. The questions were combined and can be found in
Appendix B. The companies Amazon and Microsoft were both offered the same set of
guestions. Additionally, some questions were asked to a client of the telecom service
provider to test the Cloud Governance Dial and to find out the importance of topics such

as transparency for the client. These questions can be found in Appendix C.

Having the results obtained by these questions makes it possible to generate an answer
to the question how the current service levels, quality frameworks and certifications can
be retained or complemented with cloud specific quality and security frameworks when
offering application services based on public cloud infrastructure, while keeping the
management tooling on the private infrastructure and still comply with the requirements
of the customer. Additionally, the Cloud Governance Dial can be tested to see its
effectiveness and efficiency and conclusions can be made whether modifications in the

model are necessary or not.

The following three paragraphs will be structured equally. First an overview will be given
of the certifications that cover risks. This is followed by checking whether the vendors
are GDPR compliant. After that the topics encryption, transparency and termination of

contract will be discussed.

6.3 Hybrid Cloud

During an interview with a product manager from the department of Cloud Managed
Services of the telecom service provider, an overview was given of how risk is handled
and what type of Cloud Compliance Frameworks they use for managing the hybrid
cloud. See Appendix D for the full interview. The telecom provider has the certifications
ISO 9001, ISO 27000, and ISO 22301, which are externally audited together with the
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General Counsel Office of the telecom service provider, for all managed hybrid cloud
services. Some clients, such as accounting firms, require an ISAE 3000 statement. This
statement is issued twice a year. A consultant from the telecom service provider, of
which the interview can be found in Appendix F, informed me that there are many more
certifications, but that this is different for each cloud and each product that is offered.
Furthermore, the consultant said that their processes are ITIL based and that the
architectures in the company use multiple frameworks such as COBIT to create their

own environments which are offered to customers.

In addition to these international standards, the telecom service provider has developed
its own internal standard in collaboration with Deloitte, a consulting firm specialised in
auditing, which they named the Certified Compliance Framework (CCF). This
framework guarantees that customers data resides at datacentres of the telecom
service provider, which are all located in the Netherlands, and the systems are handled

by Dutch administrators.

The CCF takes away many risks associated with cloud computing, however this
framework is only offered when using a specific type of service, whichis a virtual private
cloud. When a company wants to make use of one of the larger service providers
Amazon, Google, Microsoft or SAP the framework can't be guaranteed. For this reason
the telecom provider developed managed hybrid cloud. The hybrid cloud combines the
advantages of a virtual private cloud (security, reliability) with the ones of a public cloud
(scalability, flexibility). This way the customer can choose the best combination of cloud
service models based on the types of applications they want to host or develop. On the

virtual private cloud level an additional layer of protection will be present with the CCF.

When being asked whether the telecom service provider is already GDPR compliant |
was told by the product manager that only a few more adjustments were necessary to
comply with the General Data Protection Regulation on their hybrid level. Since these
adjustments are very limited business processes or performance does not seem to be
affected by it. Furthermore, the consultant wanted to emphasize that as a telecom

service provider they are an example for the rest when it comes to complying with such
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regulations. From a cloud perspective, the GDPR doesn’t cause many changes. As a

supplier of cloud services, however, this regulation will influence several processes.

All data the telecom service provider holds is marked with the highest classification.
Only named accounts have access and only when this is necessary to provide the

required service level.

Even though Speed (2011) concluded in his research that most cloud providers encrypt
their data, this does not always seem to be the case. One of the product managers from
the telecom service provider told me this is not as easy as it seems. Data that is stored
in the cloud and not being edited or used constantly is easily to encrypt. However, many
applications that run in the cloud have data that needs to be available and is processed
constantly and applying encryption on that level would severally impact performance.
Additionally, the principal solution architect from Microsoft said during the interview that
encryption services are available, but not often used since these are not mandatory and

impact performance.

Transparency has been deemed as an important factor for prospects that orientate on
their possibilities. The telecom service provider shares their audit reports directly with
their customers to discuss these twice a year. Every employee is being screened and
must agree with a Code of Conduct and sign a Non-Disclosure Agreement (NDA) when

applying.

Integrity and availability are assured by means of back-up services and multiple security
services that are being tested each quarter. These tests take place from external to

internal, but also between tenants internally.

If a customer decides to terminate a contract, the telecom service provider will facilitate
the customer in any way to get the data in the cloud back to the client. This topic,

however, does not really get mentioned during the negotiations.

6.4 Private Cloud

During an interview with a security manager of the telecom service provider the same

overview was given which was also shown for the hybrid cloud of how risk is handled
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and what type of Cloud Compliance Frameworks are used. See Appendix E for the full
interview. Just like the hybrid cloud, the private cloud has the certifications ISO 9000,
ISO 27001, ISO 22301, ISAE3000, CCF and many more certifications which are

different for each product that is offered.

For private cloud, there are no exceptions for when CCF cannot be applied, since no
external parties such as Amazon, Google, Microsoft or SAP are involved, opposed to
the hybrid cloud. A downside having a private cloud situation instead of a hybrid cloud,
however, is that there is less scalability and flexibility. It is still possible to scale, but it
will take longer for the CSP to fulfil the requirements since in general private cloud

providers have less servers in inventory ready to be used.

Where the product manager of the telecom service provider said only a few adjustments
are necessary for compliance with the General Data Protection Regulation on a hybrid
level, the security manager still questions himself how compliance is going to be
achieved. Due to the amount of logging that is required with the new regulation he
thinks a completely automated process for this is required, which is not the case at this
time.

Data is not encrypted on a private cloud level for now. According to the security
manager this does not happen in practice yet at many different CSPs due to multiple
reasons. One of them is that it affects performance. Another reason no encryption is
used at the moment is the fact that if the encryption key gets lost, the data cannot be
accessed any longer. The security manager finds encryption not necessary as long as
there is enough trust between the CSP and the client.

When it comes to transparency for the private cloud the telecom service provider has
obtained multiple certifications which are open to the public. These certifications are
both internal and external audited. If a client wants to look into one of the reports they
will have to visit one of the offices. A prospect customer can look into these reports after

signing a non-disclosure agreement in advance, but situations like these rarely occur.
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The security officer told me that when a contract gets terminated several institutions
require evidence that their data is erased. For the private cloud this is proven by a
signed piece of paper that says all the data has been erased and hardware has been
shred. The interviewee thinks using a program like Blancco could significantly improve
the trust between the CSP and the client since this third-party software is very
trustworthy when it comes to erasing data. He thinks as long as the GDPR is not active,

CSPs are not going to invest money in this process to save costs.

6.5 Public Cloud

Multiple public cloud server providers were approached, but only Microsoft offered to
take of an interview. Therefore, the information from Amazon is collected from what is

publicly available on their website.
6.5.1 Microsoft

During an interview with a principal solution specialist from Microsoft, which can be
found in Appendix G, the same set of questions were used as for the telecom service
provider. When asked how risk is handled and which Cloud Compliance Frameworks
are used to handle these risks, a web page was shown which showed all certifications
Microsoft Azure has at the moment. Some of these certifications are the basic ISO 9000
and 27000 series and ISAE 3000 series.

Furthermore, Microsoft is also Cloud Security Aliance (CSA) certified. Microsoft Azure
differentiates itself by having country specific compliance. For example, there are two
Dutch specific certifications being ‘BIR 2012’ and ‘NEN 7510:2011’ which they have

acquired. The latter is important for organizations in the healthcare sector.
A known issue with the public cloud is that users do not know in which country their data

is located. Microsoft has three different layers to show their customers that their data

really is only in countries they have given permission for:
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- Their first layer is ‘Microsoft over Microsoft'. In the Microsoft Azure trust centre a
whitepaper can be found that says what they do for security, where they save the
customer’s data and what certificates are applicable.

- The second layer consists of all certificates Microsoft Azure has acquired. All
these certificates are from independent parties that have audited Microsoft.
These certificates are accessible for all customers and proof that what Microsoft
does is in regards to security and compliance is in fact achieved.

- The third layer is Microsoft's Online Services Terms (OST). In this layer direct

appointments are made between Microsoft and the customer.

If for some reason customers still do not trust that their data is safe after these three

layers, there is always an option to encrypt their own data by themselves.

When mentioning the GDPR the principal solution specialist told me that Microsoft
Azure has promised their customers that they will be GDPR compliant as soon as it
becomes active till the virtualisation level. Itis important to keep in mind that Microsoft is
not responsible for the data, but only the infrastructure since it mostly offers laaS
services. Therefore, it is the clients responsibility to be GDPR compliant starting at the

OS level and further.

Each service and server has its own type of encryption. Microsoft Azure also offers
encryption for data in transit, but this will impact performance significantly. AES2500 bit
is an example of encryption that is offered by Microsoft. It is also possible for users
themselves to encrypt their data with tools such as Bitlocker which impacts performance
less. Services like Office 365 are encrypted by default.

Transparency to customers is offered by means of certifications which are open to the
public and were audited by independent auditors. Additionally, every customer is
screened during the recruiting process and NDA’s must be signed. It is not possible to

look into the reports of these certifications without being a customer.
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There are standard protocols for when a company terminates his contract. The
customer will be the owner of the data hosted on Microsoft Azure’s servers for a long
time, even after termination of the contract. In the OST can be found that the data will
be deleted permanently after 90 days, butin practice this is often even longer unless the

company explicitly asks the data to be deleted.

6.5.2 Amazon

AWS, just like Microsoft Azure, has many certifications such as ISO 9000 and 27000
series, ISAE 3000 series and is CSA certified. A full list of certifications give out to AWS
by independent auditors is publicly available on their website and a lot of information
can be found in their whitepaper: “Amazon Web Services: Risk and Compliance”
(2017).

A lot of emphasis is put on control ownership. AWS controls the physical components
and the customer owns and controls everything else, including control over connection

points and transmissions.

AWS customers decide in which physical region their data and their servers will be
located. Data replication will only take place in the same regional cluster and will not be
placed in other regions. AWS will nhot move customers’ data to another region without

notifying the customer, unless this is required to comply with the law.

It is already confirmed by AWS that they will be GDPR compliant when the regulation
will be enforced next year. They offer multiple services to help customers comply with
the GDPR, since only the infrastructure layer is managed by Amazon, but not the data.
Types of services Amazon offers are related to access control, monitoring and logging,
encryption and the fact that they have a strong compliance framework and security

standards.

Encryption is supported by AWS for multiple services. Customers are allowed to use
their own encryption mechanisms, but are also able to use server side encryption which
is offered by Amazon. Third party encryption technologies are also allowed to be used
within the AWS data centres.
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Transparency is offered by having multiple certifications that tell customers that AWS
has effective physical and environmental controls in place. In addition, it is never
allowed for a customer to have a data centre tour, since their data centres host multiple

customers.

Based on the information publically available on the website of Amazon it is not exactly
clear what procedures or protocols are in place if a customer decides to terminate its
contract. If customers request to export data, this is possible by means of digital data
transfer or physical “snowballs”. Customers have 30 days to collect their data after
requesting termination of the contract. It is unclear what happens with the data after that

period.
6.6 Testing the Cloud Governance Dial

Having analysed the private, hybrid and public cloud helps us in testing the Cloud

Governance Dial, see section 4.3 and 5.1.

To test the effectiveness of the dial a simulation is required by means of a use case. In
this use case we have SAP systems moving from a private to a public cloud
environment. When the transition is complete, the idea is that some elements are still
managed on the private cloud, but the application itself runs on the public cloud. This is

a hybrid cloud solution.

Applying this use case to the six steps of the Cloud Governance Dial leads to the

following answers:

1. Process: What is moving to the cloud?

Looking at the use case SAP applications are moving from a private cloud to a public
cloud environment. No specific cloud service providers are mentioned and only the

general risks associated with the private and public cloud will be considered.
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2. Delivery: Identify IT governance domain objectives and deliverables.

With identifying the IT governance domain objectives and deliverables is meant how the
SAP applications will be delivered. There are three different options to choose from
which were explained earlier: SaaS, PaaS, and laaS. For this use case the PaaS
solution is the way it will be delivered. This means that the customer manages the data

and applications and the cloud service provider takes care of the rest.

3. Deployment: How will it be delivered?

Again, there are three options to choose from: Public, Private and Hybrid. As previously
mentioned, the idea is that the SAP application runs on the public cloud, but is still partly

managed on the private cloud. This results in a hybrid cloud solution.
4. Cloud Formation: How will it be deployed?
This step consists of multiple questions which each need to be answered individually:

= 4.1 Where will the data be located? (Internal or External)

All the data for the SAP applications will be located external at a cloud service
provider. The applications will be managed using the private cloud, but no data

needs to be stored on the private cloud for this.

» 4.2 Who ownsthe technology, services, and interfaces?

The infrastructure will be owned by the public cloud service provider. The SAP
services will be owned by the telecom service provider offering these services

and finally the data itself is still owned by the customer.

» 4.3 Are there expectations of collaboration and data sharing?

The main point of this transition is to collaborate with a partner that is specialised
in offering public cloud solutions. Because of this collaboration on a high level is

required. The cloud service provider has the infrastructure and the telecom
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service provider has the knowledge to manage SAP services. Due to the hybrid

cloud situation data sharing is essential.

» 4.4 Who is managing the delivery? (Insourced or Outsourced)

The delivery is managed by both the Telecom Service Provider and cloud service
provider. Since the SAP applications are being moved from the private cloud to
the public cloud it goes from insourced to outsourced. It could be argued,
however, that, since there is still some managing taking place on the private

cloud, there is a combination of insourced and outsourced.

5. ERM: Determine the cloud formation.

Having answered the first four steps makes it possible to collect all cloud specific risks

associated with the answers given. In this use case SAP applications are moving from

the private to the public cloud. Several risks are associated with this:

First, how are you going to make this transition as smooth as possible?
Customers that are using your service right now expect the same quality and
uptime or better during and after the transition. It is important to consider all the

changes that come along with moving to a new platform.

Second, SAP has many different types of applications each of them managed
different. Each application has bugs and flaws present which could cause
security risks. In 2013 an exploit was discovered that misused one of their

vulnerabilities which got patched soon after.

The second step told us that in this use case the service offered will be a Platform as a

Service. This brings along several known PaaS specific risks (OWASP, 2009):

Business Continuity Planning and Disaster Recovery with PaaS vendor.
This means that the client is dependent of its vendor. If the infrastructure of the

vendor gets affected this could directly influence the client's business processes.
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Rules need to be in place to prevent this from happening such as disaster

recovery.

- Vendor Lock In.
PaaS vendors tend to dictate the database, storage and application framework
used. If a customer has some legacy applications which are not supported, it will

require the skills and infrastructure to run these which is a costly process.

- Lack of adequate provisions in SLA.
The upcoming National Institute of Standards and Technology (NIST) Cloud
Computing Security publication will do a lot to standardise compliant cloud

infrastructures which need to be followed

- Meeting compliance demands and control risks when working with a PaaS
vendor.
The PaaS vendor takes over a lot of the auditing required. If a company that has
its data hosted at the vendor needs to comply with certain demands, they need to
be sure that the vendor also is compliant. When looking for a cloud service

provider it is important to look at the certifications obtained by each provider.

Answering the question mentioned in the third step of the Cloud Governance Dial made
it clear in this use case we have a hybrid cloud solution. The main risks that a hybrid
cloud solution brings are somewhat similar to the risks associated with PaaS.
Compliance is again an issue with the same reasoning that was just given. Additionally,
cloud security and loss of control are two other issues related to the hybrid cloud. Since
the starting position of this use case is SAP already being present on the private cloud
these last two issues have already been covered before. Cloud security is just as
important for the private and public cloud. Loss of control, however, is a bigger issue on
the public cloud than the private cloud, since on the private cloud level you still have a
decent amount of influence and control over your data, while on the public cloud you

have no control over your data at all.

57



This leads us to the fourth step which consists of four smaller questions that needed to
be answered. The data will be hosted externally at the cloud service provider which
results in the just mentioned loss of control. Furthermore, each of the parties owns a
different part of the service. The cloud service provider such as Amazon or Microsoft
owns the infrastructure, the Telecom Service Provider owns the services and the data is
owned by the client itself. As long as the boundaries of the responsibilities between the

parties are clearly defined, this should not lead to conflicts between the parties.

The third question in step four was whether there is collaboration and data sharing or
not. In this use case this is definitely the case. To prevent conflicts and disruption of
service, clear rules and agreements need to be in place before offering a service

together.

The final question told us that the data is going to be outsourced which brings the risk
mentioned before being loss of control. Again, clear rules and agreements need to be in

place to assure the client the data is handled carefully.

6. Control: Cloud governance.

Now that the first four steps were analysed for risks during step five it is possible to find
the required IT governance models that are needed. Going back to figure 9, which has
been generated based on analysis of the frameworks mentioned in this paper, we are

able to choose the frameworks that cover these risks.

ITIL as a best practice framework is necessary to assure business continuity and to
ensure that the same level of quality is met after the transformation to the public cloud.
In addition, having ISO 27000 series certifications is a must when offering cloud
services. In addition, the Cloud Control Matrix would be a good additional security
standard. This standard offers clear questions about many cloud security related topics
which are not very difficult to understand and therefore easy to communicate with to
your client and the client service provider. ISAE 3402 could be mandatory depending on
the type of company you offer services too. It would be a good decision to already be

ISAE 3402 compliant beforehand so it can be used as potential sales point for
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prospects. COBIT could be an additional best practice that could be helpful for
measuring and assessing IT controls but is not mandatory due to the Cloud Control

Matrix.

In conclusion, the most important thing to take into consideration for this use case is to
make clear rules and agreements between all parties involved before the transition
starts. In most cases, only two parties are involved being the customer and the cloud
vendor. In this case, three parties are involved being the customer, telecom service
provider and cloud vendor. Therefore, questions such as “Who is responsible for
what?” need to have a clearly defined answer so the same or even better level of
service can be provided as a result. Since in the private cloud many of the same
requirements for cloud security apply as for the public cloud, not many changes are

needed in that area.

A possible scenario that shows the importance of clear rules and agreements is a
conflict between the parties due to a data breach. For the customer, the reputation
towards both the telecom service provider and the cloud vendor will be damaged. The
telecom service provider does not have access to the datacenter and therefore must
rely on the cloud vendor following the right procedures. Both parties have an interest
with the customer by offering high quality service and therefore both would not like the
blame for such an incident. If the right rules and agreements are made beforehand

regarding responsibilities, no blame game can occur between the two parties.
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7. Discussion and Limitations

The motivation for writing this thesis is based on findings of previous literature, as some
of these seem to be extraordinary. In addition, these findings are relevant for current
challenges that the telecom service provider is facing. Differences and similarities

between their findings and the results from this thesis will be discussed accordingly.

Hypothesis 1: The IT governance models discussed in chapter 3 effectively deal with

the cloud specific security risks mentioned in section 2.3.

The IT governance models that were discussed in chapter 3 were: COBIT, ISO 27000
Series, ITIL, ISAE 3402, COSO and CCM. When looking at the risks mentioned in
section 2.3 and having analysed each of the above frameworks, which resulted in figure

9 on page 42, this lead to the following.

CCM has been proven effective by giving answers to many security risks that
customer’s face when moving data to the cloud such as where their data is located, how
itis secured and how it gets encrypted. This is done by means of a questionnaire which
is provided by the CSA and needs to be filled in completely to be CSA certified. During
the interviews, both Microsoft and Amazon showed they are CSA certified. The telecom
service provider did not show this type of certification, but has its own developed

framework called CCF which is somewhat similar and audit by an independent party.

The ISO 27000 series has already proven its effectiveness with dealing with cloud
specific security risks by purely focussing on the security and compliance domain and
its certification is mandatory for any company that has cloud services being part of the

process.

Furthermore, the best practice framework ITIL effectively deals with several cloud
specific security risks such as availability risks by covering domains such as strategic
decision making, operational processes and finances. This framework helps to ensure

the same quality standards are met in the foreseeable future.
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Finally, ISAE 3402 effectively deals with cloud security, availability, privacy and integrity.
This is an especially important framework for accounting firms that make us of cloud

processes, since itis a mandatory certification by law.

Frameworks such as COBIT and COSO are helpful to recognise cloud security risks,
but need more input from its users than the other models to effectively deal with the
risks. When looking at figure 9 on page 42 they are at the top of the figure which means
these frameworks help companies find out what the risks in their company are, but does
not guide the company in making these risks disappear and therefore own input is

required.

As a result, the hypothesis is not completely accepted, since not all IT governance
models discussed in chapter 3 effectively deal with the cloud specific security risks,

unless input is given.

As seen in the literature review, there are many cloud specific security risks to consider.
In general, the same types of risks are found by different academics. Because of this it
could be said that these risks are commonly accepted to be aware of. Something to look
out for, however, is that, as long as the cloud is changing, there is a chance that new
risks will be discovered over time. The analysis of the IT governance models is based
on risks that are known at the time of writing this thesis. However, the results could be
different in the near future if new risks are discovered which are currently not taken into

account by the governance models.

Hypothesis 2: The General Data Protection Regulation significantly impacts the current

cloud specific business processes of a company.

Based on the interviews with the telecom service provider, cloud service providers and
the client the GDPR does seem to significantly impact the current cloud specific
business processes of a company, but it is yet unknown how big this impact will be.
Every company is aware of the regulation and preparing themselves, but as the
consultant from the telecom service provider mentioned, there are no clear boundaries

given in the regulation. Large providers such as Amazon and Microsoft promise to be

61



GDPR compliant till the virtualisation layer as soon as the regulation becomes active

next year.

Every business seems to be affected in some way by the GDPR. The client that was
interviewed is not affected by the regulation when it comes to their customers, but their
HR system, which contains personal employee data, is affected. This will be the case
for almost every company in the European Union. It is imaginable that having a small
employee database it is easy to comply with the new regulation, but that for big
companies some serious adjustments need to be made which are costly and do affect

the current business processes.

Based on the available information, it is not possible to either accept or reject the

hypothesis at this point.

It could be argued that Henning (2016) made a bold statement by saying that the ISO
27000 series covers most of the regulation. The telecom service provider, Amazon and
Microsoft all find it challenging to comply with the new regulation. If being ISO 27001
and 27002 compliant, which most companies are, would make a company also comply
with the regulation, there wouldn't be any challenges for these companies at the
moment. At this moment, it is far from clear what the best way is to comply with the

GDPR. One way to create compliance is by trying to answer questions such as:

- Is personal data being stored or processed?
- Is it known where the data is located?
- How long has the data been there?

- Can it be permanently deleted?

If there are tools or procedures in places that makes it possible to give an answer to all

these four questions a company could end up being GDPR compliant.

Hypothesis 3: The IT governance models cover the risks faced when migrating to the

cloud.

During the analysis of the IT governance models discussed in Chapter 3 it has been

clear that all models cover at least one of the cloud specific risks. An exception being
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ISO 9000 which purely focusses on business continuity management and does not take

cloud computing into account.

Governance models such as COSO and COBIT cover all risks, but not into much detail.
Therefore, it is better to combine several other governance models such as ITIL, CCM
and ISO 27000 series which results in a better compliance overall. The hypothesis is

accepted.

Combining these models results in covering all the important risks that were mentioned
by Dreyfuss (2009) when migrating to the cloud. This is in accordance with the available
literature. In addition, Mangiuc (2011) developed a tool to clarify the roles and
responsibilities associated with cloud deployment. This tool is used in the Cloud

Governance Dial which will be discussed next.

Hypothesis 4: The Cloud Governance Dial is a viable model to meet IT governance

goals and achieve alignmentwith corporate governance.

The Cloud Governance Dial, developed by Becker and Bailey (2014), was to our
knowledge not tested in practice yet. Having applied a use case to the cloud
governance dial showed that the dial is, till certain extent, a viable model to meet IT
governance goals and achieve alignment with corporate governance. However, the
model was created in 2014 and therefore already got outdated. Some adjustments are

recommended to improve the model.

The first recommendation is to take the GDPR into account. This new regulation is
affecting many companies. It is advised to make an additional step which addresses the

GDPR and ask questions such as the ones mentioned on page 62:

Having answered these questions helps management to get a better overall view of how
personal data is currently being managed and helps them find out whether measures

need to be taken to be compliant.

The second recommendation is to split up step 4. Right now, the first three steps

consists of relatively simple questions while the fourth step consists of four very
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important questions. It is recommended to split up each question individually so each

step is of equal length and equal importance.

The foundation of the model has been well executed due a thorough literature analysis
done by Becker and Bailey. Many of the risks that are summed up during step 5 of the
cloud governance dial are covered by the IT governance models. If the right questions
are asked in the dial this could lead to a lot of efficiency in the process of finding the
right IT governance models. For this reason, it is important to analyse the questions

periodically and update where necessary.
In conclusion, the hypothesis is accepted, but improvements to the model can be made.

Hypothesis 5: The amount of transparency provided by a Cloud Service Provider does

influence the potential client’s decision making.

During the interviews it was clear that the telecom service provider, which offers private
and hybrid cloud services, offers more transparency overall than public cloud vendors.
A reason for this could be that big public cloud vendors have many more clients, are
American based and are very protective about their infrastructure. Overall, customers of
public cloud vendors have to suffice with the certifications, while for the telecom service
provider more transparency is given by discussing the audit reports with its customers
and having one dedicated person in the company who can be contacted for questions

and issues, which results in more trust.

This is supported by the answer of the client when asked why the company choose a
private cloud solution instead of a public cloud solution. The most important factor that
they took into consideration for their decision-making process was that they wanted a
contact point at the company they would be hosting their data and wanted to be sure to
know where their data is located at any time. The telecom service provider proofs with
their CCF framework and the fact they only have data centres located in the
Netherlands that their data can only be located in the Netherlands. While public cloud
vendors do promise that data will only be stored in locations you have given permission

for, there is no way to check if this is true.
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Therefore, the amount of transparency provided by a Cloud Service Provider does

influence the potential client's decision making. The hypothesis is accepted.

A lot of past literature focussed on creating some sort of checklist for companies that
want to start using the cloud by giving recommendations for these companies in regards
to what to look out for when it comes to transparency. An example is the bullet points of
Speed (2011) mentioned in the literature review. The methods to provide transparency
mentioned in 4.5 do seem to have impact on a prospects decision making process and

therefore are important to take into account for each cloud vendor.

7.1 Limitations

There were several limitations that had impact on this thesis:

- First, the time was scarce to do research. Due to this a limited amount of IT
governance models were discussed, while in practice there are many more being

used.

- Initially the plan was to interview Amazon, Google and Microsoft. Amazon and
Google didn’t respond to multiple requests. In the end, only an interview took
place at Microsoft. Amazon, however, did have most of the required information

available on their website, while Google did not.

- Due to circumstances, only one client of the Telecom Service Provider was

interviewed, which limited the analysis for the transparency hypothesis.
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8. Conclusion and Recommendations

This thesis has answered the research question “how are the IT governance models
different from each other in relation to cloud computing?” by analysing literature, taking
interviews and one use case. The following was found based on the discussion in
Chapter 7. The first finding is that many IT governance models effectively deal with
cloud specific security risks, but that this is not the case for every model. The second
finding is that at this point it is yet unknown whether the GDPR will or will not
significantly impact the current cloud specific business processes of a company. Third,
the IT governance models that were discussed in this paper together cover all the risks
that are faced when migrating to the cloud. The fourth finding is that the Cloud
Governance Dial created by Becker and Baileyis a viable model to meet IT governance
goals and achieve alignment with corporate governance. The final finding is that the

amount of transparency does influence the potential client's decision making.

8.1 Recommendations

Based on the findings, several recommendations for future research can be made:

- More IT governance models can be analysed and added to figure 9 on page 42
which results in more models being easily comparable by just looking at the

figure.

-  When the GDPR becomes active next year, it might be possible to measure its
impact on cloud specific business processes. At the moment companies don’t
really know how the GDPR will affect their business processes. This might be
more clear and measurable when the regulation becomes active and is applied in

practice.

- The Cloud Governance Dial was found to be a viable model. However, it is
important that improvements, such as including the GDPR, are made. A
dedicated research to this dial could result in a more viable model than it is right

now.
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Transparency does seem to influence the decision making of prospects. During
this research, however, the findings were based on a very limited analysis. A

wider analysis with a large dataset could result in more reliable results.

In addition, recommendations for practice can be made:

The impact of the GDPR should not be underestimated by any companies
dealing with personal data. Even though the actual impact is unknown at this
point, seeing in practice that big companies such as Microsoft and Amazon need
to put in a lot of effort to comply, shows that this regulation has some serious
impact. Businesses should carefully pay attention to how personal data is

currently managed and what needs to change to comply with the new regulation.

The Cloud Governance Dial is a helpful tool for companies to find out what the
required IT governance models are to cover all risks associated with business
processes or applications. It is important to note that the Cloud Governance Dial
needs improvement so therefore should be used as an additional tool and not as

a replacement.

Finally, recommendations can be made specifically for the telecom service provider:

Based on the results from the use case it is very important to make clear rules
and agreements between all parties involved before certain services are offered
to prevent conflicts or reputation damage. Normally, only two parties were
involved, being the client and the telecom service provider. In this new case, at
least three parties are involved being the client, the telecom service provider and

a cloud vendor such as Amazon or Microsoft.

The CSA developed the Cloud Security Alliance STAR Self-Assessment which is
already completed by companies such as Amazon, Google and Microsoft. This
self-assessment is a simple questionnaire with about 40 questions regarding
cloud governance which are very straightforward and therefore easy to

understand for current clients and prospects. This way, more transparency is
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given towards to the client which, as was found during this study, influences the
potential client’'s decision making. Therefore, it is recommended to complete this
STAR Self-Assessment.

During one of the interviews was told that a few changes were still necessary
before complying with the GDPR. It is recommended for the telecom service
provider to ask themselves questions such as the ones mentioned during the
discussion in Chapter 7 to find out whether the right tools and procedures are in
place to ensure they are GDPR compliant as soon as it becomes active next

year.
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Appendices

Appendix A: Case Study

A case study is used to produce an answer for the hypotheses and problem statement.

There are several categories for case studies, being (Yin, 1984):

- Exploratory case studies: Explore any phenomenon in the data which serves as
a point of interest to the researcher. This type of study is meant to open the door

for further examination of the phenomenon observed.

- Descriptive case studies: Describes the natural phenomena which occur within
the data in question. According to a research done by McDonough and

McDonough (1997) these studies may be in a narrative form.

- Explanatory case studies: Examine the data closely both at a surface and deep

level to explain the phenomena in the data.

Zainal (2007) found several advantages of a case study. First, examination of the data
IS most often conducted within the context of its use. Secondly, variations in terms of
fundamental, instrumental and collective approaches to case studies allow for both
guantitative and qualitative analyses of the data. Finally, Zainal found that detailed
qualitative accounts often produced in case studies not only help to explore or describe
the data in real-life environment, but also help to explain the complexities of real-life

situations which may not be captured through experimental or survey research.

Case studies don't only bring advantages, they also have their disadvantages. The first
one being that case studies are often accused of lack of rigour. Second, case studies
provide a very little basis for scientific generalisation since they use a small number of
subjects, some conducted with only one subject. Third, case studies are often labelled
as being too long, difficult to conduct and producing a massive amount of
documentation (Yin, 1993).
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Appendix B: Questions Private/Hybrid/Public Cloud

General
1) What IT governance models are used by your company for the private / hybrid /
public cloud services?
2) What are the major differences, auditing wise, between private, hybrid and public
cloud services, if any?
International Dimension and Privacy
3) How can the cloud computing user ensure compliance with laws prohibiting data
from being stored in certain countries?
4) Is your company already compliant with the General Data Protection Regulation
which becomes active next year?

Security Breaches

5) How will the Cloud computing provider identify, respond to, correct, and disclose
data or other security incidents that negatively affect the user company and its
customers?

6) What are the user organization’s audit rights for data loss or data breach?

Privacy and Encryption
7) Who can access the user data when it is at rest or in transit on a provider

platform?

8) What type and level of encryption is employed while the data is in transit or at
rest?

9) What types of controls or procedures are in place to restrict privileged users within
the Cloud computing environment from viewing or modifying the sensitive data
stored in the provider’s infrastructure?

Audit Rights, Integrity and Availability

10)What are the audit rights (or forensic privileges) for the user organization?

11)How do you deal with transparency?
- Nondisclosure agreements
- Independent auditor reports
- Certifications
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12)How often do regular audits, inspections and reviews occur?

13)How is integrity and availability assured?
Exit Strategy

14)What rules are in place when a company terminates his contract regarding the
data saved on the private / hybrid / public cloud? (E.g. How does one get his data
back, how does it get deleted?)

Moving from one Cloud computing provider to another will be close to impossible
because of compatibility related issues in data, program and operating system
differences.

Reasons for terminating a contract: Changes in ownership, bankruptcy, soured

relationships, data security and privacy breaches, fall behind its competitors,
prolonged outages.
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Appendix C: Questions Client A Telecom Service Provider

1)

2)

3)

4)

5)

What role does the Cloud have in pursuing the philosophy to be the favourite
provider of essential, trendy and printed promotional gifts?

Can an example be given of a functionality (application/process) that you
moved to the Cloud? What are the benefits of this now the functionality is in
the Cloud?

What has made you decide to choose for a Private Cloud solution at KPN
instead of a Public Cloud solution back when the decision was made? Has
transparency played a role? (Transparency = Certifications, Audit reports)

Is there besides Product Compliance and Social Compliance also (IT)
Security Compliance? If yes, do you have certifications for these? (Examples
of certifications are: ISO, ISAE, ITIL)

What for guidelines are in place for carefully dealing with customer data? Has
the General Data Protection Regulation (GDPR), which will come into effect
next year, affect your business processes? (More information:
http:/Amww.e ugdpr.org/)

80



Appendix D: Interview Product Manager Telecom Service Provider

General

1) What IT governance structures/frameworks are used by your company for the

hybrid cloud services?

“Our hybrid cloud as a whole is one service which has the certifications ISO 9001, ISO
27001 and ISO 22301. Part of the hybrid cloud is the virtual private cloud which is, in
addition to previous certifications, Cloud Compliance Framework (CCF) compliant. CCF
was created in collaboration with Deloitte and is a framework based on our own risk
analysis and an analysis of the most important frameworks on the market on laaS,
PaaS and SaaS level. It covers anything that we think a company wants to have
secured when making the move to cloud computing. When we started to offer managed
hybrid cloud, it was not possible to make these CCF compliant due to the heavy
auditing from E&Y. This is why the managed hybrid cloud got their own certification
being ISAE 3000. The idea is that at some point in the future CCF will become an
extension of ISAE 3000.”

2) What are the major differences, auditing wise, between hybrid and private cloud

services, if any?

“1ISO 27001 gets externally audited once a year by an external party in collaboration
with our General Council Office. CCF gets audited much heavier by E&Y, since for
every individual risk that is described a stamp has to be given. For ISO 9000 and ISO
22301 some interviews take place and it is necessary to show some stuff, but you do

not really have to show evidence.”

International Dimension and Privacy

3) How can the cloud computing user ensure compliance with laws prohibiting data

from being stored in certain countries?

“We are now busy making Public cloud part of our services and this is what we struggle
with right now. How are we going to offer a service where we know there will be

differences between the guarantees that are given? Something that should be noticed is
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that there is a difference between a client that takes the public cloud services
themselves and lets us manage it or us taking the public cloud services ourselves and
let it be managed by the customer, since there will be different conditions that apply. We
have specific appointments with the suppliers, an example being that all our deals are
under European rights. To achieve this though negotiations are necessary, since big
providers such as Microsoft and Amazon prefer the American rights. A regular customer
is not able to negotiate about these rights which means we can offer a customer a bit

more assurance that are looking for compliance.”

4) Is your company already compliant with the General Data Protection Regulation

which becomes active next year?

‘A few small adjustments are necessary. We have a meeting about this topic very

soon.”

5) How will the Cloud computing provider identify, respond to, correct, and disclose
data or other security incidents that negatively affect the user company and its

customers?

“There is a whole process for this executed by a special department. They agree upon
what gets communicated and if it is going to be communicated at all. The responsibility
also lays at the privacy. All security incidents are logged by the security team which is

mandatory.”
6) What are the user organization’s audit rights for data loss or data breach?

“1do not know the details. But | can imagine there is a difference between a regular and

big customer.”

Privacy and Encryption

7) Who can access the user data when it is at rest or in transit on a provider

platform?

“In the CCF we have written down that all the data gets the highest classification. We
do not want to distinguish between what is privacy sensitive data and what not. Only

named accounts have access and only when itis really necessary.”
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8) What type and level of encryption is employed while the data is in transit or at

rest?

“There is no encryption. Perhaps in the near future this will be offered as a separate
service. Encryption, however, would directly influence the application, for example

performance.”

9) What types of controls or procedures are in place to restrict privileged users within
the Cloud computing environment from viewing or modifying the sensitive data

stored in the provider’s infrastructure?

“Named accounts make accessibility limited. Each account again has limited access. In
general there are procedures when hiring employees and capturing procedures. We are

busy centralising this.”
Audit Rights, Integrity and Availability
10)What are the audit rights (or forensic privileges) for the user organization?

“In the contract it says they have the rights for a limited amount of audits with the costs
being for the client. However, first we try to set up a meeting with our internal audit and
if that does not suffice our external auditor E&Y will try to convince the client. If these
two talks do not satisfy the client the last scenario is to let them do an audit

themselves.”

11)How do you deal with transparency?
- Nondisclosure agreements
- Independent auditor reports

- Certifications

“We share our audit reports with our customers. Our audit takes place in two phases.
The first audit takes place in May and these results are directly communicated with our
customers. In November, the final version of this audit will be made and again will be
communicated and discussed with our customers. In January, our customers receive a
bridge letter for the months December and January which is necessary for the 1ISO 3402
certification. For employees, a Declaration of behaviour given out by the government is
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mandatory and they have to agree with a Code of Conduct and sign an NDA when
applying. We offer services with the highest classified data which are close to state

secrets and those customers have accepted the amount of transparency we offer.”
12)How often do regular audits, inspections and reviews occur?

“Two times a year for our certification by E&Y. First internal and then external. With

Deloitte we maintain our CCF framework each year.”
13)How is integrity and availability assured?

“Important to add to that is continuity. Our back-up services take care of the availability
and continuity. The cloud is secured from the outside with by multiple security services.
There is one entrance where all the data comes in which is highly secured. Each
quarter Deloitte does several tests to check this security. This test takes place from
external to internal, but also between tenants internally. We receive the results each

quarter.”

Exit Strategy

14)What rules are in place when a company terminates his contract regarding the
data saved on the hybrid cloud? (E.g. How does one get his data back, how does
it get deleted?)

“‘We want to facilitate our customer in the best way possible to bring back their data.
This can be done by means of discs or any other medium. We will only cancel the
tenant when they tell us they are done. We provide all possibilities, but the costs will be
for the customer. This topic does not really get spoken about when the contract is
signed. Every cloud has a solution for this, but the higher you getin the stack the harder
it becomes to get your data out of the cloud. On hybrid level this is not an issue, but it

will be at the application stack.”
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Appendix E: Interview Security Manager Telecom Service Provider

General

1) What IT governance models are used by your company for the private cloud

services?

“For private cloud the frameworks we have the standard ISO 9001, ISO 27001 and ISO
22301 certifications. In addition, the Cloud Compliance Framework, a framework which
was developed in collaboration with Deloitte, is an extra framework we provide for our

customers.”

2) What are the major differences, auditing wise, between private cloud services and

public cloud services, if any?

“I looked into the required standards for both types of services and | have noticed only a
few differences in controls and if you ask me personally | do not think a major difference
between the two is necessary. | think from a customer perspective the most important
thing is that the customer can hold on to its data by knowing where the data is located,
who has access to it and by knowing who is collecting the data. This is not mentioned in

the ISO frameworks, but is mentioned in the Cloud Compliance Framework.”
International Dimension and Privacy

3) How can the cloud computing user ensure compliance with laws prohibiting data

from being stored in certain countries?

“This can only be achieved when your data is in the country where you have to comply

with certain law. You will have to trust the legal prudence of that country.”

4) Is your company already compliant with the General Data Protection Regulation

which becomes active next year?

“Personally, I am not focussed on this topic, but | do know KPN has been working on
this a long time to comply with the regulation when it becomes active next year. This is
mostly done by the compliance office. | do question myself how they are going to

achieve this, since to me it seems very hard to achieve compliance. If anything looks
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like violation of privacy you will need to know where the data is located, who has access
to it, how long it has been there, if it can be deleted and much more. There are so many

different things which need to be logged that an automated process is required.”
Security Breaches

5) How will the Cloud computing provider identify, respond to, correct, and disclose
data or other security incidents that negatively affect the user company and its

customers?

“The privacy office has rules and procedures for exactly this in place. As soon as you
have a suspicion of a security incident you must report this to the security office. They
will do further investigation and will decide if it is necessary to report the case. This

needs to be done within 24 hours, othernise it will have consequences.”

6) What are the user organization’s audit rights for data loss or data breach?
“l cant tell you that, since | dont spend time on this subject.”
Privacy and Encryption

7) Who can access the user data when it is at rest or in transit on a provider

platform?

“l am not sure who can, but | am sure data is accessed when it is necessary. | did,
however, never saw something like that happen myself. This topic does get more and

more relevant these days.”

8) What type and level of encryption is employed while the data is in transit or at

rest?

“Encryption is mentioned in certifications like ISO, but does not happen on large scale
yet in practice since no one dares that. Encryption also affects performance. | think the
reason encryption is not applied yet on large scale is that customers trust the cloud
service providers and if you have your data encrypted and happen to lose the
encryption key you will have a big problem. Thatis why | think encryption on large scale

is not happening yet, but | could be wong.”
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9) What types of controls or procedures are in place to restrict privileged users within
the Cloud computing environment from viewing or modifying the sensitive data

stored in the provider’s infrastructure?
‘1 am not able to give a good answer to that since | am not focussed on this topic.”
Audit Rights, Integrity and Availability
10)What are the audit rights (or forensic privileges) for the user organization?

“Again, | am not able to tell you that, if you want an answer for this question you should

contact someone from the security office.”

11)How do you deal with transparency?
- Nondisclosure agreements
- Independent auditor reports

- Certifications

“The certifications we have are open to the public and every customer could ask for
these. If the client wants to have an actual look in the report they will have to come to
one of our offices. A prospect customer might look into these reports when signing a

non-disclosure agreement, but this rarely happens.

ISO is being audited by an external party. With ISO you get the freedom to decide how
you manage the controls for each specific ISO certification and you also have to decide
for yourself how often you do an internal audit. The auditor looks at how you deal with
the 1ISO requirements, but not in detail. With other frameworks such as the ISAE3000
series, however, external auditors do check till a high level of detail how you achieve

said requirements.”
12)How often do regular audits, inspections and reviews occur?

“1ISO auditing consists of two internal audits and one external audit each year. The
results of these audits do not really get shared with the customer. By having the
certificates most of the time we have proven enough evidence that we comply. If a

customer asks about a detailed report of an audit, they can get a look into the report.”
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13)How is integrity and availability assured?

“l do not think | can give you the best answer to this question. | suggest you ask this

guestion to one of my colleagues to get a complete answer.”
Exit Strategy

14)What rules are in place when a company terminates his contract regarding the
data saved on the private cloud? (E.g. How does one get his data back, how does

it get deleted?)

“Many institutions such as banks want proof that all data is, in fact, erased when they
decide to leave a cloud vendor. So far we proof with a signed piece of paper that all

data is erased or the hardware has been shred.

There is, in my opinion, a better alternative for this which is a software program called
Blancco. When using this software, which has been developed by a third party, you
move all data that needs to be erased to a certain platform and let the software run.
When this process has finished it gives you a report that proofs the data is erased.
Blancco does not get used by cloud service providers at this point most likely due to the
fact it costs money, but if you want real proof for your customer that their data is gone
Blancco is a fair option. Not only does the client want the data gone, but also the cloud

service provider themselves, so they are not able to get in trouble later.

With the General Data Protection Regulation becoming active next year | am sure
companies are going to invest money into the exit strategy procedures. As long as the
regulation is not active, customers do not ask for such type of software and better

alternatives costing money this is not a topic being addressed at the moment.”
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Appendix F: Interview Consultant Telecom Service Provider

General

1) What IT governance models are used by your company for the private / hybrid

cloud services?

“Standard certifications we offer are ISO 27001, ISO 27002 and ISAE 3402. There are
many more certifications we have, but this is different for each cloud so you really have

to look at each product individually. | do know that CloudNL has many certifications.

Our processes are ITIL based and our architectures use several frameworks such as

COBIT to create their own environments which they provide to their customers.”

2) What are the major differences, auditing wise, between private, hybrid and public

cloud services, if any?

“The main difference is that when a client uses the public cloud there is no way to get in
as a customer and all you get is the certifications they offer. The more you move to the
public cloud the less you have to invest into auditing. As an example, in the past you
had to check your own car while nowadays you bring your car to the garage and
assume that they did a good job. This can be related to the public cloud, you assume
they are good at what they do. With the private and hybrid cloud services you have

more control over the auditing process.”
International Dimension and Privacy

3) How can the cloud computing user ensure compliance with laws prohibiting data

from being stored in certain countries?

“When you make use of our service CloudNL we can guarantee the data will only be
located in the Netherlands, since there are no servers in other countries for this service.
If you use on of our other cloud services we offer where your data is kept at servers of
for example Amazon or Microsoft, you will have to check their website to find out where
your data is kept.
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It is important to realise that the cloud provider is responsible till the virtualisation layer
and till this point it gives guarantees by means of certifications. For the data itself the
responsibility is for the customer. This means it is your decision to choose the right

cloud service provider that gives you the most control for your data.”

4) Is your company already compliant with the General Data Protection Regulation

which becomes active next year?

“We are in the forefront here in the Netherlands. We as telecom service provider of
course are an example for the rest when it comes to complying with such regulations. |
am not sure whether we are already fully complying with the regulation, since the GDPR

doesnt have clear boundaries.

From the cloud perspective the GDPR doesn’t cause many changes. As supplier of

cloud services, however, this regulation will influence the processes.”
Security Breaches

5) How will the Cloud computing provider identify, respond to, correct, and disclose
data or other security incidents that negatively affect the user company and its

customers?

“First, all our employees get trained on yearly basis. Every year they get an online
training what tells them what to do in case of a security breach. In case someone
notices a real data breach, the Security officer needs to be called immediately. They will
report this to the Dutch Data Protection Authority. Our company reports every incident

to this institution, since we dont want to take any risks.”
6) What are the user organization’s audit rights for data loss or data breach?

“Customers are not allowed to perform audit themselves at our data warehouses. We
have our own external auditor which customers can talk to and if they are not satisfied
start a discussion with. No exceptions will be made. We get audited externally and other

parties can trust these results.

As an example, imagine someone breaks into your house and your local police goes

into your house for investigation. It would be weird if another police departmentin a later
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stage again wants to investigate your house and if your neighbour wants to take a look,
your whole street wants to take a look! You trust that the results from the first
investigation from the local police are sufficient and other parties can rely on that
information. We can't invite every single customer to have an audit at our data

warehouse since that would end up chaotic.”
Privacy and Encryption

7) Who can access the user data when it is at rest or in transit on a provider

platform?

“Usually this is only the customer. Even when a server is defect and needs
replacement, no one besides the customer is getting access to the data. The people
working in the data warehouses only fix the infrastructure and are not able to access the
data in any way, because this is secured by the client. We don’t want to be able to

access the data, since that would make us responsible.”

8) What type and level of encryption is employed while the data is in transit or at

rest?

“I do not dare to say that exactly. There are many encryption options and | do know that
many cloud environments encrypt data at default, but | dont really know what type of
encryption we offer. If we would offer in transit encryption, | would advise customers to

use AES256, but | am not sure if we offer this service at the moment.”

9) What types of controls or procedures are in place to restrict privileged users within
the Cloud computing environment from viewing or modifying the sensitive data

stored in the provider’s infrastructure?

‘None of the employees here is authorised to access the data. We do have
administrators, but they are only able to access the back-end part to make sure

everything is working, but are not able to access the data front-end.”

Audit Rights, Integrity and Availability

10)What are the audit rights (or forensic privileges) for the user organization?
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“The customer has the right to check the audit status at any moment and could request
the report whenever they want. The client is able to take a look into the report, not the
end-client. An end-client could be a user which has SAP as a service which is hosted on

AWS. In this case SAP is the client which has the right to request the reports.”

11)How do you deal with transparency?
- Nondisclosure agreements
- Independent auditor reports

- Certifications

“Every employee is being screened and needs a statement of conduct. For extremely
important customers such as the government we have dedicated teams which have
extra screening. In the contracts with our clients we have multiple NDA's. For prospects,
rarely small parts of reports are offered to get some insight in our certifications, but
these reports are not available in public. Usually, the only thing the customer wants to

know is whether we have a certification.”
12)How often do regular audits, inspections and reviews occur?

“Yearly, monthly, weekly. This differs for each certificate. As an example the ISO 27001

certificate gets audited yearly. Once internal and once external.”
13)How is integrity and availability assured?

“‘We simply guarantee our customers the promised availability and we comply with that.

If we dont comply compensation will be offered.”
Exit Strategy

14)What rules are in place when a company terminates his contract regarding the
data saved on the private / hybrid / public cloud? (E.g. How does one get his data

back, how does it get deleted?)

“As customer you are responsible for your own data. If you use the public cloud you
know that your data will be saved on multiple servers. If you want to collect your data in

that case it depends on how you managed your data and whether backups were made.
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If | recall correctly somewhere in our service description we say that after terminating

your contract after certain amount of days your data and account both get deleted.

In a public cloud environment it is difficult to guarantee your data is really destroyed,
while in the private and hybrid cloud you have more options to achieve this. Because of

this, itis important to not put your most sensitive data in the public cloud.”
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Appendix G: Interview Principal Solution Specialist Microsoft

General

1) What IT governance structures/frameworks are used by Microsoft for the public

cloud services?

“We use many different IT governance models which can be found on both Microsoft
and Azure trust centre. In addition to the usual ISO, CSA, ISAE certifications we also
have two Dutch specific certifications being ‘BIR 2012’ and ‘NEN 7510:2011". | don't
know the details of the first certificate, but |1 do know the latter is important for
organizations in the healthcare sector. Every year we obtain more and more

certifications.”

2) What are the major differences, auditing wise, between private, hybrid and public

cloud services, if any?

“In comparison with the private and hybrid cloud, we take responsibility up to and
including the virtualization layer. Everything above that level, starting at OS level, is for
your own responsibility. A big advantage of public cloud opposed to the other two types
is the ability to scale rapidly on short term. With one simple click it is possible to be able
to deal with much more demand than usual and with one more simple click itis possible

to reverse this.”

International Dimension and Privacy

3) How can the cloud computing user ensure compliance with laws prohibiting data

from being stored in certain countries?

“We have three different methods to show the customer that their data really is only in
countries they have given us permission for. In the Azure trust centre there are white
papers that show exactly what we do. In this paper we explain what we do for security,
where we save the customers data and what certificates are applicable. This is the top

layer which could be summarised as ‘Microsoft over Microsoft.

The second layer consists of all our certificates. These are from independent parties

that audit us. These certificates proof that what we tell them what we do is in fact
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achieved. These reports are accessible for all our customers. Sometimes traditional
companies come to us and their auditor asks us if they can have a look in our data
centre. This is of course not possible, but by showing our certificates and reports this is
most of the times sufficient information that is required. | have never seen a company

not satisfied with the information we provide.

The third layer is our Online Services Terms (OST), which can be found on our website.
The OST consists of appointments between us and the customer. On this level is
promised to the customer that the data is only stored in a certain area and that the data
is not given to other parties. In fact, we have never given Dutch data to other parties.
The American government made six requests in 2016 to obtain data from the
Netherlands but this was never successful. When the data is located in the Netherlands,
both an American judge as a Dutch judge as to approve the request for certain grounds,

which rarely happens.

There is actually a fourth layer for organizations that think that there are always
backdoors by security agencies or other parties. For these businesses we offer

encryption.”

4) Is your company already compliant with the General Data Protection Regulation

which becomes active next year?

“We made a promise to our customers that we will be GDPR compliant as soon as it
becomes active till the virtualisation level. It is important to keep in mind that the rest,
starting at OS level and further, needs to be GDPR complaint too but is not our

responsibility. We do, however, offer assistance inthis matter to be GDPR compliant.”

5) How will the Cloud computing provider identify, respond to, correct, and disclose
data or other security incidents that negatively affect the user company and its

customers?

“I don’t know the details of the procedures but these can be found back in the OST. We
will communicate a description of the breach, the time period and the consequences of

the breach with our customer. In addition, the name of the reporter, the name of which it
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was reported to and the steps that were taken after that are noted. This whole process

should happen within 5 business days.”
6) What are the user organization’s audit rights for data loss or data breach?

“Customers do not have permission to enter the data centre, even in case of a data loss

or data breach. | dont know whether exceptions are made for large partners.”

7) Who can access the user data when it is at rest or in transit on a provider

platform?

“Almost no one is able to get access to the servers were the data is held. We have a
responsibility scheme which is based on a least to know basis. We dont have
administrators that have access to everything. Instead, they might get up to 30 minutes
to make a change or repair a defect, which will be logged and has to be requested in
advance. To give you an idea of the amount of people that work on this level: At the

Dublin data centre work seven people in total.

In addition, all data in a data warehouse is scrambled. Some customers think that if you
take one database from a stack you can read the data from this one database, but this

is not the case.

At Microsoft we have a blue team and a red team. The blue team makes sure all data is
safely secured. The read team is responsible to find any possible security flaws. We
found that at most companies’ theft happens by means of identity theft. This is why we

always use multifactor authentication.”

8) What type and level of encryption is employed while the data is in transit or at

rest?

“This differs per service and server. We offer different types of encryption, but this
should be a decision of the customer. We also encrypt data in transit, but of course this
will impact performance. AES2500 bit is the encryption we apply. Bitlocker is another
fool that customers can use that doesn’t impact performance much. Office 365 is a

service that is always encrypted.”
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9) What types of controls or procedures are in place to restrict privileged users within
the Cloud computing environment from viewing or modifying the sensitive data

stored in the provider’s infrastructure?

‘We have very strict rules regarding this matter. Everything that happens in the
infrastructure is logged. The people that work at the data centre never get insight on the
data that is one a database. We are the data processor, not the data owner. For us it is

important that the customer can process its data whenever needed.”
Audit Rights, Integrity and Availability
10)What are the audit rights (or forensic privileges) for the user organization?

“As | said previously, there aren't really. All businesses can have a look in our reports.
In addition, it is possible to take a look in one of our data centres, but beforehand a box

needs to be ticked that says itis just for looking around and not for audit reasons.”

11)How do you deal with transparency?
- Nondisclosure agreements
- Independent auditor reports

- Certifications

“Each employee is screened during the recruiting process. In addition, NDA's have to
be signed. We have three different of layers of business impact being: Low business
impact, Medium business impact and high business impact. It is not possible for us to
look into data of our customers. As mentioned in the first few questions, we have many

certifications which were audited by independent auditor reports.”
12)How often do regular audits, inspections and reviews occur?

“This differs for each report. All this information can be found online. Most of the times
audits happen several times a year. We perform audits, inspections and reviews as
often as we think it is necessary to assure compliance. We hope that some certifications
will be combined in the future, since the number of certifications right now seems to be

excessive.”

13)How is integrity and availability assured?
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“Storage of data happens at multiple locations, for example Amsterdam and Dublin. For
the customer, however, only one of these locations is accessible. This way we can

guarantee the availability we offer.

Amsterdam and Dublin are located in one Geo. We also have a Geo for America and
Asia and Oceania combined. Soon Africa will be added as a Geo. Germany is also part
of the Europe Geo, but is different than the other two locations. The infrastructure is
hosted by a German party instead of us and an Azure layer is placed on top of it. This
means that the infrastructure is not hosted by an American company, which could help
in specific legal situations. We try to host everything on our own servers when

possible.”

Exit Strategy
14)What rules are in place when a company terminates his contract regarding the
data saved on the public cloud? (E.g. How does one get his data back, how does

it get deleted?)

“We have standard protocols for this. What | know is that the customer will be owner of
the data hosted on our servers for a long time, even after termination of the contract. In
the OST can be found that after 90 days after terminating the contract, the data will be
deleted. In practice, this time period is often even longer, unless the company wants us
to delete the data earlier. This time period is so long, so companies have a lot of time to

decide how to obtain the data back from the cloud.”
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Appendix H: Interview Client A Telecom Service Provider

1) What role does the Cloud have in pursuing the philosophy to be the favourite

provider of essential, trendy and printed promotional gifts?

“At the moment, half of our revenue is based on internet purchases. We started with
having our systems on premise and connected these to the internet. These days we
have sort of a mix, some systems are on premise and some parts of our business we
have in the private cloud at the telecom service provider. Their platform is shared, but

we have our own environment in that platform.”

2) Can an example be given of a functionality (application/process) that you
moved to the Cloud? What are the benefits of this now the functionality is in
the Cloud?

“One example is our mail environment. First we had our mail application on premise
and now we take this as a service from the telecom service provider. The benefits are
that we don'’t need technical management anymore for this service and the solution
really is a commodity. The functionality is the same as before, if not better. Now we can
take advantage of every new development immediately, which in the past took years
before we could take advantage of these. Another benefit is that the application service

gets continuously managed by the telecom service provider.”

3) What has made you decide to choose for a Private Cloud solution at KPN
instead of a Public Cloud solution back when the decision was made? Has

transparency played a role? (Transparency = Certifications, Audit reports)

“For us the most important factors we took into consideration for our decision-making
process was that we wanted a contact point at the company we would be hosting our
data and we want to know where our data is located at any time. With the public cloud

we are not sure where our data would be located.”

4) Is there besides Product Compliance and Social Compliance also (IT)
Security Compliance? If yes, do you have certifications for these? (Examples
of certifications are: ISO, ISAE, ITIL)
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“‘We dont have any certifications regarding this discipline.”

5) What for guidelines are in place for carefully dealing with customer data? Has
the General Data Protection Regulation (GDPR), which will come into effect
next year, affect your business processes? (More information:

http:/Aww.e ugdpr.org/)

“‘We won't be affected by this regulation when it comes to our customers. The only data
we store are business addresses and contact details. No personal data like house
addresses and birthdays are stored on our servers. When we look at our HR systems
personal information about our employees can be found. For this we do need to comply
with the new regulation. We still need to take a few steps to comply with this new
regulation. We have our HR system outsourced to another company, so we will have to

audit them to see if they comply.”
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