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General Introduction

Privacy and data protection are fundamental rights in European Union law. They are
important values that deserve protection. However, recent declarations have shed the light on a
worrying fact. The most important one was expressed by Gordon Frazer from Microsoft UK'. The
U.S. law enforcement could access European citizens' personal data pursuant the USA PATRIOT
Act.

It is not the first time that such a revelation is made. Similar concerns regarding the USA
PATRIOT Act were raised in Canada. In the past, the U.S. had already asked for EU citizens' bank
data to the Belgian based SWIFT Company and for passenger name record to airline companies.
The E.U. and the U.S. had solved the conflict by the conclusion of three negotiated agreements: the
2007 PNR agreement,” the 2001 PNR agreement® and the 2010 SWIFT agreement.*

While cloud computing offers several advantages for individuals and businesses, this new
technology is not without any risk for the privacy of its users. One of these risks regards the United
States and the USA PATRIOT Act. It is said that cloud computing hand over E.U. citizens' personal
data the U.S. authorities without regard for E.U. data protection rules. It causes distrust from E.U.
citizens and E.U. companies toward the cloud which feel that their privacy is at stake. As a result,
the development of cloud computing is slowed down and E.U. companies do not make the most of
the opportunities offered by this technology.

This issue deserves to be analysed for several reasons. Firstly, privacy and data protection
are important value in a democratic society. Secondly, the USA PATRIOT Act makes privacy
intrusion easier. Moreover, the E.U. sovereignty is weakened by the action of the U.S. Finally, the
cloud computing phenomenon accentuates the problem. Indeed, it has a particular effect on the
reach of the USA PATRIOT Act. Since leaders in cloud computing services are mostly U.S. based
companies, it is likely that most of the data contained in the cloud fall under the U.S. jurisdiction.
Examples of big cloud computing providers are Google, Microsoft or Facebook. Also, it is
anticipated that, within a few years, “70% to even 90% of the world’s computing and data storage
will occur in the cloud”.” While before, personal data pertaining to corporations were unlikely to
fall under the U.S. jurisdiction because they were stored in-house, cloud computing technology
changes this old pattern.

My research focuses on the power the U.S. authorities have to access European citizens'
personal data in the cloud. More precisely, I ask the question as to whether the USA PATRIOT Act

1 C. Carnabuci, “The long arm of the USA Patriot Act: tips for Australian businesses selecting data service providers,
freshfields bruckhaus deringer law firm”, November 2011, p. 3. Available at http://www.powerretail.com.au/wp-
content/downloads/macquarie/The-long-arm-of-the-USA-Patriot-Act.pdf [accessed June 2012].

2 Agreement of the 23" July 2007 between the European Union and the United States of America on the processing
and transfer of Passenger Name Record (PNR) data by air carriers to the United States Department of Homeland
Security (DHS), O.J.L., August 4, 2007, p. 18.

3 European Commission, “New EU-US agreement on PNR improves data protection and fights crime and terrorism”,
Europa.eu, November 2011, Available at: http://europa.cu/rapid/pressReleasesAction.do?
reference=IP/11/1368&format=HTML&aged=1&language=EN&guiLanguage=fr [accessed September 2012].

4 Agreement between the European Union and the United States of America on the processing and transfer of
Financial Messaging Data from the European Union to the United States for the purposes of the Terrorist Finance
Tracking Program, O.J.L., 195, July 27, 2010, p. 5.

5 M. N. Bashir, J. P. Kesan, C. M. Hayes, R. Zielinski, “Privacy in the Cloud: Going Beyond the Contractarian
Paradigm”, University of Illinois, p. 4. Available at: http://assured-cloud-
computing.illinois.edu/sites/default/files/ AFRL%2520Talk%2520-%2520Privacy-Cloud-Computing%2520Dec-14-
2011.pdf [accessed July 2012].



gives U.S. law enforcement authorities access to E.U. citizens' personal data stored in the cloud in
violation of the E.U. law.

After having described what cloud computing is and set the basis for this study in chapter 1,
chapter 2 will explore how the U.S. laws and particularly how the USA PATRIOT Act grant U.S.
authorities access to E.U. citizens' personal data. For this purpose, U.S. legal instruments will be
discussed. Besides, I will make an attempt to assess the effective reach of these legal instruments.
The third chapter examines the European Union privacy law related to this matter and the so-called
Mutual Legal Assistance Treaty regulating the exchange of personal data between the U.S. and the
E.U. The fourth chapter examines the jurisdictional scope of the U.S. law setting the basis for the
description of a few practical cases. These involve U.S. requests of E.U. citizens' personal directed
at cloud computing providers. Until now, the E.U. did not address the issues resulting from the
Patriot Act in an adequate manner. How could or should the European Commission react to the
issues raised by the Patriot Act? The last chapter of this study explores practical and legal solutions
which could be implemented by both policy makers and cloud users.

What aroused my curiosity about this problem is that this topic was taken up by all the
media (Znet, LesEchos, following the declaration of Gordon Frazer, managing director of Microsoft
UK (source).® This news came as a bombshell. Subsequently, this issue became the object of
political debates between the United States and the European Union (B. Obama, J. McCain , V.
Reding, S. in 't Veld). Meanwhile, the topic was picked up by the legal world. This said, what hold
my interest in this research is primarily my concern for privacy and data protection in modern
contexts, such as cloud computing. As (almost) everyone nowadays, I am a user of cloud computing
services. I have a “Gmail” account, a “Facebook” account, a “Dropbox” account... where I can post
and exchange personal data with other users. So, who can access my personal data stored in the
cloud and particularly can the US law enforcement authorities access my data are questions that
matter for me. Besides, what makes this problem interesting is the fact that it regards a very broad
public, the European users of cloud computing services.

To answer my research questions, this study is based on law books, articles of law journals,
case law and legislation relevant to the field. It also refers to articles written by practitioners
working law firms and consultancy firms which ensure that this study has practical and up-to-date
aspects. Besides, I refer to U.S. Congressional and WP 29 reports which enjoy a great authority.

6 J. Labed, “Le « USA Patriot Act » : risque majeur pour la confidentialité des données dans le Cloud”,
Lecercle.lesechos.fr, March 13, 2012. Available at: http://lecercle.lesechos.fi/entreprises-marches/high-tech-
medias/internet/22 1144488/usa-patriot-Act-risque-majeur-confidentialit [accessed April 2012]; J. Labed, “USA
Patriot Act: un risque majeur pour la confidentialité des données dans le Cloud”, Solutionsauxentreprises.lemonde.fr,
March 26, 2012. Available at: http://solutionsauxentreprises.lemonde.fr/cloud-computing/usa-patriot-Act-un-risque-
majeur-pour-la-confidentialite-des-donnees-dans-le-cloud a-27-630.html [accessed April 2012]; Z. Whittaker, “USA
PATRIOT Act: The myth of a secure European cloud?”, Znet.com, April 27, 2011. Available at
http://www.zdnet.com/blog/igeneration/usa-patriot-Act-the-myth-of-a-secure-european-cloud/8807 [accessed
February 2012].



Chapter 1. Privacy and Cloud Computing

This chapter aims at describing general concepts relating to the issues at stake. First, privacy
and data protection will be explained in E.U. law and in U.S. law. Secondly, cloud computing as
such and the different service models and deployment models it can be subject to will be defined.
Third, different practical cases involving cloud computing providers, subsidiaries and data center
will be exposed.

1.1. Privacy and Data Protection

Since this issue regards privacy and data protection, those terms deserve to be analysed.
They will be explained separately as they have different meaning in E.U. law and in U.S. law.

1.1.1. E.U. Law

The right to privacy is protected by the European Convention on Human Rights’ and the
Charter of Fundamental Rights of the European Union.®

Article 7 of the Charter of Fundamental Rights of the European Union - Respect for private and
family life
Everyone has the right to respect for his or her private and family life, home and communications.

Article 8 of the European Convention on Human Right - Right to respect for private and family life

1. Everyone has the right to respect for his private and family life, his home and his correspondence.

2. There shall be no interference by a public authority with the exercise of this right except such as is
in accordance with the law and is necessary in a democratic society in the interests of national security,
public safety or the economic well-being of the country, for the prevention of disorder or crime, for the
protection of health or morals, or for the protection of the rights and freedoms of others.

The right to data protection is governed by the article 8 of the Charter of Fundamental
Rights of the European Union which reads as follow:

Article 8 - Protection of personal data

1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of the consent of the
person concerned or some other legitimate basis laid down by law. Everyone has the right of access to
data which has been collected concerning him or her, and the right to have it rectified.

Besides, the right to data protection is also governed by the Data Protection Directive and the E-
Privacy Directive.

Also, the term “personal data” deserves some explanations as it is a central concept in the
study. The wording “personal data” is defined by the article 2 (a) of the DPD as meaning

7 Convention for the Protection of Human Rights and Fundamental Freedoms, November 4, 1950, ETS No. 2; 213
UNTS 222.

8 Charter of Fundamental Rights of the European Union, proclaimed in Nice, December 7, 2000, O.J. C- 364,
December 18, 2000, p. 1.



“any information relating to an identified or identifiable natural person ('data subject'); an identifiable
person is one who can be identified, directly or indirectly, in particular by reference to an identification
number or to one or more factors specific to his physical, physiological, mental, economic, cultural or
social identity”.

The Working Party construes the terms used in the definition above giving, thereby,
meaningful information about what “personal information” is.” First of all, “any information™ is
construed from three points of view. From the point of the nature of the information, “any
information” covers objective and subjective information.'” For example, objective information can
be given by a blood test. The reliability of a borrower toward its bank is a subjective information.
From the point of view of the content, personal information can refers to sensitive data or other
general kind of data (information about the private and family live, the job or the hobby's... of an
individual)." Thirdly, the form given to the information or the medium on which the information
are contained is not relevant to be considered as personal data. Indeed, data in alphabetical,
numerical, graphical form contained on a sheet of paper or stored in a hard-drive could equally be
considered as personal data.'” Therefore, “term “any information” contained in the Directive clearly

signals the willingness of the legislator to design a broad concept of personal data”."

Secondly, considering the terms “relating to”, the WP 29 made clear that personal
information can also relates to object, event or processes connected with an individual." For
example, the price of a house, an object, could be a personal information."

Thirdly, the terms “identified or identifiable” are explained by the WP 29. A natural person
is “identified” when it is possible to distinguish him from a group of individual.'® Besides, a natural
person can identified directly, e.g. by its name, or indirectly, by a combination of pieces of
information leading to the identification of an individual."”

Finally, the wording “natural person” means human being, the nationality or the place of
residence being irrelevant.’® However, “information about legal persons may also be considered as

"relating to" natural persons on their own merits”."

1.1.2. U.S. Law

The United States Constitution does not refer explicitly to a right to privacy. However, some
amendments were interpreted as protecting privacy. They are mainly the 1%, the 3", the 4™ and the
5™ amendment.”® They respectively regard the freedom of religion, press, expression, the quartering
of troops, the protection against unreasonable search and seizure and the grand jury, double
jeopardy, self-incrimination, due process.

9 Working Party 29, “Opinion 4/2007 on the Concept of Personal Data”, June 20, 2007. Available at:
http://ec.europa.cu/justice/policies/privacy/docs/wpdocs/2007/wp136_en.pdf [accessed August 2012].

10 Ibid., p. 6.

11 Ibid., p.

12 Ibid., p.

13 Ibid., p.

14 Tbid., p.

15 Ibid., p. 9.

16 Ibid., p. 12.

17 Ibid., p. 13.

18 Ibid., p. 21.

19 Ibid., p. 23.

20 P. De Hert & R. Bellanova, “Data Protection from a Transatlantic Perspective: the EU and US Move Towards an
International Agreement?”, September 2008, p. 13. Available at: http://www.ceps.eu/content/selection-briefing-
papers-prepared-european-institutions [accessed July 2012].

N



Data protection is not a constitutional right in the U.S. law. Besides, the weight that is given
to data protection in U.S. law does not seem as important as in E.U. law.”!

1.2. Cloud Computing

1.2.1. Definition

There exist many definitions of cloud computing. It is beyond the scope of this study to
review all the definitions that were given to “cloud computing”. Here, only two of them will be
proposed. A short and easy to understand definition emanates from the EU. Another one,
comprehensive and complex emanates from the U.S. National Institute of Standards and
Technology (hereinafter NIST).*

The European Commission describes cloud computing as “Internet-based computing
whereby software, shared resources and information are on remote servers (“in the cloud”)”.”

According to the NIST “Cloud computing is a model for enabling ubiquitous, convenient,
on-demand network access to a shared pool of configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can be rapidly provisioned and released with

minimal management effort or service provider interaction”.**

In both definitions, there is the idea that customers are not any more connected to servers,
located on company premises for example. On the contrary, they are connected to something
remote, the cloud.

1.2.2. Characteristics

P. Mell and T. Grance set forth 5 essential characteristics of cloud computing.? First of all,
they state that cloud computing is a “on-demand self-service”* meaning that users can provision
cloud computing capacities without assistance of the cloud computing provider.?” As a consequence,
the users can access different types of services within no time. “Self-service cloud offerings must
provide easy-to-use, intuitive user interfaces that equip users to productively manage the service
delivery lifecycle”.”® This characteristic is also named “self-provisioning of resources”*’ by other
authors.

21 Ibid, p. 45.

22 The NIST is an agency of the U.S. Department of Commerce that promotes U.S. innovation and industrial
competitiveness.

23 European Commission, “A comprehensive approach on personal data protection in the European Union”, COM
(2010) 609 final, 4 November 2010. Available at:
http://ec.europa.eu/justice/news/consulting_public/0006/com_2010_ 609 en.pdf [accessed November 2011].

24 P. Mell & T. Grance, “The NIST Definition of Cloud Computing”, September 28, 2011, p. 2. Available at:
http://www.nist.gov/manuscript-publication-search.cfm?pub_i1d=909616 [accessed November 2011].

25 Ibid., p. 2.

26 Ibid., p. 2.

27 Ibid., p. 2.

28 D. M. Surgient, “The five defining characteristics of cloud computing”, Znet.com, April 9, 2011. Available at:
http://www.zdnet.com/news/the-five-defining-characteristics-of-cloud-computing/287001 [accessed August 2012].

29 T. Mather, S. Kumaraswamy, S. Latif, Cloud Security and Privacy, Sebastopol, Mike Loukides Ed, 2009, p. 8.



Secondly, cloud computing is characterized by a “broad network access”.* It means that
cloud computing is network based and that capabilities are accessible from any device such as
desktops or mobile phone from anywhere. In general the users access the cloud via Internet.
However, the cloud can also be accessed from a private corporate network.

“Rapid elasticity” is the third characteristic of cloud computing found by the NIST.*' That is
to say that the user can increase or decrease computer resources in function of their needs.

Fourthly, it is also a “measured serviced”.** This means essentially that cloud computing
providers measure “the amount of service provided and [react] accordingly (both in terms of billing

the client, and updating hardware and software as appropriate)”.*

Finally, cloud computing is characterised by “resource pooling”.** In other words, the cloud
computing resources are shared. Therefore, multiple users may use the same set of computer
resources concurrently.”® This implies a “sense of location independence” meaning that the users
“generally has no control or knowledge over the exact location of the provided resources but may
be able to specify location at a higher level of abstraction (e.g., country, state, or data center)”.
Consequently, the cloud computing provider may seek to store or process data where it is the most
efficient or where it is the cheapest. Therefore, data may move from a jurisdiction to another
according to the circumstances. Also this may imply that the data of a single customer would be

spread in different data centers.

1.2.3. Service Models and Deployment Models

Cloud computing is a broad concept. There are three different service models, and four
deployment models.

The service model can take the form of a Software as a Service (SaaS), Platform as a
Service (PaaS) or a Infrastructure as a Service (laaS).”” Firstly, in the SaasS, the cloud computing
provider makes available a software which cannot be managed or control by the consumer. The
functionality is akin to an end-user application. For example, they are Dropbox, MobileMe and
Facebook.*® In the case of Facebook, users are allowed to post pictures, text, etc. on a website while
Facebook keeps control over the infrastructure. Traditionally, the software itself was purchased by
the customer and was then installed onto its own hardware in return for a licence fee. Here, the
software is made available for free or in exchange of a periodic fee.

Secondly, in PaaS, the cloud computing provider makes available a development
environment to customers. Thanks to this development environment, customers can develop their
own applications. Simply put, customers use “building blocks (e.g. predefined blocks of code)”

30 P. Mell & T. Grance, “The NIST Definition of Cloud Computing”, o.c., p. 2.

31 Ibid., p. 2.

32 Ibid., p. 2.

33 D. Dix & A. Bristow, “What in the World is Cloud Computing?”, Princeton.edu. Available at:
http://www.princeton.edu/~ddix/cloud-computing.html [accessed August 2012].

34 P. Mell & T. Grance, “The NIST Definition of Cloud Computing”, o.c., p. 2.

35 In traditional computing models, computing facilities are used by a single user.

36 P. Mell & T. Grance, “The NIST Definition of Cloud Computing”, o.c., p. 2.

37 Ibid., p. 2.

38 Dropbox provides file hosting and backup. MobileMe provides Email, file hosting and personal information
management. Facebook provides social networking services.



offered by the cloud provider to build a software.”* However, the cloud infrastructure including the
network, servers, the storage and even the application itself remains under control of the cloud
computing provider.* Google's App Engine and Microsoft Window Azure are examples of PaasS.
Microsoft Azure allows users to build or personalize applications and to distribute them to
customers. Thus, PaaS democratizes the development of software.

The last service model is the /aaS where the consumer can install an operating system and
its own softwares onto the infrastructure provided by the cloud computing provider. It means that
“the service provider owns the equipment and is responsible for housing, running and maintaining
it”.*! Here, the consumer has a broader control regarding storage, the applications and the operating
system. Joyent Cloud, IBM Smart Business Cloud and GoGrid are example of IaaS. To briefly
compare these three different models, it can be said that SaaS provides consumer with the highest
level of functionality. [aaS and PaaS offer a lower level of functionality, [aaS offering the most
basic services.

Those cloud based services necessitate large computing capacity and are, therefore, hosted
in data centers and server farms. The data centers and server farms of a single cloud computing
provider can be situated in multiple locations. Also, they can be connected together via
internetworks.** Therefore, data can “travel” easily and with no time from a location to another.

Besides the three service models, the NIST defines four types of deployment models.* The
Private cloud is the one where the provider provisions the cloud infrastructure for a single
organization on or off premises. With other words, the computing, network and storage
infrastructure of a private cloud is not shared with other users. The IT department of the users or a
third party with contractual service level agreement is usually responsible for the security and the
day-to-day operation. Therefore, the users have a high degree of control security aspects.* In the
Community cloud, the cloud infrastructure is shared between consumers belonging to a specific
community having common concerns (e.g., mission, security requirement and policy). The third
deployment model is the Public cloud. Here, the cloud computing provider offers services to the
general public over the Internet via web applications or web services.* This is the traditional
manner to provide cloud computing services. The cloud provider is responsible for the security
management and day-to-day operations. Therefore, the users have no or a very limited degree of
control over the physical and logical security aspects.* In that case, the cloud infrastructure exists
on the premises of the cloud provider. Finally, in the Hybrid cloud, 2 or 3 models seen above are
mixed together.

1.3. Practical cases

This section aims at describing several practical cases involving cloud computing providers,
subsidiaries and data centers and the location of each of them. Because these cases are the mirror of
possible combinations occurring in the daily life, they are analysed in this study. Besides, location
of cloud actors is fundamental as this is a criteria used to determined whether or not the U.S.

39 T. Mather, S. Kumaraswamy, S. Latif, o.c., p. 19.

40 P. Mell & T. Grance, “The NIST Definition of Cloud Computing”, o.c., p. 2.

41 M. Rouse, “Infrastructure as a Service (1aaS)”, Searchcloudcomputing.techtarget.com, August 2010. Available at:
http://searchcloudcomputing.techtarget.com/definition/Infrastructure-as-a-Service-laaS [accessed August 2012].

42 T. Mather, S. Kumaraswamy, S. Latif, o.c., p. 13.

43 P. Mell & T. Grance, “The NIST Definition of Cloud Computing”, o.c., p. 3.

44 T. Mather, S. Kumaraswamy, S. Latif, o.c.,, p. 24.

45 Ibid., p. 23.

46 Ibid., p. 23.
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authorities can assert jurisdiction over them. Therefore, location of cloud actors occupies a central
role in these cases. Later on in this study (see infra Chapter 4), an attempt will be made to
determine whether or not the USA PATRIOT Act is applicable to these cases. As a matter of
simplicity, these practical cases are presented in the form of a table.

No |[Cloud Provider Location | Subsidiary Location Data Center Location
1 E.U. U.S. or no subsidiary U.S.
1 U.S. E.U. or no subsidiary | U.S.
2 U.S. none E.U.
3 E.U. U.S. E.U.
4 u.s. E.U. E.U.
5 E.U. No subsidiary but E.U.
minimum contact
6 E.U. E.U. or no subsidiary E.U.

Table I: Six cases
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Chapter 2. How Could the U.S. Authorities Get Access to E.U. Citizens'

Personal Data?

The European Union and the E.U. consumers are concerned about the extensive powers the
USA PATRIOT Act grants U.S. authorities. Many think this Act may be used to access their
personal data stored in the cloud. While E.U. cloud computing services may make the most of this
situation, U.S. cloud service providers fear a loss of profit. Therefore, the United States wish to
diminish the European fears with regard to the Patriot Act.

This chapter aims to identify how the U.S. authorities can access European citizen's personal
data, based not only on the USA PATRIOT Act, but also on other legal instruments. The USA
PATRIOT Act amends three statutory regimes used by the U.S. government to gather personal data.
The choice of a particular regime depends on the purpose for which for the U.S. government want
to collect personal data.” These regimes provide the U.S. authorities with analogous legal
instruments, though standards and procedures differ from a regime to another.

First, the U.S. government will apply the Federal Rules of Criminal Procedure, the ECPA
and various provisions contained in Title 18 of the U.S. Code in criminal law enforcement
investigations (section 2). Second, in foreign intelligence investigations, the Foreign Intelligence
Surveillance Act (hereinafter FISA) applies (section 3). Third, in national security investigations,
national security letter (hereinafter NSL) statutes apply (section 4). The statutory regime applicable
in criminal law enforcement investigation deserves to be analysed as criminal investigation may be
conducted against E.U. citizens as well. The two last statutory regimes, the FISA and the NSL
statutes, will also be explored since the risk that the U.S. government accesses E.U. citizens'
personal data through these channels exists as well. These tools and the law they are part of will be
described below. Besides, an attempt will be made to evaluate the extent to which these tools are
used to access E.U. citizens' personal data personal data.

Before entering in the subject as such, the USA PATRIOT Act will be described to give a
helicopter view of what this Act actually is.

2.1. The USA PATRIOT Act

The USA PATRIOT Act of 2001,* acronym for Uniting and Strengthening America by
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism, was adopted in the
aftermath of the terrorist attacks of the 9/11 as a legal response to the terrorism.

The aim of the USA PATRIOT Act is officially stated in its preamble: “An Act to deter and
punish terrorist acts in the United States and around the world, to enhance law enforcement
investigatory tools, and for other purposes”.* The structure of the USA PATRIOT Act is particular.
The USA PATRIOT Act contains ten parts forming a compilation of changes to several existing US

47 A. C. Henning, E. B. Bazan, C. Doyle & E. C. Liu, “Government Collection of Private Information: Background
and Issues Related to the USA PATRIOT Act Reauthorization”, Congressional Research Service, March 2, 2010, p.
6. Available at: http:/fpc.state.gov/documents/organization/139232.pdf [accessed June 2012].

48 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism
(USA Patriot Act) of 2001, Pub. L. No. 107-56 [H.R. 3162], 115 Stat. 272, approved October 26, 2001.

49 See also for a description of the USA Patriot Act emanating from the USA Department of Justice : USA Department
of Justice, “The USA PATRIOT Act: Preserving Life and Liberty”, justice.gov. Available at:
http://www.justice.gov/archive/ll/highlights.htm [accessed May 2012].
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intelligence, communications, and privacy laws.

Regarding governmental access to personal data, title II of the USA PATRIOT Act entitled
“Enhancement Surveillance Procedures” and the section 505 of the title V entitled “Removing
Obstacles to Investigation Terrorism” are especially relevant. They amends the Electronic
Communication Privacy Act, the Foreign Intelligence Surveillance Act and the NSL statutes by
easing substantive and procedural restrictions as to how law enforcement agencies can conduct
surveillance and gather information regarding terrorism and criminal activities.

The sections contained in these titles are the most controversial of the USA PATRIOT Act.
“Some perceived the changes as necessary to unearth terrorist cells and update investigative
authorities to respond to the new technologies and characteristics of ever-shifting threats. Others
argued that authorities granted by the USA PATRIOT Act and subsequent measures could
unnecessarily undermine constitutional rights over time. In response to such concerns, sunset
provisions were established for many of the changes”.”® Indeed, sixteen of these amendments were
scheduled to expire on December 31, 2005. They are the sections 201, 202, 203 (b) & (d), 209, 212,
213, 217, 220, 204, 206, 207, 214, 215, 218, 223 and 225. However, the USA PATRIOT
Improvement and Reauthorization Act of 2005°' made permanent 14 of the 16 expiring USA
PATRIOT Act sections and extended the sunset on section 206 and 215. These two sections were
extended until June 1, 2015 pursuant the PATRIOT Sunsets Extension Act of 2011.°

The USA PATRIOT Act has undergone many legislative changes since it was voted in 2001.
Two major amending law deserve attention. The first one is the USA PATRIOT Improvement and
Reauthorization Act of 2005. The second one is the USA PATRIOT additional Reauthorization
Amendments Act of 2006.%

2.2. Criminal Law Enforcement Investigation

Federal Rules of Criminal Procedure, the ECPA and other provisions contained in Title 18
of the U.S. Code are the statutes primarily used in criminal law enforcement investigation.

2.2.1. Federal Rules of Criminal Procedure

The Federal Rules of Criminal Procedure provide federal officials with two different legal
instruments to “gain access to space, document, and other private materials™*: they are the warrant
used during the investigation and the subpoena used during the prosecution.

50 A. C. Henning, E. B. Bazan, C. Doyle & E. C. Liu, “Government Collection of Private Information: Background
and Issues Related to the USA PATRIOT Act Reauthorization”, o.c., p. 15. See also: O. S. Kerr, “Internet
Surveillance Law after the USA Patriot Act: The Big Brother That Isn't”, Northwestern University Law Review, Vol.
97, Issue 2 (2002-2003), pp. 607-674; J. C. Evans, “Hijacking Civil Liberties: The USA PATRIOT Act of 2001”,
Loyola University Chicago Law Journal, Vol. 33, Issue 4, pp. 933-990.

51 USA PATRIOT Improvement and Reauthorization Act of 2005, Pub. L. No. 109-177, 120 stat. 192, approved March
9, 2006.

52 PATRIOT Sunsets Extension Act of 2011, Pub. L. No. 112-14, 125 stat. 216, approved May 26, 2011.

53 USA PATRIOT additional Reauthorization Amendments Act of 2006, Pub. L. No. 109-178, 120 stat.. 278, approved
March 9, 2006.

54 A. C. Henning, E. B. Bazan, C. Doyle & E. C. Liu, “Government Collection of Private Information: Background
and Issues Related to the USA PATRIOT Act Reauthorization”, o.c., p. 6.
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2.2.1.1. Search and Seizure Warrant

Firstly, as a matter of qualification, the definition of search and seizure warrants should be
stated. It is a legal instrument that authorises law enforcement authorities to conduct a search of a
person or location in order to find evidence in a criminal investigation.”

The Federal Rule of Criminal Procedure 41 governs the issuance of search and seizure
warrant. A warrant must be approved by a U.S. court upon showing probable cause.”® “Probable
cause” may be define as the reasonable “believe [that a] suspect has committed, is committing, or is
about to commit a crime”.”” The warrant must “identify the person or property to be searched [and]
identify any person or property to be seized. The term “property” includes “documents, books,
papers, any other tangible object, and information”.”® In this sense, the warrants have to be
reasonable and specific,” and must be specific about the place to be searched or the things to be
seized. Seizable things may also include “electronically stored information”.®® A warrant may
“authorize the seizure of electronic storage mediator or the seizure or copying of electronically
stored information”.®! Thus, “officers may seize or copy the entire storage medium [e.g. a hard-
drive] and review it later to determine what electronically stored information falls within the scope

of the warrant”.®?

The USA PATRIOT Act amends some provisions related to search and seizure warrant.
Section 504 of the USA PATRIOT Act enhances the cooperation between foreign intelligence
officers and criminal law enforcement agencies by authorizing them to share information obtained
from a physical search. Besides, section 213 authorizes law enforcement to delay the notice of the
search warrant if some conditions are met.”

Although these amendments do not change substantially how law enforcement authorities
access personal data, search and seize warrant can be used to access data in the cloud. A search and
seizure warrant can be used to seek electronically storage mediator which are typically hard-drive.
Storage capacities in the form of hard-drive are part of the services offered by cloud computing
provider. Therefore, information in the cloud may the object of a search and seize warrant.

The impact of search and seize warrant on E.U. citizens personal data is difficult to access
as there is no official report relating the number of warrants. What can be said is that conducting a
search on a server in the premise of a cloud computing provider requires technical knowledge and
time.** Therefore, use of other means would be more appropriate and more efficient to access
personal data. Nevertheless, search warrants could be used by the U.S. to access U.E. citizens'
personal data in the cloud and cloud computing providers complying with such a request could
violate the E.U. law as we will see in Chapter 3.

55 Fed. R. Crim. Pro. 41 (c).

56 Fed. R. Crim. Pro. 41 (d).

57 Anon., “Probable Cause”, Lectlaw.com. Available at: http://www.lectlaw.com/def2/p089.htm [accessed July 2012].

58 Fed. R. Crim. Pro. 41 (a).

59 Murray v. United States, 487 U.S. 533, 108 S. Ct. 2529, 101 L. Ed. 2d 472, (1988).

60 Fed. R. Crim. Pro. 41 (e).

61 Ibid.

62 Committee Notes on Rules — 2009 Amendment. Available at: http://www.law.cornell.edu/rules/frcrmp/rule 41
[accessed July 2012].

63 18 U.S.C. § 3103 (a)(b).

64 Searching and seizing the personal computing of a suspect is fairly easy. However, things are way more complicated
when it comes to cloud computing and their giant data centers.

65 A. Lakatos, “United States: The USA Patriot Act and the Privacy of Data Stored in the Cloud”, January 2012, p. 1.
Auvailable at: http://www.mayerbrown.com/files/Publication/ce02dec6-f143-46ec-a0a3-
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2.2.1.2. Grand Jury Subpoena Duces Tecum

A grand jury subpoenas duces tecum is a legal instrument issued by a group of civilian
jurors who inquire the existence of possible criminal conduct under the control of a prosecutor
allowing the collection of evidence in criminal investigations.® The work of the grand jury is
characterized by five features.”” First of all, the grand jury is independent from the court's
supervision even if subpoenas are issued under the authority of a court.®® Indeed, in practice, courts
issue blank subpoenas to prosecutor working with a grand jury.” Secondly, the grand jury has
significant investigative powers. It can start an investigation on the mere suspicion that the law is
being violated without showing probable cause.”” Moreover, any person or document can be served
with a subpoena from a grand jury which needs not to respect many rules of evidence.”" Thirdly,
subpoenas are deemed to be valid. This explains why the recipients do not usually have the right to
appeal against a subpoena. However, “the court may quash or modify the subpoena if compliance
would be unreasonable or oppressive”.” A four prongs test is used to determine whether a subpoena
is unreasonable”: it asks whether the requested data are relevant, whether the information is
specified, whether production of materials covers a reasonable period of time and whether
compliance incur undue burden. Fourthly, a grand jury leads the investigations in secrecy.” The last
principle that needs to be mentioned is the freedom from procedural detours and delay.” Not
complying with a subpoena can lead the person object of the investigation to be in contempt of
court.

The USA PATRIOT Act did not modify fundamentally the way a grand jury accesses
personal data pursuant a subpoena. Section 203 amended the Federal Rules of Criminal Procedure
to permit disclosures of “matters occurring before the grand jury” involving “foreign intelligence or
counter intelligence” to “any Federal law enforcement, intelligence, protective, immigration,
national defence, or national security official in order to assist the official receiving that information

in the performance of his official duties”.”

Here again, the impact of grand jury subpoenas on E.U. citizens personal data in the cloud is
difficult to assess as there is no official report relating the number of the subpoenas issued by year.
However, some authors give a clue regarding the actual power of grand juries subpoenas to access
data in the cloud. Orin R. Kerr states that “whereas the subpoena power is fairly narrow in

53¢06d770707/Presentation/PublicationAttachment/f56ea23a-7fd4-40bb-9b78-57¢0787774dc/12057.PDF [accessed
April 2012].

66 Fed. R. Crim. P.R 6.

67 Whitehouse v. United States Dist. Court for Dist. of R.1., 53 F.3d 1349, 1357 (1% Cir. 1995).

68 M. Geist & M. Homsi, “Outsourcing our Privacy?: Privacy and Security in a Borderless Commercial World”,
University of New Brunswick Law Journal, vol. 54,2005, p. 8.

69 Fed. R. Crim. P. 17 (a).

70 See: United States v. R. Enters., 498 U.S. 292, 297 (1991).

71 See, e.g., United Sates v. Calandra, 414 U.S. 338 (1974); Costello v. United States, 350 U.S. 359, (1956). See also:
United States v. R. Enterprises, 498 U.S. 292, 298-301, 111 S.Ct. 722, 726-28, 112 L.Ed.2d 795 (1991).

72 Fed. R. Crim. P. 17(c)(2).

73 1. Gruenspecht, “ 'Reasonable' Grand Jury Subpoenas: Asking for Information in the Age of Big Data”, Harvard
Journal of Law & Technology, vol. 24,2011, p. 547.

74 Fed. R. Crim. P. R 6 (e)(2)(a).

75 See: Whitehouse v. United States Dist. Court for Dist. of R.I., 53 F.3d 1349, 1357 (1* Cir. 1995).

76 See: S. Levy, “The Patriot Act Grand Jury Disclosure Exception: a Proposal For Reconciling Civil Liberty and Law
Enforcement Concerns”, J.I.C.L., 2005, pp. 3-4. Available at:
http://www.kentlaw.edu/jicl/articles/spring2005/s2005_sara_levy.pdf [accessed July 2012].
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traditional cases, in computer crime cases it is incredibly broad”.”” There are two reasons leading to
this conclusion. Firstly, the limit of burdensomeness is ineffectual in a cloud computing context. It
is generally easy for a cloud computing provider to copy a large amount of data and hand it over to
the requesting authority. Besides, for practical reasons, it might be that the cloud computing
provider hand over personal data in bulk instead of filtering carefully through the server to identify
the file requested.” Secondly, things are not only simple for cloud computing providers but also for
the requesting authority. “Officers can simply fax a copy of the subpoena to the ISP's headquarters

and await a package or return fax with the relevant documents”.” *

Thus, grand juries subpoena are certainly an important legal tool giving access to large
amount of personal data, putting the privacy of many cloud computing customers at stake.

2.2.2. Electronic Communication Privacy Act

Pursuant the ECPA, law enforcement can intercept wire, oral or electronic
communications,®’ access the content of stored electronic communication and communication
transaction records® and use trap and trace devices and pen registers.®

2.2.2.1. Interception of Wire, Oral or Electronic Communications

Sections 2510 to 2522 govern the interception of content of wire, oral or electronic
communications while in transit from an agent of a provider of wire or electronic communication
service.

These terms are defined by section 2510 ECPA. “Content” means ‘“any information
concerning the substance, purport, or meaning of that communication”.

Provider of wire or electronic communication service is “any service which provides to
users thereof the ability to send or receive wire or electronic communications”. “The key issue in
determining whether a company provides electronic communication is that company's role in
providing the ability to send or receive the precise communication at issue regardless the company's
primary business”.** For example, e-mail service providers, message boards and website allowing
users to post electronic messages are electronic communication providers.* *

The three categories of communication are also defined by section 2510. The wording “wire
communication” means “any aural transfer made in whole or in part through the use of facilities for
the transmission of communications by the aid of wire, cable, or other like connection between the
point of origin and the point of reception (including the use of such connection in a switching
station) furnished or operated by any person engaged in providing or operating such facilities for

77 O. S. Kerr, “Digital Evidence and the New Criminal Procedure”, Columbia Law Rev., Jan. 2005, p. 296.

78 Ibid., p. 294.

79 The author used the wording “ISP”. But, a similar reasoning can be held regarding cloud computing provider.
Besides, some ISPs provide cloud computing services.

80 Ibid., p. 296.

81 18 U.S.C. §§ 2510-2522.

82 18 U.S.C. §§ 2701-2712.

83 18 U.S.C. §§ 3121-3127.

84 J. W. Rittinghouse & B. Hancock, Cybersecurity Operations Handbook, Burlington, J. W. Rittinghouse &
B.Hancock Ed., 2003, p 85.

85 FTC v. Netscape Communications Corp., 196 FR.D. 559, 560 (N.D. Cal. 2000).

86 Guest v. Leis, 255 F.3d 325, 338 (6th Cir. 2001).
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the transmission of interstate or foreign communications or communications affecting interstate or
foreign commerce”. Simply put, “wire communication” is “any voice communication that is
transmitted, whether over the phone company's wires, a cellular network, or the Internet”.*” Then
“oral communication” means “any oral communication uttered by a person exhibiting an
expectation that such communication is not subject to interception under circumstances justifying
such expectation, but such term does not include any electronic communication”. Basically, it is the
face-to-face conversation. Finally, “electronic communication” means “any transfer of signs,
signals, writing, images, sounds, data, or intelligence of any nature transmitted in whole or in part
by a wire, radio, electromagnetic, photoelectronic or photooptical system that affects interstate or
foreign commerce”. With other words, “electronic communication” encompasses “any transmitted
communication that isn't a voice communication” (e.g. email, instant messaging, and websurfing).®
For the purpose of this study, only wire and electronic communications are relevant.

The requirements that need to be met to obtain an court order are very strict.” Law
enforcement has to show that probable cause exists to believe “that an individual is committing, has
committed, or is about to commit a particular offence enumerated in section 2516 of this chapter”.”
Besides, it must be shown that “normal investigative procedures have been tried and have failed or
reasonably appear to be unlikely to succeed if tried or to be too dangerous”.”! Finally, the authorities
have the obligation to notify persons whose communications were intercepted when the court order
expires.”

The USA PATRIOT Act did not modify the procedure used to intercept wire, oral or
electronic communications. Section 201 of the USA PATRIOT Act, however, did extend the list of
offences for which a federal court may approve a law enforcement request to intercept wire, oral or
electronic communication pursuant the ECPA.

Cloud computing provider qualifying as “electronic communication provider” (e.g. e-mail
service providers) can be targeted by an interception order. The impact of the interception of wire,
oral or electronic on E.U. citizens communications in the cloud seems to be relatively low. Indeed,
almost 95% of the 2,119 interception orders reported in 2007 were for the interception of wire
communications (voice communication).” ** Only one interception of electronic communications
was reported.” This may be explained by the fact that law enforcement may reach similar results
under less strict legal requirements as explained hereunder.

2.2.2.2. Access to the Content of Stored Electronic Communication and Communication

Transaction Records

Under the ECPA, the FBI may request “content of wire or electronic communications”*® ¥’

87 Surveillance Self-defence, “What Can the Government Do?”, Ssd.eff.org. Available at:
https://ssd.eff.org/book/export/html/25 [accessed July 2012].

88 Ibid.

89 See: 18 U.S.C. § 2518

90 18 U.S.C. § 2518 (3)(a).

91 18 U.S.C. § 2518 (3)(c).

92 18 U.S.C. § 2518 (8)

93 Surveillance Self-defence, “What Can the Government Do?”, o.c.

94 Although wire communication can occur on the Internet, most of them occurs via the phone.

95 Surveillance Self-defence, “What Can the Government Do?”, o.c.

96 18 U.S.C. § 2703 (a) & (b).

97 As amended by section 209 of the USA PATRIOT Act. As a result, just like stored electronic data, stored wire
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(e.g. e-mail) and “records concerning electronic communication service or remote computing

service”.”® “Section 2703 provides greater protection to communication content than to provider

records relating to those communications”.”

O or in a remote

101

Contents of wire or electronic communications in electronic storage'
computing service may be accessed by a governmental entity according to different procedures.
192 Subsections (a), (b) and (d) of section 2703 describe these procedures and read as follow:

18 U.S.C. § 2703 (a) - Contents of Wire or Electronic Communications in Electronic Storage.—A
governmental entity may require the disclosure by a provider of electronic communication service of
the contents of a wire or electronic communication, that is in electronic storage in an electronic
communications system for one hundred and eighty days or less, only pursuant to a warrant issued
using the procedures described in the Federal Rules of Criminal Procedure (or, in the case of a State
court, issued using State warrant procedures) by a court of competent jurisdiction. A governmental
entity may require the disclosure by a provider of electronic communications services of the contents
of a wire or electronic communication that has been in electronic storage in an electronic
communications system for more than one hundred and eighty days by the means available under

subsection (b) of this section.

18 U.S.C. § 2703 (b) - Contents of Wire or Electronic Communications in a Remote Computing
Service.—(1) A governmental entity may require a provider of remote computing service to disclose
the contents of any wire or electronic communication to which this paragraph is made applicable by
paragraph (2) of this subsection—

(A) without required notice to the subscriber or customer, if the governmental entity obtains a
warrant issued using the procedures described in the Federal Rules of Criminal Procedure (or, in the
case of a State court, issued using State warrant procedures) by a court of competent jurisdiction; or

(B) with prior notice from the governmental entity to the subscriber or customer if the governmental
entity—

(1) uses an administrative subpoena authorized by a Federal or State statute or a Federal or State grand
jury or trial subpoena; or

obtains a court order for such disclosure under subsection (d) of this section;

18 U.S.C. § 2703 (d) - A court order for disclosure under subsection (b) or (c) may be issued by any
court that is a court of competent jurisdiction and shall issue only if the governmental entity offers
specific and articulable facts showing that there are reasonable grounds to believe that the contents of
a wire or electronic communication, or the records or other information sought, are relevant and
material to an ongoing criminal investigation. In the case of a State governmental authority, such a
court order shall not issue if prohibited by the law of such State. A court issuing an order pursuant to
this section, on a motion made promptly by the service provider, may quash or modify such order, if
the information or records requested are unusually voluminous in nature or compliance with such
order otherwise would cause an undue burden on such provider.

Records concerning electronic communication service or remote computing service may be
accessed by a governmental entity under a warrant or a court order, if the subscriber has given his
consent or pursuant formal written request to a law enforcement investigation concerning

communication can be accessed by law enforcement pursuant a search warrant.

98 18 U.S.C. § 2703 (¢ )

99 C. Doyle, “Privacy: An Overview of the Electronic Communications Privacy Act”, Congressional Research Service,
March 30, 2011, p. 42. Available at: http://www.fas.org/sgp/crs/misc/R41733.pdf [accesssed July 2012].

100“Electronic storage” means— (A) any temporary, intermediate storage of a wire or electronic communication
incidental to the electronic transmission thereof; and (B) any storage of such communication by an electronic
communication service for purposes of backup protection of such communication (18 U.S.C § 2510 (17))

101 Guest v. Leis, 255 F.3d 325, 338 (6th Cir. 2001).

102“Remote computing service” means the provision to the public of computer storage or processing services by means
of an electronic communications system (18 U.S.C § 2711 (2)). For instance, “Youtube” is a remote computing
service. See: Viacom v. YouTube, 2008 WL 2627388 (S.D.N.Y. 2008).
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telemarketing fraud.'” Access to record need not to be notify to customer or subscriber in any
case.'™ Two types of information are considered as records: subscriber information'® (Section 2703
(c)(2) ECPA) and electronic communication transactional records (Section 2703 (c)(1) ECPA).'®
The former are for example the names, the addresses, the length of the service, temporarily assigned
network addresses, the service payment information, including any credit card or bank account
number and the session times and durations.'”” The latter is a residual category. It contains for
example server logs, online profiles and screen name. '

Four important aspects regarding access to the content of stored electronic communication
and communication transaction records were amended by the USA PATRIOT Act. First, section 210
of the USA PATRIOT Act enlarges the scope of records of electronic communication accessible
pursuant a subpoena. Henceforth, credit card and bank account numbers are accessible to the law
enforcement officials.'” Second, section 212 of the USA PATRIOT Act allows service providers to
voluntarily disclose the content of electronic communication in case of emergencies.''’ Emergencies
encompass danger of death or serious physical injuries. Third, section 212 (b) of the USA PATRIOT
Act expressly allows service provider to disclose non-content information.'"' "'* The wording “non-
content information” refers to subscriber information (name, login records, network addresses...).
Finally, section 220 of the USA PATRIOT Act authorises nationwide service of search warrant for
electronic surveillance.

As such, these amendments are relatively minor. They don't modify the procedure relating to
the disclosure of customer communications or records. However, it is clear that cloud computing
providers can be targeted for such requests. Section 2703 of the ECPA regards cloud computing.
Indeed, requests for the content of stored electronic communication and communication transaction
records are directed to the electronic communication service or remote computing service.'"

103 18 U.S.C. § 2703 (c)

104 18 U.S.C. § 2703(c)(3).

105 Subscriber information is similar to what is called in E.U. law ‘traffic data’. Traffic data means “any data processed
for the purpose of the conveyance of a communication on an electronic communications network or for the billing
thereof” (art. 2 E-Privacy Directive). It may, “inter alia, consist of data referring to the routing, duration, time or
volume of a communication, to the protocol used, to the location of the terminal equipment of the sender or
recipient, to the network on which the communication originates or terminates, to the beginning, end or duration of a
connection. They may also consist of the format in which the communication is conveyed by the network™. (recital
15 E-Privacy Directive). See: Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002,
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112 C. Doyle, “Terrorism: Section by Section Analysis of the USA PATRIOT Act”, Congressional Research Report,
December 10, 2001, p. 9. Available at: http://epic.org/privacy/terrorism/usapatriot/RL31200.pdf [accessed June
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Service providers such as Youtube, Facebook or MySpace,'* or forum'® qualify as electronic

communication service or remote computing service.'"® Thus personal data of E.U. citizens using
these services may be disclosed to U.S. law enforcement under its request. Besides, service
providers themselves may, now, voluntarily disclose information in certain cases.

2.2.2.3. Pen Registers and Trap and Trace Devices

Law enforcement may obtain an authorization from a court upon “certification by the
applicant that the information likely to be obtained is relevant to an ongoing criminal
investigation”."'” The standard to obtain such an order is low since no probable cause has to be
proven. However, only non-content information can be accessed through a such a court order. The
aim of this type of order is to identify who a suspect is communicating with and when. A pen
registers and trap and trace devices order (hereinafter PR/TT) “shall apply to any person or entity
providing wire or electronic communication service in the United States whose assistance may

facilitate the execution of the order”.!®

Prior to the USA PATRIOT Act, information that could be intercepted was limited to phone
related data. “ "Pen register' device [...] identifies the telephone numbers dialled or pulsed from”
and a “ 'trap and trace' device [...] identifies the telephone numbers to a particular telephone

(incoming calls)”.'?

Section 216 of the USA PATRIOT Act extends the scope of information that can be accessed
pursuant a pen register or trap and trace order and adapts the terminology to fit with the modern
communication technologies (e.g. internet). Prior to the USA PATRIOT Act, section 3123 (b)(1) of
the ECPA referenced to the “telephone line” to which the pen register or trap and trace device could
be attached or applied to. Henceforth, the pen register or trap and trace device can be attached or
applied to a “telephone line or other facility”.'*® “Such facility includes [...] an Internet user account
or e-mail address; or an Internet protocol (IP) address, port number, or similar computer network

address or range of addresses”.'”!

Moreover, section 216 clarifies that PR/TT orders may be issued to obtain “dialling, routing,
addressing, or signalling information”.'” Currently, the term “pen register” is defined by the FISA
as meaning “a device or process which records or decodes dialling, routing, addressing, or
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signalling information transmitted by an instrument or facility from which a wire or electronic
communication is transmitted, provided, however, that such information shall not include the
contents of any communication, [...]”.'"* The term “trap and trace device” means “a device or
process which captures the incoming electronic or other impulses which identify the originating
number or other dialling, routing, addressing, and signalling information reasonably likely to
identify the source of a wire or electronic communication, provided, however, that such information
shall not include the contents of any communication”.'** Therefore, in any case, content information
is excluded from the scope of a Pen register or trap and trace device orders.

The terms “routing, addressing, or signalling”'® information deserve some explanations.
The wording “routing” information refers to internet use for either e-mail or browsing.'*® The
problem is that even if the content of communication cannot be accessed pursuant pen/trap order'?’,
“content cannot easily be separated from internet routing information”.'*® “Further, an order could
not be used to collect information other than dialling, routing, addressing, and signaling’
information, such as the portion of a URL (Uniform Resource Locator) specifying Web search

terms or the name of a requested file or article”.'*’

2.3. Foreign Intelligence Surveillance Act Order
2.3.1. Background Information on the Foreign Intelligence Surveillance Act

Foreign Intelligence Surveillance Act™® (hereinafter FISA) was enacted following the
“Keith case”.”" In this case, the U.S. Supreme Court found that every administration engaged in
electronic surveillance without prior judicial approval since the 30's.

Therefore, the Congress voted in 1978 the FISA to create a statutory framework for the use
of electronic surveillance to collect a certain type of information, “foreign intelligence
information”,'*? about a “foreign power” or an “agent of a foreign power”.'** The terms “foreign
intelligence information” refer to information necessary to protect the United States against actual
or potential attack, international terrorism or clandestine intelligence activities. A “foreign power”
means a faction of a foreign nation or nations, not substantially composed of United States persons
and an “agent of a foreign power” means any person other than a United States person, who
engages in international terrorism. Thus, FISA governs primarily the gathering of information
relating to terrorism activities conducted by foreigners. However, the FISA govern also the
gathering of foreign intelligence information regarding foreign affairs.'**
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%20Module%20V.htm [accessed May 2012].

127 18 USC, § 3121, ( ).

128 Anon., “The USA PATRIOT Act, Foreign Intelligence Surveillance and Cyberspace Privacy”, o.c.
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The FISA provides government agencies (e.g. the FBI) with a statutory framework by which
they can obtain authorization to conduct electronic surveillance,”> physical searches,"* utilize pen
registers and trap and trace devices,”’ and access specified business record and any tangible
things."® Although some exceptions exist, the Foreign Intelligence Surveillance Court (hereinafter
FISC) is the judicial body empowered to grant government agencies authorization in order to
conduct these actions. Different standards apply for each type of FISA order. Besides, each FISA
order gives access to a different type of information. Therefore, they will be analysed in different
sections following the order provided above. Following this, amendments made by the USA
PATRIOT Act and subsequent measures will be reviewed in order to understand what difference
they make.

2.3.2. FISA Orders for Electronic Surveillance

FISA orders for electronic surveillance give access to the contents of any wire or radio
communication."”” The wording “wire communication” is defined by the FISA as “any
communication while it is being carried by a wire, cable, or other like connection furnished or
operated by any person engaged as a common carrier in providing or operating such facilities for
the transmission of interstate or foreign communications”.'*® Besides, the content of wire
communication refers to “the identity of the parties to such communication or the existence,
substance, purport, or meaning of that communication”."! “FISA applies both when foreign agents
are physically located within the United States and when foreign agents’ communications are routed
through the United States. FISA does not apply to communications occurring wholly outside of

United States territory”.'*

Aggrieved persons are not allowed to claim any damage to “any provider of a wire or
electronic communication service, landlord, custodian, or other person (including any officer,
employee, agent, or other specified person thereof) that furnishes any information, facilities, or

technical assistance”.'**

Whether or not a court order is necessary to issue a FISA order for electronic surveillance
depends on the targeted persons. The Attorney General may authorize surveillance without a court
order provided that communication occurred “exclusively between or among foreign powers”.'* It
means that there must be “no substantial likelihood that the surveillance will acquire the contents of
any communication to which a United States person is a party”.'* Requirements to issue a FISA
electronic surveillance order are low. No predicate crime is required and no “probable cause” that
the law is being violated has to be proven.

Section 1804 of the FISA governs FISA order for electronic surveillance of wire
communication non “exclusively between or among foreign powers”. An application for a court
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order shall include a statement of the facts and circumstances relied upon by the applicant to justify
his belief that the target of the electronic surveillance is a foreign power or an agent of a foreign
power,'* a description of the nature of the information sought and the type of communications or

activities to be subjected to the surveillance.'"’

Three sections of the USA PATRIOT Act amends the FISA. First of all, the section 206 of
the USA PATRIOT Act amend FISA to allow “roving or multipoint wiretaps”.'** Prior to the
enactment of this provision, the location or facilities subject to the surveillance and the third parties
assisting the government (e.g. a cloud computing provider) had to be identified."** It was difficult to
identify the third parties when a suspect thwarted the identification of any assisting third party by
“rapidly changing hotel accommodations, cell phones, Internet accounts, etc, just prior to important
meetings or communications”."” Therefore, section 206 allowed FISA orders to be directed at
“other person” to assist with electronic surveillance if the “Court finds that the actions of the target
of the application may have the effect of thwarting the identification of a specified person, such

other persons™."!

Secondly, section 207 of the USA PATRIOT extended the duration of the FISA Electronic
Surveillance Orders up to 120 days, with extensions for up to one year.'”* This amendment will have
for effect to facilitate the gathering of personal data.

Finally, Section 218 of the Patriot Act expands the use of FISA requests. Orders may be
issued on condition that foreign intelligence gathering is "a significant purpose” of the
investigation. Formerly, this requirement was formulated differently. Indeed, orders could be issued
as long as the intelligence gathering was the “primary purpose”. Therefore, this change allows the
FBI to obtain FISA orders in situations where an investigation is mainly of criminal nature.'> “The
more lenient standards that the government must meet under FISA (as opposed to the stringent
requirements of Title III) are justified by the fact that FISA's provisions facilitate the collection of
foreign intelligence information, not criminal evidence. This traditional justification is eliminated
where the lax FISA provisions are applicable to the interception of information relating to a
domestic criminal investigation. The change is a serious alteration to the delicate constitutional

balance reflected in the prior legal regime governing electronic surveillance”.'™*

Also, some fear that U.S. Authorities will “use spying and terrorism as an excuse for”'*
gathering foreign intelligence information. “They point to the fact that the number of intelligence
wiretaps now exceeds the number of criminal taps. Since these probes are conducted in secret, with
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little oversight, abuses could be difficult to uncover”.'*

Cloud computing provider might be requested to provide assistance to execute an electronic
surveillance.”” Provider of wire or electronic communication service can be asked to provide
assistance to execute an electronic surveillance. Some providers of wire or electronic
communication services are providers of cloud computing services. Therefore, cloud computing
providers may provide assistance. As an example, a type of Skype conversation could be
intercepted'®. Thus, FISA order for electronic surveillance could give the U.S. authorities access to
certain wire communication of E.U. citizens in the cloud.

2.3.3. FISA Order for Physical Searches

Physical search is “solely directed at premises, information, material, or property used
exclusively by, or under the open and exclusive control of, a foreign power or powers."*’ Besides,
the physical intrusion must take place in the United States.'® As data centers located in the U.S. are
unlikely to be a property used exclusively by, or under the open and exclusive control of a foreign
power, FISA physical search order is of little relevance for the purpose of this study.

2.3.4. FISA Pen Register or Trap and Trace Device Orders.

Prior to the enactment of the USA PATRIOT Act, pen register or trap and trace orders could
give law enforcement access to the numbers dialled and received by a telephone. Besides, the
purpose of FISA pen register or trap and trace orders was limited to investigations to gather
information relevant to a foreign intelligence or international terrorism investigation and upon
certification that the communications monitored would likely be those of an “agent of a foreign

power” 161

Sections 214 of the USA PATRIOT Act amends the FISA pen register or trap and trace
device procedure. Section 214 of the USA PATRIOT Act reads as follow:

156 1bid.

157 In this sense: R. L. Krutz & R. D. Vines, Cloud Security: A Comprehensive Guide to Secure Cloud Computing,
Indianapolis, Wiley, 2010, p. 139; W. Maxwell & C. Wolf, “Global Reality: Governmental Access to Data in the
Cloud”, 4 Hogan Lovells White Paper, May 23, 2012, p. 5. Available at:
http://www.hoganlovells.com/files/Publication/80a807{2-e619-41dc-98e4-
e6a7b5f6c5t8/Presentation/PublicationAttachment/0fc74c1d-4dc0-4cle-9abe-eb50ae5679c4/Hogan%20Lovells
%20White%20paper%20-%20Government%?20access%20t0%20data%20in%20the%20cloud.pdf [accessed June
2012].

158 Does FISA order for electronic surveillance apply to Google Docs? There is not clear-cut answer. However, it could
be considered that Google Docs allows its users to communicate as the cloud computing service allows its users to
share their work with other users.

159 50 U.S.C. § 1822 (a) (A) (1).

160 50 U.S.C. § 1821.

161 50 U.S.C. § 1842 (c)(3) (2000 ed.).
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SEC. 214. PEN REGISTER AND TRAP AND TRACE AUTHORITY UNDER FISA.

(a) APPLICATIONS AND ORDERS.—Section 402 of the Foreign Intelligence Surveillance Act

of 1978 (50 U.S.C. 1842) is amended—

(1) in subsection (a)(1), by striking ““for any investigation to gather foreign intelligence

information or information concerning international terrorism” and inserting ““for any

investigation to obtain foreign intelligence information not concerning a United States person or to

protect against international terrorism or clandestine intelligence activities, provided that such

investigation of a United States person is not conducted solely upon the basis of activities

protected by the first amendment to the Constitution”;

2) by amending subsection (c)(2) to read as follows: “(2) a certification by the applicant that

the information likely to be obtained is foreign intelligence information not concerning a United
States person or is relevant to an ongoing investigation to protect against international terrorism or

clandestine intelligence activities, provided that such investigation of a United States person is not

conducted solely upon the basis of activities protected by the first amendment to the

Constitution.”;

(3) by striking subsection (c)(3); and

(4) by amending subsection (d)(2)(A) to read as follows:

“(A) shall specify—

(1) the identity, if known, of the person who is the subject of the investigation;

“(ii) the identity, if known, of the person to whom is leased or in whose name is listed the

telephone line or other facility to which the pen register or trap and trace device is to be attached or
applied;

“(iii) the attributes of the communications to which the order applies, such as the number or other
identifier, and, if known, the location of the telephone line or other facility to which the pen

register or trap and trace device is to be attached or applied and, in the case of a trap and trace
device, the geographic limits of the trap and trace order.”.

(b) AUTHORIZATION DURING EMERGENCIES.—Section 403 of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1843) is amended—

(1) in subsection (a), by striking “foreign intelligence information or information concerning
international terrorism” and inserting “foreign intelligence information not concerning a United
States person or information to protect against international terrorism or clandestine intelligence
activities, provided that such investigation of a United States person is not conducted solely upon

the basis of activities protected by the first amendment to the Constitution”; and

(2) in subsection (b)(1), by striking ““foreign intelligence information or information concerning
international terrorism” and inserting ““foreign intelligence information not concerning a United
States person or information to protect against international terrorism or clandestine intelligence
activities, provided that such investigation of a United States person is not conducted solely upon

the basis of activities protected by the first amendment to the Constitution”.

Section 214 (a) (1) of the USA PATRIOT Act expands the purpose for which FISA pen
register or trap and trace device orders may be used. Such an order may, now, be authorized “for
any investigation to obtain foreign intelligence information not concerning a United States person
or to protect against international terrorism or clandestine intelligence activities”. Thus, it is no
longer necessary to show that the suspect was communicating with an “agent of a foreign power”.
As a result, obtaining a FISA Pen register or trap and trace device order is less burdensome than
before. Besides, section 214 prohibits any investigation involving a United States person that is
“conducted solely upon the basis of activities protected by the first amendment to the
Constitution”.'® The same prohibition applies with respect to emergency procedure (Section 214 (b)
USA PATRIOT Act). Therefore, E.U. citizens are more likely to be the target of such an order than a
U.S. person.

Also, section 128 (a) of the USA PATRIOT Improvement and Reauthorization Act specifies
what customer information relating to the use of the service may be requested. These information
include, for example, the name, the address, the temporarily assigned network address or associated

162 50 U.S.C. § 1842, (a), (1).
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routing or transmission information, the number of credit card, etc.'® “The information to be made
available is more extensive than what is available under 18 U.S.C. 2709, or to law enforcement
officials, but it is not as extensive as the scope of information under a FISA section 215 “tangible

item” order”.'®*

Currently, the “pen register” definition and the “trap and trace device” definition are
identical to the definitions applicable in criminal law enforcement investigation (see supra). Here
also, in any case, content information is excluded from the scope of a FISA Pen register or trap and
trace device orders.

The procedure to obtain such a FISA order directed at a provider of a wire or electronic
communication service is relatively simple. The Attorney General or a designated attorney for the
Government may make an application for an order to a judge who shall enter an ex parte order.'® '
Orders are issued by the judge upon the FBI's certification that the information are relevant for the
need of the investigation.'” Besides, it is not required that the target of the order be notified.'*®

So, the USA PATRIOT Act gives government access to routing information pursuant a FISA
pen register or trap and trace device orders issued at a low threshold. Besides, there remains a risk
that content information would be disclosed. Pen register or trap and trace orders could potentially
be used to accessed U.E. citizens' personal data.

2.3.5. FISA Order for Business Records and Other Tangible Things

Section 215 of the USA PATRIOT Act amends the FISA to reduce the complexity of the
procedure that needs to be followed by the Federal Bureau of Investigation to access a broadened
range of business records and other tangible things.'® More precisely, changes were brought to the
standard of review (1), the scope of documents subject to FISA was broadened (2), a “gag”
provision was introduced in the FISA order (3) and finally orders are issued on a ex parte basis (4).

This provision, originally set to expire on December 31, 2005, was extended multiple times
until June 1, 2015.'°

163 50 U.S.C. § 1842 (d).
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Section 215 of the USA PATRIOT Act reads as follows:

SEC. 215. ACCESS TO RECORDS AND OTHER ITEMS UNDER THE FOREIGN
INTELLIGENCE SURVEILLANCE Act.

Title V of the Foreign Intelligence Surveillance Act of 1978

(50 U.S.C. 1861 et seq.) is amended by striking sections 501 through 503 and inserting the following:

“SEC. 501. ACCESS TO CERTAIN BUSINESS RECORDS FOR FOREIGN INTELLIGENCE AND
INTERNATIONAL TERRORISM INVESTIGATIONS.

“(a)(1) The Director of the Federal Bureau of Investigation or a designee of the Director (whose rank
shall be no lower than Assistant Special Agent in Charge) may make an application for an order
requiring the production of any tangible things (including books, records, papers, documents, and other
items) for an investigation to protect against international terrorism or clandestine intelligence
activities, provided that such investigation of a United States person is not conducted solely upon the
basis of activities protected by the first amendment to the Constitution.

“(2) An investigation conducted under this section shall—

“(A) be conducted under guidelines approved by the Attorney General under Executive Order 12333
(or a successor order); and

“(B) not be conducted of a United States person solely upon the basis of activities protected by the
first amendment to the Constitution of the United States.

““(b) Each application under this section—

“(1) shall be made to—

“(A) a judge of the court established by section 103(a);

or ““(B) a United States Magistrate Judge under chapter 43 of title 28, United States Code, who is

publicly designated by the Chief Justice of the United States to have the power to hear applications
and grant orders for the production of tangible things under this section on behalf of a judge of that
court; and 50 USC 1861.

*“(2) shall specify that the records concerned are sought for an authorized investigation conducted in
accordance with subsection (a)(2) to obtain foreign intelligence information not concerning a United
States person or to protect against international terrorism or clandestine intelligence activities.

“(c)(1) Upon an application made pursuant to this section, the judge shall enter an ex parte order as
requested, or as modified, approving the release of records if the judge finds that the application meets
the requirements of this section.

“(2) An order under this subsection shall not disclose that it is issued for purposes of an investigation
described in subsection (a).

““(d) No person shall disclose to any other person (other than those persons necessary to produce the
tangible things under this section) that the Federal Bureau of Investigation has sought or obtained
tangible things under this section.

“(e) A person who, in good faith, produces tangible things under an order pursuant to this section shall
not be liable to any other person for such production. Such production shall not be deemed to constitute
a waiver of any privilege in any other proceeding or context.

“SEC. 502. CONGRESSIONAL OVERSIGHT.

““(a) On a semiannual basis, the Attorney General shall fully inform the Permanent Select Committee
on Intelligence of the House of Representatives and the Select Committee on Intelligencen of the
Senate concerning all requests for the production of tangible things under section 402.

“(b) On a semiannual basis, the Attorney General shall provide to the Committees on the Judiciary
of the House of Representatives and the Senate a report setting forth with respect to the preceding 6-
month period—

(1) the total number of applications made for orders approving requests for the production of tangible
things under section 402; and

““(2) the total number of such orders either granted, modified, or denied.”.

First of all, the standard of review was lowered. Previously, in order to get a court order to
access business records, law enforcement had to prove “specific and articulable facts” that gave
reason to believe that the target of the search was “a foreign power or an agent of a foreign power”.
Law enforcement had to prove that the object of the search was for a foreign intelligence or foreign
terrorism investigation purpose. Section 215 lowered down the applicable standard to carry out a
search. As originally enacted, it was sufficient to specify that the requested records were sought for
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foreign intelligence, international terrorism or espionage investigation.'”! It meant that

particularized suspicion was not required for a court order to be issued. Indeed, the FBI did not need
to “show probable cause, nor even reasonable grounds to believe, that the person whose records it
seeks is engaged in criminal activity”.'> The 2005 USA PATRIOT Improvement and
Reauthorization Act subsequently changed the standard. Government agencies can seek an order
before the Foreign Intelligence Surveillance Court as long as “a statement of facts showing that
there are reasonable grounds to believe that the tangible things sought are relevant to a [foreign

intelligence, international terrorism, or espionage investigation]”.'”

Secondly, the scope of document subject to compulsory production was enlarged. Prior to
the USA PATRIOT Act, only some kind of companies could be served with a FISA order (e.g.
hotels and motels, automobile rental agencies and storage rental facilities).'” Section 215 authorizes
production of “any tangible things” from any individual or organization (hospitals, bookshops,
businesses...) for an investigation “to obtain foreign intelligence information not concerning an
United States person or to protect against international terrorism or clandestine intelligence
activities”.'” Besides, there is no limitation on the number of records that can be requested by virtue
of a single order."” This means that a single order could give access to an entire data base.'”’

The term “any tangible things” has raised controversies as to whether electronic data are
included in the definition. On the one hand, the word “tangible” is defined by the dictionary as
something “perceptible by touch”.'” Besides, the Act clears up the meaning of “any tangible things”
by giving a few examples. It includes “books, records, papers, documents and other items”. In this
sense, the Department of Justice has expressed that it is unlikely that the FBI uses a FISA order to
access electronic data.'” However, the wording “tangible things” was later interpreted as including
“floppy disks, data tapes, computers and their hard drives, and any type of record in any format”.'®
Therefore, the term “tangible thing” would be deemed to include data electronically stored in the

cloud.”" Tt is hard to consider that electronic personal data as such are “tangible things” since they

171 Pub. L. No 107-56, § 215.
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Aclu.org. Available at:
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are incapable of being touched. Supporting this claim, Courts in insurance law matters did not reach
the conclusion that data stored in computers constitute “tangible property”.'® So, requesting hard-
drives containing personal data fall within the scope the interpretation of “tangible things”.
However, requesting the transfer of electronic personal data without seizing any hard-drive would
be a far reaching interpretation of “tangible things”.

Thirdly, a “gag” provision is, now, included in FISA orders for tangible things meaning that
the party served with such an order is prohibited from disclosing the existence of the order or the
fact that information were transferred to the government.'® Non respect of this rule might be
punished by an imprisonment or a fine.'®* For example, a cloud service provider served with such an
order is not allowed to inform the targeted customers. The USA PATRIOT Improvement and
Reauthorization Act of the 2005 limits the negative impact of the “gag provision” by authorizing the
recipients of a FISA order to contest the gag provision after a period of time of one year.'®

Finally, court order is issued on an ex parte basis. This means that the subject of an order
cannot intervene in the proceeding.

Among FISA orders, the order for Business Records and other Tangible Things is the most
privacy invasive. On basis of such an order, cloud computing provider's hard-drive containing a lot
of personal data about their customers could be seized.

What is the impact of FISA order for tangible things on data protection? Section 215 of the
Patriot Act turns out to be especially privacy invasive for non U.S. residents. It can't be relied upon
section 215 to target U.S. residents with FISA order for tangible thing if the search regards activities
protected by the First Amendment of the U.S. Constitution (e.g. freedom of speech, press, religion).
However, this section is well applicable to non U.S. residents even when these activities are at stake
since the First Amendment applies only to persons residing in the U.S."® Besides, the Fourth
Amendment which prohibits unreasonable searches is not applicable to non-U.S. citizens or
residents located outside the United States.'*’

Section 215 opens the door to privacy invasive actions. But to what extent are FISA orders
actually used to access personal data? As stated in 2005 by the “Electronic Privacy Information
Centre”, FISA order were used to access driver's license records, public accommodation records,
apartment lease records, credit card records, and telephone subscriber records.'™ Also, real estate
agents, car dealers, casinos, jewellers, boat dealers, insurance brokers, and Internet services
providers are the businesses the most at risk to be targeted by a FISA order.'™ Through those
companies, it is customers' data that are at risk.

According to some other sources of information, less than 10 business records applications
were filed to the Foreign Intelligence Surveillance Court to obtain a FISA order between 2001 and

182 J. N. Love and A. F. Ketchen, “Physical But Not Tangible: Electronic Data Losses”, (RKMC law firm), November
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2003." More recently, in 2010, the US government filed 96 applications for the same purpose, '
and in 2011, 205 applications were filed."* Thus, while the amount of applications is growing, it
remains still at a relatively low level. Alex C. Lakatos outlines three reasons explaining why only a
relatively low number of applications are filed: strong protest from the public in general,
availability of more efficient means to obtain data, FBI politics."” In an article that makes the
apology of the US patriot Act, he concludes that this “Patriot Act tool poses little risk for cloud
users”."”* However, the amount of records actually disclosed remains uncertain since there is no
limitation on the number of records that can be disclosed by virtue of a single order. The Twitter
case illustrates this assertion.'” Therefore, it would be hazardous to agree with Lakatos that the risk
is low for cloud users based only on the number of applications. Moreover, no one knows how the
amount of request will evolve in the future. It remains hard to assess the amount of E.U. citizens'
data that were requested by FISA orders since the USA PATRIOT Act entered into force since
neither the FISA annual report nor any other source gives any direction on that regard.
Nevertheless, “many commercial cloud computing providers, such as Microsoft and Google, are
potentially subject to such requests, which can be a source of concern for potential non-U.S.
customers”.'® Thus, taking into account the low threshold at which FISA order for tangible items
are issued, the increasing number of applications made per years and, the large amount of personal
data they may give access to, this legal instrument is a potentially a threat for data protection right
of E.U. citizens.

2.3.6. Lone Wolf Provision

The “lone wolf” provision was introduced by section 6001 of the Intelligence Reform and
Terrorism Prevention Act of 2004 (hereinafter IRTPA)'” and amends the FISA."® Prior to the
IRTPA, the FISC could only approve a FISA order if probable cause existed to believe that the
object of the FISA order was owned or used by a foreign power or its agent.'” An agent of a foreign
power is broadly defined as an individual “involved in international terrorism for or on behalf of
those groups”.*”® However, demonstrating probable cause to believe that an individual forms a part
of a terrorism group turned out to be too difficult in some circumstances.*"’

Section 6001 of the IRTPA eliminated this requirement by providing that any person other
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/doj/fisa/2010rept.pdf [accessed January 2012].

192 U.S. Department of Justice, “2011 Annual Report to Congress”, April 30, 2012. Available at:
http://www.fas.org/irp/agency/doj/fisa/2011rept.pdf [accessed May 2012].

193 A. C. Lakatos, “United States: The USA Patriot Act and the Privacy of data Stored in the Cloud”, o.c., p. 2.

194 Ibid.

195 More that 600.000 people's personal data were at stake in this case. See supra.

196 A. Igbal, B. Black, C. Fisher, J. Cella, J. Abrams, M. Dugi & R. Leventhal, “Cloud Computing & National Security
Law”, The Harvard Law National Security Research Group, p. 20. Available at: http://www.lawfareblog.com/wp-
content/uploads/2010/10/Cloud-Final.pdf [accessed June 2012].

197 Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. 108-458, 118 Stat. 3638, approved December
17,2004.

198 Strictly speaking, the “lone wolf” provision do not form a part of the USA PATRIOT Act. However, it is often
analysed as such.

199 50 U.S.C. § 1821-1824 (2001).

200 E.C. Liu, “Amendments to the Foreign Intelligence Surveillance Act (FISA) Extended Until June 1, 2015, o.c., p.
6.

201 Investigations about Zacarias Moussaoui, an individual believed to be responsible for the 9/11 attacks, were
hindered due to the facts that FBI agents weren't able to demonstrate that he was an agent of a foreign power.

30



than a United States person who engages in international terrorism or activities in preparation
therefore are considered as agents of a foreign power.?”?

Due to this fact, in order to target an individual by a FISA order it is no longer necessary to

“provide an evidentiary connection between an individual and a foreign power”.*”

As a result, requirements to issue a FISA order are lowered. Therefore, it could be expected
that the number of FISA orders will increase in the next years. Also, the provision targets
specifically persons other than citizens or permanent residents of the U.S. Finally, the new standard
could lead to “FISA serving as a substitute for some of our most important criminal case”.*
However, the “lone wolf” provision does not target specifically cloud users. Besides, and more

importantly, the “lone wolf” has not yet been used in an investigation.*”

2.4. National Security Letter: Section 505 of the USA PATRIOT Act

A National Security Letter (hereinafter NSL) is legal instrument comparable to
administrative subpoena that “seek customer and consumer transaction information in national
security investigations from communications providers, financial institutions, and credit
agencies”.”* 27 Unlike with warrants in criminal investigation or with FISA orders, federal officials
may issue a NSL without the prior approval of a judge. NSLs and FISA orders for tangible things
are corresponding in some respect. Like FISA order for tangible things, NSLs gives access to
business records for national security investigation purpose. However, the scope of data that may be
requested with a NSL is limited to non-content information. Besides, the amount of NSLs issued by
year exceeds by far the number of FISA orders for tangible things.

Prior to the adoption of the Patriot Act, the U.S. had already four statutes authorizing certain
government agencies, primarily the FBI, to issue NSLs: the Right to Financial Privacy Act,**® the
National Security Act,”” the Fair Credit Reporting Act,’® and the Electronic Communications
Privacy Act (hereinafter: ECPA).*"! The USA PATRIOT Act added a fifth one and amended three of
existing ones. For the purpose of this study, the ECPA is especially interesting as it regards wire or
electronic communication service provider.

The section 505 of the Title V of the USA PATRIOT Act, entitled “Removing Obstacles to
Investigating Terrorism”, facilitates the issuance of NSLs under the ECPA. This section reads as
follows:
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SEC. 505. MISCELLANEOUS NATIONAL SECURITY AUTHORITIES.

(a) TELEPHONE TOLL AND TRANSACTIONAL RECORDS.—Section 2709(b) of title 18,
United States Code, is amended—

(1) in the matter preceding paragraph (1), by inserting

““at Bureau headquarters or a Special Agent in Charge in a Bureau field office designated by the
Director” after ““Assistant Director’’;

(2) in paragraph (1)—

(A) by striking ““in a position not lower than Deputy Assistant Director”’; and

(B) by striking “made that” and all that follows and inserting the following: ‘““made that the name,
address, length of service, and toll billing records sought are relevant to an authorized investigation to
protect against international terrorism or clandestine intelligence activities, provided that such an
investigation of a United States person is not conducted solely on the basis of activities protected by
the first amendment to the Constitution of the United States; and’’; and

(3) in paragraph (2)—

(A) by striking “in a position not lower than Deputy Assistant Director”’; and

(B) by striking “made that and all that follows and inserting the following: ‘““made that the
information sought is relevant to an authorized investigation to protect against international terrorism
or clandestine intelligence activities, provided that such an investigation of a United States person is
not conducted solely upon the basis of activities protected by the first amendment to the Constitution
of the United States.”.

Section 505 of the USA PATRIOT Act gives, first, the government the power to issue NSLs
in any case that is “relevant to an authorized investigation to protect against international terrorism
or clandestine intelligence activities”.*'* The requirement that the records sought pertain to a foreign
power or an agent of a foreign power no longer exists. As a result, NSLs may be issued even when
“the precise relationship (if any) of a subject to a specific terrorist organization or other foreign
power has yet to be established. It also means that information is more likely to be gathered from
people several steps removed from a foreign power or its agents and is more likely to pertain to
individuals no ultimately of interest”.*"* Second, it expands the FBI's authority to serve NSL beyond
its headquarters to its 56 field offices.** *'* Finally, it limits the NSL's reach for United States
person. These cannot be the object of an investigation “conducted solely upon the basis of activities
protected by the first amendment to the Constitution of the United States”. Thus, “the amendments
allowed NSL authority to be employed more quickly (without the delays associated with prior
approval from FBI headquarters) and more widely (without requiring that the information pertain to

a foreign power or its agents)”.*'®

The USA PATRIOT Improvement and Reauthorization Act has brought two major changes
regarding the confidentiality requirement and the judicial review of both the NSLs and the
confidentiality requirement that attend them. Prior to the USA PATRIOT Improvement and
Reauthorization Act, the recipients of a NSL were prohibited from disclosing that the FBI has
sought information. Section 116 of the USA PATRIOT improvement and Reauthorization Act
brought a change to the confidentiality rule. Now, the wire or electronic communication service
providers may disclose that the FBI has sought or obtained access to certain information to any
person unless the FBI has decided otherwise. Besides, in any case, the recipient is not bound to

212 This standard is less strict than the probable cause standard to obtain a search warrant.
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215 U.S. Dept. of Justice - Office of the Inspector General, “A Review of the FBI’s Use of NSLs”, March 2007.
Available at: www.usdoj.gov/oig/special/s0703b/final.pdf [accessed February 2012].

216 C. Doyle, “National Security Letters in Foreign Intelligence Investigations: Legal Background and Recent
Amendments”, Congressional Research Service, September 8, 2009, p. 4. Available at:
http://www.fas.org/sgp/crs/intel/R1.33320.pdf [accessed June 2012].
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secrecy when disclosure in necessary to comply with the request or to obtain legal advice.?'” *'®

Then, section 115 of the USA PATRIOT improvement and Reauthorization states that the
recipient may challenge the confidentiality requirement before a court. Besides, the recipients may
also petition and be granted an order aiming to “modify or set aside the request if compliance would
be unreasonable, oppressive, or otherwise unlawful”.

Under ECPA, section 2709, the FBI may request from wire or electronic communication
service providers information relating to their customers. They are the customer's name, address,
length of service and billing record. The purpose of a NSL under ECPA is to acquire information
relevant “an authorized investigation to an investigation to protect against international terrorism or
clandestine intelligence activities”.

The analysis of the impact of National Security Letters on data protection in the cloud
connects to the idea of how the cloud industry and the cloud users are affected by the NSL'’s.

Although some authors argue that the USA PATRIOT Act only brought minor changes to
the NSL statutes and that the impact of NSLs on privacy is not that significant,?" it is clear that the
cloud industry and cloud users are affected in a great measure by the NSLs.

First of all, it should be kept in mind those authors express their opinion in a way that makes
the “apology” of the US Patriot Act.

Secondly, even if the scope of data that can be accessed pursuant NSLs is limited to non-
content information, the quantity of NSLs issued by years has significantly increased since the
enactment of the USA PATRIOT Act. Numbers regarding NSLs concerning United States person
are published by the U.S. Department of Justice.”® Even if those numbers only regard U.S. persons,
they give an idea of what the worldwide tendency could be.

Year 2005 2006 2007 2008 2009 2010 2011

Numbers 9254 12583 16804 24744 14788 24287 16511
Table II: NSL - figures

Moreover, it should be noted that the major part of these requests regarded telephone or e-
mail communication meaning that cloud computing providers, among others, are heavily targeted
by NSLs.”' As a result, the amount of data that need to be transferred to U.S. authorities is so
important that certain electronic communications service providers served with NSLs no longer
comply with all requests.””* This tendency which began in late 2009 was revealed by the FBI in a
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response to a question from the Senate Judiciary Committee. On the one hand, this factual situation
limits the invasion of privacy in the cloud. How long this factual situation will continue is, however,
uncertain. On the other hand, it implies that the amount of requests is so important that some cloud
providers are overloaded and turn out to be unable to answer all of them.

Thirdly, cloud computing providers often disclose more data than actually requested. By
doing so, they make sure that they fully comply with a NSL. Also, they avoid wasting time looking
for the exact data in the server. While it would be possible for cloud computing providers to
disclose the strict minimum of information and thus cooperate with the U.S. authorities in the lesser
way, most cloud users have very limited power to request this from their cloud computing provider.
Conversely, Lakatos argues that “users also can reasonably ask that their cloud service providers
limit what they share in response to a NSL to the minimum required by law. If cloud service
providers do so, then their customers’ data should typically face only minimal exposure due to
NSLs”.** How can users “ask” their cloud provider to share only the minimum required by law
since the contracts are usually not negotiated? In the scenario of an important company, this could
be conceivable. However, individual users have no or very limited power to do this kind of request.
Moreover, is this “minimum” of information not already too much?

While it is clear that NSLs can give personal information in the cloud, their impact of E.U.
citizens remain difficult to assess.

2.5. Comparison of NSL and FISA Order

As a matter of clarification, NSL and FISA orders will be compared in this section.
Although NSL and FISA order share common characteristics, they are a significant differences
between these two legal instruments. For more readability, the compared features will be presented
in a table.

Features / Legal Instrument | FISA order NSL
Purpose Access of data “justified by national | Idem.
interests other than criminal law
enforcement™.***
Legal source Foreign Intelligence Surveillance There are five NSL statutes.

Act which is part of the Title 50
U.S.C entitled “War and National

Defence”.

Sunset Section 215 is supposed to sunset in | Amendments made to the NSL
2015. are permanent.

Procedural process Approval from the FISC is No court approval is required.
necessary to issue a FISA order. NSLs are issued by federal

agency officials.

Scope of data accessible |Broad scope. Relates to content|Narrow scope. Relates to non-
information. content information.

personal-internet-usage-data/2011/10/25/gIQAM7s2GM _story.html [accessed February 2012].
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224 E. C. Liu, “Amendments to the Foreign Intelligence Surveillance Act (FISA) Extended Until June 1, 20157, o.c., p.
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Gag order In principle, a “gag order” attend |In principle, no “gag order”.
FISA order.

Number of orders Low. High.
Table III: Comparison: NSL -FISA order

2.6. Conclusion

The USA PATRIOT Act amends a broad series of laws. We are interested in those governing
U.S. authorities access to data in criminal investigation, foreign intelligence investigation and
national security.

Thus, USA PATRIOT Act did not create any new instrument as such. Instead, it bolstered
existing ones. First, it adapts the language of existing law to make them applicable to new
technologies (pen register, tap and trace device, electronic communication). Although none of these
adaptations target cloud computing as such, it made possible the access of data stored by third party
in the cloud. Second, it facilitates the issuance of disclosure order by lowering the substantial and
procedural standards that need to be met. Third, it expands the scope of data accessible pursuant
certain kind of order (e.g. FISA order for tangible things).

Among those bolstered legal instruments, two instruments have particularly raised concerns
in the cloud computing community. They are so-called national security letters and the FISA order
for tangible things. Both could be used to access data stored in the cloud. While the NSLs only give
access to non-content information, their number is significant and has been rising since the
enactment of the USA PATRTIOT Act. Besides, although, the number of FISA order for tangible
things remains at a low level, the scope of data accessible is really broad. Therefore, they represent
the greatest cause of worrying.

It remains difficult to determine how many orders have targeted E.U. citizens. However, the

rising number of orders issued by year increases, without any doubt, the likelithood that E.U.
citizens' personal data are disclosed to U.S. authorities.
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Chapter 3. European Union Data Protection

The U.S. authorities have powerful tools, enhanced by the USA PATRIOT Act, to require
customers' personal data from cloud computing providers. Disclosure orders issued by the U.S. may
result in the disclosure of personal data protected by the E.U. law, particularly the Data Protection
Directive (hereinafter: DPD).** The applicability regime of the DPD and the jurisdictional scope of
the U.S. law may conflict. The result is that cloud computing providers may be subject to the
obligations of the DPD and those from the U.S. at the same time. Mutual legal assistance treaties
exist to avoid this conflict of jurisdiction.

First, the cloud actors will be described. Secondly, the scope of applicability of the DPD
will be explained. The third part of the Chapter sets forth the obligations resulting from the
applicability of the DPD. Among those obligations, a particular one, legitimate processing, will be
deeply analysed in the fourth part of this chapter. Finally, rules on transfer of data and cooperation
treaty will be reviewed.

3.1. A trilateral Relationship: Controller, Processor and Data Subject

This section aims to identify the actors of cloud computing and the complex relationships
they entertain with each other giving, thus, a clear a picture of what cloud computing is from a legal
point of view. There are three main actors in the cloud computing relationship: the controller, the
processor and the data subject. After having defined the cloud actors, I will underline the fact the
distinction is not that clear cut. Finally, their respective obligations will be set forth. The DPD
defines all three actors.

The “data subject” is the natural person “who can be identified, directly or indirectly, in
particular by reference to an identification number or to one or more factors specific to his physical,
physiological, mental, economic, cultural or social identity” and whose personal data are processed.
226

The controller is “the natural or legal person, public authority, agency or any other body
which alone or jointly with others determines the purposes and means of the processing of personal
data; where the purposes and means of processing are determined by national or Community laws
or regulations, the controller or the specific criteria for his nomination may be designated by
national or Community law”.?*” Therefore, to be qualified as a controller one must be position to
take the decision regarding the “purpose and means of the processing”.

The processor is “a natural or legal person, public authority, agency or any other body which
processes personal data on behalf of the controller”.?*® Therefore, the processor is the one which
acts according to the instruction of the controller without taking any decision regarding “purpose
and means of the processing”. It only executes material acts. “Processing of personal data” is
defined by the DPD as “any operation or set of operations which is performed upon personal data,
whether or not by automatic means, such as collection, recording, organization, storage, adaptation
or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise

225 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data, O.J. L n 28,
November 23, 1995, p. 31.

226 Art. 2 (a) DPD.

227 Art. 2 (d) DPD.

228 Art. 3 (e) DPD.

36



making available, alignment or combination, blocking, erasure or destruction”.**

The qualification of controller or processor might be more complex than it seems to be in
some circumstances. It can be considered that the data subject is the data controller and the cloud
service provider is the data processor. However, a single actor may be at the same time processor
and controller.”” For example, “Facebook” might be considered as a data processor when an
individual, data controller, posts personal data about himself. However, “Facebook” will be
considered as a data controller when it determines the purpose of the processing, e.g. if it hands
over these data to a marketing company or to the U.S. authorities without the consent of the data
subject.

3.2. Applicability of the Data Protection Directive

The applicability regime of the EU data protection directive is very broad. The connecting
factor of the directive is based on the territoriality principle.*' The applicability regime is based on
two rules.

The main rule which regards cases where the controller has an establishment on the territory
of the member state is contained in article 4(1)(a) of the Data Protection Directive:

“Each Member State shall apply the national provisions it adopts pursuant to this Directive to the
processing of personal data where:

(a) the processing is carried out in the context of the activities of an establishment of the controller on
the territory of the Member State; when the same controller is established on the territory of several
Member States, he must take the necessary measures to ensure that each of these establishments
complies with the obligations laid down by the national law applicable”.

Three comments need to be made about this provision. First, the wording means that not
only the primary establishment of the controller triggers the application of the DPD, but also any
secondary establishment based on a Member state territory.”* Indeed, the processing of data carried
out in the context of the activities of an establishment of a controller located on in the E.U. triggers
the applicability of the Directive. Otherwise, it would be enough to relocate the processing outside
the E.U. to circumvent the application of the DPD. Thus, the place where the processing take place
is irrelevant. Second, the Directive applies even when the processing is carried out by a third party
located outside the E.U. but in the context of the activities of an establishment in a Member State. >
Third, the nationality of the people's data involved is irrelevant.”**

The default rule regards cases where the controller has no establishment on the Community
territory (art. 4(1)(c) DPD).

229 Art. 2 (b) DPD.

230 For more details about the these concepts, see: W. Kuan Hon, C. Millard and 1. Walden, “Who is Responsible for
'Personal Data' in Cloud Computing? The Cloud of Unknowing, Part 27, International Data Privacy Law, 2012, Vol.
2, No. 1. Available at: http://idpl.oxfordjournals.org/content/2/1/3.full.pdfthtml [accessed on April 2012].

231 E.M.L. Moerel, Binding Corporate Rules — Fixing the Regulatory Patchwork of Data Protection, P.H.D. Thesis,
University of Tilburg, 2011, p. 57.

232 E.M.L. Moerel, o.c., p. 49.

233 E.M.L. Moerel, o.c., p. 67.

234 E.M.L. Moerel, o.c., p. 57. See also: Working Party 29, “Opinion 8/2010 on Applicable Law”, December 16, 2010,
p. 8. Available on http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2010/wp179_en.pdf [accessed on April
2012].
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“Each Member State shall apply the national provisions it adopts pursuant to this Directive to the
processing of personal data where:

(c) the controller is not established on Community territory and, for purposes of processing personal
data makes use of equipment, automated or otherwise, situated on the territory of the said Member
State, unless such equipment is used only for purposes of transit through the territory of the
Community”.

In such a case, the DPD will be applied when the controller “make use of equipment” for
the purposes of processing personal data situated on the territory of a Member States (art. 4(1)(c)
DPD). The term “equipment” refers to automated or non-automated physical objects.”> Also, a
controller “makes use” of equipment “if he is in actual control of this equipment”. This provides the
legitimation to subject him to the laws of a Member State. “Decisive here for is the control over the
manner of processing personal data, whereas the private law ownership and the bearing of costs are

not decisive”.?¢

Whether or not article 4(1)(c) applies to data collected by means of cookies by a U.S.
website remains subject to controversy. A cookies is a small piece of data sent from a website and
thereafter stored in a user's computer. Cookies usually contain an identification code that allows the
website to recognize the user when the website is visited from the same computer again.*” They can
fill three different purposes: session management, personalization and tracking.”® Users have the
possibility to change the cookies settings on their web browser. Today cookies are used by almost
all websites. Let's take the case of an E.U. citizen who visit a U.S. company's website not supported
by any local advertisements within the E.U. and which merely provides product information. The
website doesn't use cookies to collect personal information.”®® The WP 29 is of opinion that the
article 4(1)(c) does apply. It considers the user's computer as equipment located on the territory of a
member state that a controller uses for the purpose of processing personal data leaving the data
subject without any control of many operations.**® Therefore, the DPD applies to all processing of
personal data of E.U. visitors of non-E.U. Websites.**' The Working Party 29 construes the
territoriality principle as protecting all individuals on the E.U. territory.

Therefore, following the opinion of the WP 29, the Directive has a long-arm reach. The
directive applies to large variety of cases whether or not the cloud computing provider has an

establishment on the EU territory.

3.3. Obligations

Individuals or companies subject to the DPD have to observe different obligations.

The controller has to process the personal data legitimately (art. 7 DPD). Also, the controller

235 E.M.L. Moerel, o.c., p. 105.

236 C. Kuner, European Data Protection Law: Corporate Compliance Regulation,Oxford, Oxford University Press,
2007, at 121.

237 E.M.L. Moerel, o.c., p. 113.

238 Wikipedia, “HTTP Cookies”, Wikipedia.org. Available at: http://en.wikipedia.org/wiki/HTTP_cookie [accessed
June 2012].

239 This case is taken from: E.M.L. Moerel, o.c., p. 114.

240 Working Party 29, “Working document on determining the international application of EU data protection law to
personal data processing on the Internet by non-EU based web sites”, May 2002, p. 11. Available at:
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2002/wp56_en.pdf [accessed May 2012].

241 However, a contrary opinion is expressed by Lokke Moerel. The reasoning of this author can be summarized in two
points. First, “there is no making use of equipment as there is no control”. Indeed, users can change the cookies
settings and even disable cookies. Second, “there is no physical equipment that is physically situated on EU
territory” as cookies are only pieces of text. See: E.M.L. Moerel, o.c., p. 115.
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has to provide the data subject with information regarding collected data (art. 10 DPD), the right to
access (art. 12 DPD) and to correct (art. 6(d) DPD) their personal information. Besides, the
controller bears also obligations regarding the confidentiality and the security of the data (art. 16
and 17,1 DPD). To name a last one, the controller has to notify the supervisory authority of its
processing operation (art. 18 DPD). Therefore, the controller has the obligation to offer
compensation to “any person who has suffered damage as a result of an unlawful processing

operation”.*

The processor must only process the personal data under instruction of the controller. Also,
the processor is bound to ensure the security of the data.

3.4. Legitimate Processing

The legitimate processing obligation borne by cloud computing provider deserves more
explanations. Does a cloud computing provider process data subjects' personal data legitimately
when it complies with a Disclosure request from the U.S?

Criteria to make the processing legitimate are set forth by the article 7 of the DPD. In these
circumstances, three of these criteria could make the processing legitimate, ie the disclosure of
personal data to the U.S. authorities: Data processing would be legitimate if “the data subject has
unambiguously given his consent” (art. 7 (a) DPD); if the “processing is necessary for compliance
with a legal obligation to which the controller is subject” (art. 7 (¢ ) DPD) or if “processing is
necessary for the purposes of the legitimate interests pursued by the controller or by the third party
or parties to whom the data are disclosed, except where such interests are overridden by the

interests for fundamental rights and freedoms of the data subject which require protection under
Article 1 (1)” (art. 7 (f) DPD).

The processing is legitimate if the data subject gave its consent. Consent has to be
“specific”, “informed” and “freely given” (art. 2 (h) DPD). “Consent implies that the data controller
has given the relevant information about the purposes and extent of the data processing for which
consent is given”.?* This could hardly be the case since a “gag order” often attends disclosure order.
Therefore, cloud computing providers are not allowed to inform their customer of the disclosure.
Besides, a data subject should be allowed to withdraw its consent without prejudice.”** This is
difficult to imagine in these circumstances. Hence, the data subject is not in a position to give its
consent that could make the disclosure of its data to the U.S. authorities legitimate. However, the
situation is different when the data subject gave its consent to the terms of service allowing such
processing. In this case, such a processing is deemed legitimate. The validity of the consent may,
nevertheless, “be questioned in case of repeated or even structural transfers or if the transfer in

question is disproportionate”.**

Subsidiarily, when the data subject did not give its consent, a legal obligation borne by the
cloud computing provider could justify such a processing. Does a legal obligation directly imposed
by the U.S. authorities on a cloud computing provider make the processing legitimate? A literal
interpretation of article 7 (¢ ) of the DPD would lead to a positive answer. However, the WP 29
drew a different conclusion on basis of a teleological interpretation of article 7 (¢ ) of the DPD.

242 Art. 23 DPD.

243 E.M.L. Moerel, o.c., p. 208.
244 [bid.

245 E.M.L. Moerel, o.c., p. 209.
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According to the WP 29 “an obligation imposed by a foreign legal statute or regulation [...] may
not qualify as a legal obligation by virtue of which data processing in the EU would be made
legitimate. Any other interpretation would make it easy for foreign rules to circumvent the EU rules
laid down in Directive”.?* Hence, article 7 (¢ ) of the DPD can not be invoked to make the
processing legitimate.

Finally, legitimate interest of the cloud computing providers could suffice to legitimate the
processing according to article 7 (f) of the DPD.?*” Cloud computing providers certainly have an
interest in complying with an order from U.S. Indeed, by doing so, they avoid being sanctioned.
However, a balance between the cloud computing provider's interests and the data subject's interests
has to be struck. Indeed, interests for fundamental rights and freedoms (ie privacy and data
protection) of the data subject have to be taken into account as well. It is unsure whether these
interests are generally taken into account by the cloud computing providers. Moreover, when data
processing is based on article 7(f), article 14 (a) of the DPD states that the data subject has the right
to object at any time on compelling legitimate grounds to the processing of data relating to him.
Even when no “gag order” attends a Disclosure order, it is unlikely that the data subject is in a
position to oppose the disclosure as provided by the DPD. Therefore, cloud computing providers
could hardly invoke article 7 (f) of the DPD to legitimate disclosure of personal data to the U.S.
authorities.

Depending on the situation and on the interpretation of the DPD, the disclosure of personal
data to the U.S. authorities may or may not be considered as a legitimate processing.

3.5. E.U. Transfer Rules and Mutual Legal Assistance Treaty
3.5.1. E.U. Transfer Rules

This part aims to briefly discuss rules regarding the transfer of personal data outside the
EEA and more particularly to the U.S. The transfer of personal data to third countries is subject to
the rules of Chapter 4 of the DPD. Chapter 4 sets out a principle followed by series of exceptions.

In principle, the DPD only authorises data transfers from the E.U. to third countries on
condition that they ensure an adequate level of protection (art. 25 DPD). This principle suffers from
two main exceptions.**® First, data subject is authorised to give its consent for such a transfer (art
26(1)(a)). Consent has to be “freely given”, “specific and informed” as required by article 2(h)
DPD.* Second, the companies that adhere to the E.U.-U.S. “Safe Harbour” framework are

246 Working Party 29, “Opinion 1/2006 on the application of the EU data protection rules to internal whistleblowing
schemes in the fields of accounting, internal accounting controls, auditing matters, fight against, banking and
financial crime”, p. 8. Available at: http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2006/wp117_en.pdf
[accessed July 2012].

247 See also the opinion of the WP 29 in the SWIFT case: Working Party 29, “Opinion 10/2006 on the processing of
personal data by the Society for Worldwide Interbank Financial Telecommunication (SWIFT)”, pp. 18-19. Available
at: http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2006/wp128_en.pdf [accessed July 2012].

248 There is a third exception. Transfer of personal data to countries which received the adequacy finding is allowed.
However, the USA did not receive the adequacy finding meaning that the USA do not ensure an adequate level of
protection. Therefore, it is unnecessary to further explore this exception.

249 See discussion about the validity of consent: Working Party 114, “Working document on a common interpretation
of Article 26(1) of Directive 95/46/EC of 24 October 1995, November 2005. Available at:
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2005/wp114 _en.pdf [accessed in May 2012].
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authorised to transfer personal data between the E.U. and the U.S.*°

Do the exceptions apply to the transfer of personal data to the U.S.? When the data subject
gave its consent to the terms of service allowing such transfer, such processing is lawful.
Nevertheless, the validity of the consent can be questioned. Besides, if the data subject did not give
its consent for such a data transfer, this processing should be deemed unlawful.

The second derogation, the “safe harbour”, is a set of seven privacy principles deemed to
provide adequate protection for transfers of personal data from the EU.*' Cloud computing provider
adhering to the safe harbour may transfer E.U. citizens' personal data from the E.U. to the U.S.
lawfully. “The remote risk of a data access by U.S. authorities based on the Patriot Act does not

preclude this”.>?

In conclusion, E.U. data protection regime might render such a data transfer to the U.S.
authorities pursuant unlawful depending on the situation.

3.5.2. How Should the U.S. Authorities Access E.U. Citizens' Personal Data?

It is beyond the scope of this thesis to expose extensively the procedural requirements for
the exchange of personal data.”> This part rather illustrates that formal procedures exist to exchange
personal data between the U.S. and the E.U. Therefore, it shows that there is an alternative to the
U.S. unilateral requests.

Cooperation between the U.S. and the E.U. may take place in presence of a multilateral or
bilateral agreement or outside the scope of such an agreement.

3.5.2.1. Exchange of Personal Data in Absence of an Agreement

The exchange of personal data in absence of an agreement take place via two different
manners: letters rogatory and “cop to cop” exchange.”*

Letters rogatory are the “customary method of obtaining judicial assistance from abroad in
the absence of a treaty or executive agreement. Letters rogatory are requests from courts in one
country to a court of a foreign country to assist in effecting service of process or taking of evidence
if permitted by the laws of the foreign country”.*> Rules governing the letters rogatory originate
from national legislation. However, the principles laid down in the data protection directive have to
be complied with. Due to the absence of definite standards about their content, the process can be

250 Decision of the Commission of 26 July 2000 pursuant to Directive 95/46/EC of the European Parliament and of the
Council on the adequacy of the protection provided by the safe harbour privacy principles and related frequently
asked questions issued by the US, 2000, O.J. L 215/7.

251 About “safe harbor”, see: Anon., "Safe Harbor Workbook”, Export.gov. Available at:
http://export.gov/safeharbor/eg main 018238.asp [accessed in May 2012].

252 J. Whelan & S.-A. Hinfey, “No Cloud Over the Patriot Act”, (A&L Goodbody law firm), March 2012, p. 15.
Available at: http://www.irelandip.com/uploads/file/N0%20Cloud%200over%20Patriot%20Act%281%29.pdf
[September 2012].

253 For a very detailed analysis, see: E. De Busser, Data Protection in EU and US Criminal Cooperation: A
Substantive Law Approach to the EU Internal and Transatlantic Cooperation in Criminal Matters Between Judicial
and Law Enforcement Authorities, Antwerpen, Maklu, 2009.

254 E. De Busser, o.c., p.305.

255 U.S. Department of State, “Preparation of Letters Rogatory”, Travel.state.gov. Available at:
http://travel.state.gov/law/judicial/judicial_683.html [accessed June 2012].
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slow.”® As a consequence, the efficiency of letters rogatory is limited.

“Cop to cop” cooperation is the second way to exchange personal data in absence of a
treaty. This method can be defined as the cooperation between police officers from an E.U.
Member-state and from the U.S. whose aim is to exchange data as long as no compulsory process is
required.”’ This suggests that this type of cooperation is lawful. However, some Member-states

have the perception that such “contacts may trigger violations of domestic privacy laws”.**®

3.5.2.2. Exchange of Personal Data in Presence of an Agreement

U.S. and E.U. can exchange personal data by means of bilateral or multilateral mutual legal
assistance treaties (MLATSs). Besides, the adequacy of the third state's level of data protection must
be assessed in certain cases.

3.5.2.2.1. Multilateral treaties

The conclusion of multilateral agreement between the U.S. and one or more E.U. Member
State(s) is a common practice to regulate mutual assistance in criminal matters. The transfer of
personal data is a part of the mutual assistance.

These conventions share a number of common characteristics aiming to protect personal
data. First, they leave the possibility open for a party to refuse assistance. Secondly, they contain
provisions limiting the use that can be made of the transferred data. Thirdly, most of them contain a
speciality rule stating that the transferred personal data cannot be used by the requesting party for
other investigation or proceeding than those stated in the in the request.

3.5.2.2.2. Bilateral Treaties

There is a certain number of bilateral MLATs between E.U. Member-states and the U.S. The
treaties usually contain provisions regarding grounds for refusal, use limitation and a speciality rule.
They offer some privacy safeguards. However, their usefulness is limited since they are applicable
only in certain situations (see infra).*®

“In an MLAT process, an LEA in Country A formally requests an LEA in Country B to
conduct the evidence-gathering. If the request is granted, Country B lets its LEA serve the
production order or subpoena on the Country B CSP. In the process it provides any notice or
judicial approval required by Country B. Once the CSP retrieves the suspect data from its
repository, it delivers the data to the Country B LEA, and the Country B LEA forwards it to the

256 E. De Busser, o.c. p. 305; See also: M.M. Richard, “International Assistance in Combating Crime”, in B. De
Ruyver, G. Vermeulen and T. Vander Beken (eds.), Strategies of the EU and the US in Combating Transnational
Organized Crime, Antwerpen, Maklu, 2002, p. 233.

257 1bid.

258 M.M. Richard, “International Assistance in Combating Crime”, o.c., p. 232.

259 Example of these are the 1997 International Convention for the suppression of Terrorist Bombings, the 1999
International Convention for the Suppression of the Financing of Terrorism and the 2000 Convention against
Transnational Organized Crime.

260 Noerr LLP & SNR Denton LLP, “The USA PATRIOT Act - Implications for Cloud Computing”, Snrdenton.com,
April 2012, p. 18. Available at: http://www.snrdenton.com/pdf/USA_Patriot Act Cloud Computing.pdf [September
2012].
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Country A LEA”.*!

These bilateral treaties are now subject to the provisions of the 2003 Agreement on Mutual
Assistance between the E.U. and the U.S.** ** This agreement aims to enhance cooperation and
mutual legal assistance between the U.S. and the E.U. (art 1 MLA). This mutual legal assistance
includes the exchange of data between administrative authorities contemplating to start a criminal
investigation or prosecution (art 8 (1) MLA). This means that requests for assistance will be refused
if the requested “administrative authority anticipates that no prosecution or referral, as applicable,
will take place” (art. 8 (1) MLA). This provision might explain the reason why the U.S. are
reluctant to use this agreement to obtain personal data from the E.U. Besides, the use of the
exchanged data is not unlimited. Indeed, the article 9 of the 2003 Agreement limits the use that can
be made of these personal or other data. Apart from this provision, the explanatory note on the
agreement states that refusal of assistance is justified only in exceptional cases. Indeed, article 9(2)
(b) excludes “generic restrictions with respect to the legal standards of the requesting State”.

3.5.2.2.3. Is Mutual Legal Assistance the Panacea?

Mutual legal assistance Treaties or Agreement governing the exchange of personal data
were negotiated between the E.U. and the U.S. If it cannot be denied that procedures are available
to govern the exchange of data, one question remains: do they offer sufficient safeguards to protect
privacy of the E.U. citizens. To answer this question, the 2003 Agreement on Mutual Assistance
between the E.U. and the U.S. is analysed.

The 2003 Agreement on Mutual Assistance between the EU and the US is not exempt from
critics. First of all, the adequacy requirement is disregarded as article 9 (2)(b) of the Agreement
bans all generic restrictions with respect to the legal standards of the requesting State.*** Secondly,
the Agreement does not contain a speciality rule. It means that the information exchanged pursuant
to a particular request can be used for other cases than the one specified in the request.”” As a
consequence, the door is opened for “use of personal data by the requesting party for a number of
cases in which the exchange should have been refused”.* Thirdly, the quality of personal data
requirement is not included in the Agreement. Fourthly, article 9 of the Agreement contains very
wide purpose limitation rules. Concretely, it means that the U.S. could use the exchanged
information for “a range of purposes that are not necessarily related to the original request”.*’
Finally, the Agreement does not contain any data retention rule. Since the U.S. do not have a

general data retention standard, some exchanged information might be stored forever by the U.S.

It shows that even when legal solutions are negotiated, privacy and data protection are far

from being protected. As Els De Busser noted: “the objective 'to protect personal data' and other

data sounds rather ironic”.?%

261 J. M. Margolis, “The European Union v. the Patriot Act: Do U.S. Criminal Investigations Violate E.U. Civil
Rights”, White Paper Prepared for: International Communication and Information Policy Group Bureau of
Economic, Energy, and Business Affairs U.S. Department of State, Subsentio.com, November 2011, p. 11. Available
at: http://www.subsentio.com/index.php/eng/Site-Archive/White-Papers [September 2012].

262 Agreement on Mutual Legal Assistance Between the European Union and the United States of America, O.J. L 19
July 2003, p. 41.

263 For more details about the MLA agreement, see: E. De Busser, o.c., pp. 346-358.

264 E. De Busser, o.c, p. 352.

265 E. De Busser, o.c, p. 336.
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267 E. De Busser, o.c, p. 358.

268 E. De Busser, o.c, p. 356.
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3.6. Conclusion

This chapter aimed at describing some aspects the E.U. data protection law with respect to
cloud computing. The main actors of cloud computing and their obligations were described. The
upshot is that it is not always easy to determine who is the controller and the processor. Secondly,
the scope of applicability of the DPD was clarified to understand when cloud computing providers
fall under the its scope. It can be said that the scope of applicability of the DPD is very broad. Then,
obligations of stakeholders subject to the DPD were described. It was subsequently demonstrated
that handing over E.U. citizens' personal data to the U.S. authorities does not breach the legitimate
processing obligation and the E.U. transfer rules under certain condition. However, even if the U.S.
authorities access these personal lawfully, it does not mean that this factual situation is desirable for
E.U. citizens or E.U. companies who care about their privacy. Finally, the negotiated solutions to
exchange personal data between the U.S. and the E.U. were discussed.
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Chapter 4. When Two Regimes Conflict — Implications for E.U. Cloud

Users

The primary aim of this chapter is to show, concretely, what the implications are for E.U.
cloud customers. To this end, six scenarios illustrating the extra-territorial effect of the U.S.
disclosure orders on E.U. citizens will be discussed. To understand the cases, three notions will be
explained first. These are limitations to the reach of the U.S. law that the U.S. authorities have to
take into account when requiring personal data. First of all, the U.S. court must have “personal
jurisdiction” over the recipient of an order. Then, whether or not a company has “possession,
custody or control” over the requested data may exempt it from complying with the request. Finally,
a balancing test for compelling disclosure must be applied in certain cases.

4.1. Limitation to the Reach of the U.S. Law
4.1.1. U.S. Jurisdiction

Only entities falling under the U.S. personal jurisdiction can be served with a disclosure
order. This is a limitation to the reach of the Patriot Act. The question is whether a “person”, a
corporation or other entities can be sued in the U.S. Assertions of jurisdiction over a person by a
court of the U.S. must comport with due process.**’

4.1.1.1. Personal Jurisdiction Based on Citizenship, Consent and Waiver?”

Firstly, a defendant is subject to the personal jurisdiction of its home state. For individuals,
home state can be defined as the place of residence, citizenship or domicile.*” For corporations,
home state means the state of incorporation or the state where the corporation carries its principal
operations. Secondly, a non-resident may consent to the court's personal jurisdiction in the state of
its choice. Expressly given, the consent will cure any jurisdiction defects that might otherwise
prevent the case from being decided. An example of jurisdiction based on consent is the case where
foreign companies give their consent to state authorities in order to be allowed to conduct a business
in the forum. Thirdly, it may happen that a non-resident defendant waives to object to the a state's
personal jurisdiction defect.

4.1.1.2. Pennoyer v. Neff”?

In seminal case of Pennoyer v. Neff, the U.S. Supreme Court decided that U.S. court can
obtain jurisdiction over a person who is present in the state where the court sits.?”> The Court held
that the defendant “must be brought within its jurisdiction by service of process within the State, or
his voluntary appearance”.”’* The term “presence” was construed as the physical presence of the
person within the border of the state. In this perspective, it may be that a employee of an E.U. cloud

269 Anon., “An Overview of the Law of Personal (Adjudicatory) Jurisdiction: the United Sates Perspective”,
Kentlaw.edu. Available at: http://www.kentlaw.edu/cyberlaw/docs/views/usview.html#N 4 [accessed March 2012].

270 Anon., “Personal Jurisdiction”, Lexisnexis.com.
http://www.lexisnexis.com/lawschool/study/outlines/html/civpro/civpro02.htm [accessed on April 2012].

27128 U.S.C. §§ 1783-84.

272 Pennoyer v. Neff; 95 U.S. 714 (1877).

273 G. B. Delta & J. H. Matsuura, Law of the Internet, 2001, Volume 1, p. 3-3.

274 Pennoyer v. Neff, 95 U.S. 733 (1877).
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computing provider present on the U.S. territory would be under the U.S. jurisdiction and could,
therefore, be compelled to disclose personal data contained in the cloud. For example, an employee
of a foreign company was subpoenaed while present in the United States.*”

4.1.1.3. Minimum Contact and Systematic and Continuous Contact

This narrow construction of “presence” was later expanded because more exchanges and
travels were made possible by way of technology.””® In International Shoe Co. v. Washington, the
U.S. Supreme Court held the term “presence” even includes “contact” by a out-of-state person.?”’
The US Supreme Court states that the jurisdiction comports with due process if the defendant has
“certain minimum contacts with [the forum] such that maintenance of the suit does not offend
traditional notions of fair play and substantial justice”.””® In fact, this case and its progeny
established a three-part test. This test is applied with slight differences within the Federal Circuit.
Here is how the Ninth Circuit applies the test?”: (1) “The nonresident defendant must do some act
or consummate some transaction with the forum or perform some act by which he purposefully
avails himself of the privilege of conducting activities in the forum, thereby invoking the benefits
and protections[;] (2) [t]he claim must be one which arises out of or results from the defendant's
forum-related activities[; and] (3) [e]xercise of jurisdiction must be reasonable”.?*® For example, in
Starlight Int'l LTD v. Lifeguard Health LLC court found jurisdiction found based on only 0.24% of
sales to Californian on-line customers, which amounted to $ 2559 total.?®' This case demonstrates
that the minimum contact threshold is rather low.

Besides, in International Shoe, the Supreme Court made the distinction between contacts
that are related to the controversy and contacts that are unrelated.”® Regarding the contacts related
to controversy, three degrees of contracts can be distinguished.®® The single or isolated activities
having “substantial connection” with the forum state which could support personal jurisdiction.?**
Secondly, where some defendant's contacts are sufficiently related to the controversy in a particular
forum, this forum can exert jurisdiction.®® In World-Wide Volkswagen v. Woodson, the Court
decided that the defendant's contact was insufficient with the state where the case had to be decided.
The Court added that “critical to due process analysis is that the defendant’s conduct and connection
with the forum State as such that he should reasonably anticipate being haled into court there”.?
Finally, when the contacts between a non-resident defendant and the forum are unrelated to the
controversy, a Court cannot exert jurisdiction. However, a Court can obtain jurisdiction over a
defendant on condition that it has “systematic and continuous”**’ contact with the forum state. So,
when a claim is unrelated to the in-state activities a greater contact is required between the state and
the defendant.
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4.1.1.4. State Long-Arm Statute

Long-Arm Statute allows a state to obtain jurisdiction over a defendant that could not
otherwise be served. There are three types of long-arm statute®®: those that confer jurisdiction to the
full extent allowed by right to due process of the 14™ Amendment (1), those listing specific cases
where a state can exercise jurisdiction (2), hybrid system combining both previous types (3).

4.1.1.5. Balancing test

Even when the U.S. can assert jurisdiction, the exercise of such jurisdiction has to be
reasonable.”® In order to determine whether or not the exercise of jurisdiction is reasonable, the
U.S. courts are required to operate a balance of interest. These factors have notably to be taken into
account: “the link of the activity to the territory of the regulating state [...], the connections, such as
nationality, residence, or economic activity, between the regulating state and the person” to be
regulated [...], the existence of justified expectations that might be protected or hurt by the
regulation [...], the extent to which the regulation is consistent with the traditions of the
international system”.”® This approach, contained in the Restatement (Third) of the Foreign

Relation Law of the United States (1987),%" is broadly respected by U.S. federal and state court.”?

4.1.2. Possession, Custody or Control

Only organizations that have “possession, custody or control” over the requested documents
have to comply with a U.S. disclosure order.?”® Control is construed as “the legal right, authority, or
practical ability to obtain the materials sought upon demand”.**

In principle, determining whether or not a company has “control” over the requested
information must be made on a case-by-case basis.””> Any scenario is possible: a parent company
might have control over the document held by its subsidiary and vice-versa. Similarly, Courts have
found that a sister corporation might have control over document held by another sister
corporation.”® However, the “documents and records that a corporation requires in the normal

course of its business are presumed to be in its control unless the corporation proves otherwise.*’

These rules have implications on the disclosure of document held outside the U.S. A
corporation subject to U.S. jurisdiction has to disclose not only the information held in the U.S. but
also information in its control held outside the U.S. whether by a parent, a subsidiary or a sister
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corporation. For example, the U.S. could require Google U.S., a parent company, to ask Google
UK, its subsidiary, to disclose personal data pertaining to its E.U. customers. If Google U.S. have
control over the E.U. citizens' personal data contained in the server in UK, it would be obliged to
comply with the disclosure order. Conversely, let's assume that an U.S. subsidiary of an E.U. parent
company has control over personal data held by the E.U. parent company in E.U. These personal
data would thereby be accessible to the U.S. authorities.

4.1.3. Information Located Abroad

The section 442 of the Restatement sates that a court of an agency in the U.S. may order an
entity subject to its jurisdiction to produce data or object necessary for an investigation even if “the
information or the person in possession of the information is outside the United States”.*® In that
case, court must notably consider these factors: the importance of the record to the investigation, the
availability of alternative means, and the extent to which noncompliance with the request would
undermine important interest of the United States, or the extent to which compliance with the
request would undermine important interests of the state where the information is located.”” If the
foreign law prohibits the disclosure of requested data, sanction should not be ordinarily imposed.
However, the targeted person should “make good faith effort to secure permission from the foreign
authorities to make the information available” (Section 442 (2) (a)).

It appears that, although such a balancing test exists, U.S. courts have been willing to
enforce disclosure of data held abroad.’” Indeed, when it comes to the USA PATRIOT Act and
terrorism cases, the U.S. would rather give significant weight to their own interests.

4.2. What Are the Implications for E.U. Citizens' Personal Data?

E.U. citizens' personal data are at risk whether held by a U.S. cloud service provider or by a
E.U. one. U.S. authorities may obtain personal data from any cloud service provider under two
conditions: having the possession, custody or control over the data and falling under the U.S.
jurisdiction. Six cases will be analysed. They summarized in table I'V.

No |Cloud Provider Location [ Subsidiary Location Data Center Location
1 E.U. U.S. or no subsidiary U.S.
1 U.S. E.U. or no subsidiary U.S.
2 U.S. none E.U.
3 E.U. U.S. E.U.
4 U.S. E.U. E.U.
5 E.U. No subsidiary but E.U.
minimum contact
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6 E.U. E.U. or no subsidiary E.U.
Table IV: Six cases

The first case regards E.U. or a U.S. cloud computing providers that store E.U. personal data
in a data center located on the U.S. territory. As the data center falls under the U.S. jurisdiction,
personal data it contains can be accessed by the U.S. authorities.*” *** The DPD would apply to a
E.U. cloud computing provider pursuant to article 4(1)(a) and to a U.S. cloud computing provider
without establishment in the E.U. pursuant to article 4(1)(c ).

The second case regards the situation where an E.U. cloud computing user outsources the
processing of its personal data to a U.S.-based cloud computing provider. For the purpose of this
example, let's assume that the data are located in a data center located in the E.U. Since the cloud
computing provider falls under the U.S. jurisdiction and has the possession, custody or control over
the data, the U.S. authorities are entitled to issue an order on the cloud provider to access these E.U.
citizens' personal data.

The third case regards the situations where an E.U. cloud computing user outsources the
processing of its personal data to a E.U.-based cloud computing provider which is a parent to a U.S.
subsidiary. For example, it could be the case of an E.U. hotel company outsourcing the processing
of its customers' data to ProfitBricks, a parent cloud computing company based in Germany, which
has a subsidiary in the U.S.*” Besides, for the purpose of this scenario, let's assume that the data are
stored in a data center located on the E.U. territory. In this scenario, the U.S. authorities could issue
a disclosure order on the U.S. subsidiary of the E.U. cloud computing provider to produce data if
the data are in the possession, custody or control of American citizens.** It would mean that the
U.S. subsidiary of Profitbricks could be compelled to disclose E.U. citizens personal data located in
the E.U. to the U.S. authorities.

The fourth case regards the situations where an E.U. cloud computing user outsources the
processing of its personal data to an E.U.-based cloud computing provider which is a subsidiary to a
U.S. parent company.’” For example, this would the case of an E.U. hotel company that outsources
the processing of its customers' data to Google UK, subsidiary of Google U.S. (the parent
company).’®® For the purpose of this scenario, let us assume that the data are stored in a data center
located on the E.U. territory. In this scenario, the U.S. authorities could issue a disclosure order on
the U.S. parent of the E.U. cloud computing provider to produce data since the data are in the
possession, custody or control of American citizens.*”” It would mean that Google U.S. could be
compelled to disclose E.U. citizens personal data located in the EU to the U.S. authorities.
However, the E.U. cloud computing provider should respect the DPD pursuant article 4 (1) (a). This
scenario is the most probable situation. Three U.S. based cloud computing providers have already
admitted that data stored on its servers are subject to the USA PATRIOT Act. First, in March 2011,
Ojima Hideki, managing director at Amazon Data Services Japan KK, declared that "because
Amazon is a U.S. company, the data centre of Amazon Web Services in Tokyo will fall within the
scope of the USA Patriot Act".*®® During the launch of Microsoft office 365, Gordon Frazer for
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Microsoft UK admitted that data stored in Microsoft servers are subject to the USA PATRIOT Act
irrespective of where the servers are located as Microsoft is a U.S.-headquartered company.*”
Thirdly, Google's spokesperson declared that “as a law abiding company, we comply with valid
legal process, and that — as for any U.S.-based company — means the data stored outside of the U.S.

may be subject to lawful access by the U.S. government”.*'

Fifth, even if an E.U.-based cloud computing provider has no office on the U.S. territory, it
may fall under its jurisdiction. It is the case when there is a minimum contact between the E.U.-
based cloud computing provider and the U.S. For example, this could be the case if it markets its
products or services in the U.S.’!" As for the previous case, the Data Protection Directive applies
pursuant article 4 (1) (a).

The sixth case regards a situation where an E.U. cloud customer contracts with an E.U.
cloud computing provider storing data on the territory of the E.U. Because this cloud computing
provider has no office in the United States and conducts little enough U.S. business, it does not fall
under the U.S. jurisdiction.’'* However, it might be obliged to disclose personal of its customers
pursuant to a MLAT.

Besides, it is worth noting that the cloud computing customers themselves may be served
with a FISA order, a NSL or a grand jury subpoena. The customers that have minimum contact with
the U.S. territory fall under the U.S. jurisdiction as well. This would be the case of an E.U.-based
company that has a US subsidiary or that is a subsidiary of a U.S. parent company. Also, an E.U.-
based company could fall under the U.S. jurisdiction if it conducts systematic or continuous
business in the US.’"® As a consequence, they may be required to disclose information to U.S. law
enforcement authorities regardless the situation of their cloud service provider.’* In order to avoid
to be compelled by the US to disclose data, EU customers and their cloud service provider must
have no presence in the United States.*"

4.3. Conclusion

The five first cases demonstrate that the U.S. jurisdiction is extremely broad so that they can
potentially access personal data in a variety of situations. The fourth scenario is the most likely to
occur as the biggest cloud computing providers are headquartered in the U.S. The sixth case shows
that even if the U.S. authorities cannot assert jurisdiction, they may access request these personal
data through the auspices of a MLAT concluded between an E.U. Member-state and the U.S.

It is clear that cloud computing has a particular effect on the reach of the USA PATRIOT
Act. Millions of customers transfer personal data about themselves to a few cloud computing
providers so that they create a giant data base easily accessible for law enforcement authorities.
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Storing personal in the cloud offers several advantages to companies and natural person. However,
many did not think about adverse consequences this may have. Since leaders in cloud computing
services are mostly U.S., it means that most of the data contained in the cloud fall under the U.S.
jurisdiction. While before, personal data pertaining to E.U. corporations or to E.U. citizens were
unlikely to fall under the U.S. jurisdiction because they were stored in-house, cloud computing

technology changes this old pattern. Nowadays, cloud computing customers are somehow
dispossessed of their control over their personal data.
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Chapter 5. Recommendations

To answer this problem and reduce U.S. access to E.U. personal data, several
recommendations can be put forward. An attempt will be made to discuss these recommendations
from Lawrence Lessig's angle.

According to Lawrence Lessig, the world is governed by four sorts of constraints®'®: the
law, the social norms, the market and the nature or architecture. Sanctions imposed ex-post are the
way by which law regulates. Regarding law as a constraint, three different ways will be explored:
blocking statutes, ban on outsourcing (sensitive) personal data to cloud computing providers falling
under the U.S. jurisdiction and cooperation between the E.U. and the U.S. Social norms dictate how
individuals have to behave. Protection of privacy as a general social norm gives rise to two specific
rules that could be followed by cloud computing providers. First, cloud computing provider should
challenge systematically the gag order. Secondly, they should provide the U.S. authorities with a
proportionate answer to disclosure orders. The market regulates by price. As understood by Lessig,
the market can do little protect the privacy of E.U. cloud users. However, the cloud market could
adopt a strategy to prevent the U.S. from accessing E.U. personal data. Finally, the nature or
architecture regulates through the “world as I find it”.*'" In this sense, encryption and keeping the
data in-house could reduce the impact on privacy of the U.S.

These four sorts of constraints can be exploited to understand how EU citizens' personal
data could stay out of reach of the U.S. Besides, some practical solutions that customers may
implement will be analysed.

5.1. Law as a Constraint

Law can regulate directly or indirectly.’'® It regulates directly when it imposes a
punishment ex-post and it regulates indirectly when it shapes the other modalities of constraints.
The first recommendation regards the enactment of a blocking statute. It is an example of direct
regulation by the law. The second recommendation is to forbid outsourcing of personal data to
cloud computing providers falling under the U.S. jurisdiction. The last recommendation is to
enhance cooperation regarding the exchange of personal data between the U.S. and the E.U. The
last two recommendations are examples of indirect regulation.

5.1.1. Blocking Statutes

A blocking statute is a law enacted in one jurisdiction enabling “a petitioner to mount a
foreign compulsion defence to a U.S. court action”.’" In concreto, a blocking statute would prevent
an entity subject to the jurisdiction of the one E.U. Member-state from complying with a specific
U.S. law. Should the targeted entity comply with the foreign order, it would then get a penalty.
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However, compliance might not lead to any penalty when explicitly authorised by the domestic
government.

According to U.S. case law three conditions must be met for a blocking statute to
successfully prevent disclosure of E.U. personal data in a U.S. court. These factors were developed
by the Supreme Court in Société Nationale Industrielle Aerospatiale v. United States Dist.** Firstly,
the blocking statute must be specific and exclusive. It means that the targeted entity cannot comply
with both the E.U. law and the U.S. law. Secondly, a real sanction must be attached to the blocking
statute meaning that the steady enforcement of the law must appear to be serious for the U.S. courts.
Thirdly, the defendant has to try to comply with U.S. law in good faith.

Thus, a blocking statute is not an absolute defence to prevent the disclosure of E.U.
personal data. A blocking statute only constitutes one factor that U.S. courts take into account to
make a decision as to whether to order the disclosure of data. According to the U.S. Supreme Court
the blocking statute is “relevant to the court's particularized comity analysis only to the extent that
its terms and its enforcement identify the nature of the sovereign interests in non-disclosure of
specific kinds of material”.**' It means concretely that the blocking statute has to be based on
essential E.U. privacy law objectives.

Cases where a blocking statute did not prevent the disclosure of data are numerous.*** For
example in Accessdata Corp v. Alste Tech. Gmbh,*” a civil law case, Accessdata sought the
production of information concerning customer complaints. Alste objected, arguing that disclosure
of information would violate the German law. The Supreme Court held that Alste failed to
demonstrate to demonstrate such a blocking statute. Besides, the Supreme Court stated that even if
the German Data Protection Act prohibited such disclosure “it is well settled that such [blocking]
statutes do not deprive an American court of the power to order a party subject to its jurisdiction to
produce evidence even though the Act of production may violate that statute”. Also, in Société
Nationale Industrielle Aerospatiale v. U.S. Dist., the court held that France had not enforced the
blocking statute for years. Partly for that reason, the French blocking statute did not prevent the
disclosure of the requested data.

Examples of blocking statute can be found in Switzerland or in British Columbia.
Switzerland, for example, has a very strong blocking statute in its banking secrecy law. Similarly,
British Columbia imposes huge fine up to $500.000 on corporation for unauthorized disclosure.

The version 56** of the Proposal for a Regulation on the protection of individuals with
regard to the processing of personal data and on the free movement of such data (General Data
Protection Regulation) contained such a blocking statute. Article 42 stated that “no judgement of a
court or tribunal and no decision of an administrative authority of a third country requiring a
controller or processor to disclose personal data shall be recognized or be enforceable in any
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manner, without prejudice to a mutual assistance treaty or an international agreement in force
between the requesting third country and the Union or a Member State”. Article 79 (4) (j) of the
version 56 of the proposal imposed huge fines (up to 5% of the annual worldwide turnover) to
dissuade corporation from disclosing E.U. personal data. Unfortunately, provision of article 42 was
abandoned in the proposal of January 25, 2012°*. This can be deplored. This blocking statute could
have been a effective tool to prevent unauthorized disclosure of E.U. personal data to the U.S. The
reason why this part of the proposal was amended is unclear. It could be because of pressure coming
from the U.S. or the will of the E.U. to deal carefully with corporations under its jurisdiction.

5.1.2. Ban on Outsourcing (Sensitive) Personal Data to Cloud Computing Providers Falling

Under the U.S. Jurisdiction

A ban on outsourcing sensitive data to cloud computing providers falling under the U.S.
jurisdiction might seems to be a good answer to the issue at stake. A similar rule was proposed by
the British Columbian Government and Service Employees' Union in Canada.*”* Such an
interdiction would prevent U.S. authorities form requiring access to data considered as the core of
privacy.

However, this option is not the panacea. First, it would not only affect U.S. companies and
their subsidiaries located in the E.U. but also E.U. cloud providers subject to U.S. jurisdiction. On
the one hand, the European Union understands the difficult position in which the U.S. companies
are and on the other hand it is not in the interest of the European Union to affect negatively E.U.
cloud providers' business. Second, applying this rule would turn out to be tedious. How to split non
sensitive personal data and sensitive personal data in two different clouds pertaining possibly to two
different cloud providers? Third, E.U. cloud providers that do not fall under the U.S. jurisdiction are
rare since is the U.S. law has a long arm reach.

5.1.3. Cooperation between the E.U. and the U.S.

Instead of fighting against the U.S., the European Union could achieve better result by
way of cooperation. Mutual legal assistance treaties are not suited to the cloud computing context.
As Professor lan Walden wrote: “MLA procedures have historically been notoriously complex, slow

and bureaucratic”.*?’

Therefore, improvements are required. In this sense, lan Walden is proposing two
guidelines. On the one hand, national law enforcement agencies (hereinafter LEAs) should be
encouraged “to spontaneously (i.e. proactively) disclose information to foreign LEAs where it
appears relevant to conduct seemingly connected to the foreign territory, rather than waiting for the
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foreign LEA to commence an investigation and initiate a formal MLA request”.**® On the other

hand, co-operation could be improved by “legitimising certain extra-territorial conduct by LEAs”.**

Also, in this perspective, the E.U. and the U.S. are negotiating a comprehensive EU-U.S.
data privacy and protection agreement that would provide a “high level of privacy protection for all
individuals and thereby facilitates the exchange of data needed to fight crime and terrorism. [...]
Such an agreement will allow for even closer transatlantic cooperation in the fight against crime and
terrorism, through the mutual recognition of a high level of protection afforded equally to citizens
of both the United States and the European Union, and will thus facilitate any subsequent

agreements concerning the sharing of a specific set of personal data”.**

The following principles are being or will be negotiated: data security, transparency of
data processing or use, accountability, maintaining the quality and integrity of information, the
existence of effective authorities ensuring data protection oversight, purpose limitation, retention of
personal data, and effective administrative and judicial redress.™!

5.2. Social Norms As a Constraint

In the context at stake, social norms might be considered as an inappropriate constraint.
However, privacy and data protection are moral values that could be “used” as a social norm.
Philosophers have been writing about it for a long time. Therefore, it can't be denied that the respect
of privacy and data protection is recognized in our society as a social norm. For example, searching
into the hard-drive or the e-mail box of someone else's computer is not an acceptable behaviour in
our society. This behaviour is sanctioned in different ways by the society: loss of reputation, distrust
toward the actors which make the disclosure possible, the exclusion of the group, etc.

While this social norm can hardly influence the behaviour of the U.S. towards cloud
computing providers, these providers have an interest in respecting private live of their customers.
Two different ways will be discussed.

5.2.1. Challenging the Gag Order

Cloud computing providers are in a position to challenge the gag order that may attend a
Disclosure order. If successfully challenged, cloud computing providers are allowed to inform their
customers that information about them has been sought by the U.S. government. As a consequence,
the process would gain in transparency. Besides, cloud computing users would be in position to
challenge the disclosure order itself. When successfully challenged, the Disclosure order can be
reduced or cancelled.

An interesting case regarding the challenging of a gag order came up recently. Twitter, a
cloud computing provider, received a subpoena pursuant article 2703 of the ECPA ordering the
disclosure of personal data of five of its subscribers,”* members of Wikileaks, and hundreds of

328 1. Walden, “Accessing Data in the Cloud: The Long Arm of the Law Enforcement Agent”, o.c., p. 12.

329 Ibid.

330 E. Holder & V. Reding, “Joint Statement on the Negotiation of a EU-U.S. Data Privacy and Protection Agreement
by Attorney General Eric Holder and European Commission Vice-President Viviane Reding ”, Justice.gov, June
2012. Available at: http://www.justice.gov/opa/pr/2012/June/12-ag-783.html [accessed June 2012].

331 Ibid.

332 Jacob Appelbaum is a U.S. computer programmer; Rop Gonggrijp is a Dutch hacker; Julian Assange is the

55



thousands of theirs followers.”” ** 3%° Information about Wikileaks members was requested
following the publication of leaked U.S. classified documents on the Internet as they were “relevant
and material to an ongoing criminal investigation”.”**The scope of personal data requested
encompasses “mailing addresses and billing information known for the user, all connection records
and session times, all IP addresses used to access Twitter, all known email accounts, as well as
the “means and source of payment,” including banking records and credit cards”.**’

Twitter could have handed over the requested information without notifying its subscribers.
However, the famous micro-blogging website has a privacy policy that it is willing to enforce. The
Twitter's privacy policy guarantees its subscribers that they would be notified if Twitter had to
process their information in such a way.*** Therefore, Twitter challenged the “gag order” which was
eventually lifted. As a result, Twitter was allowed to notify its subscribers that the U.S. law
enforcement had sought information about them. Hence, notified subscribers were in position to
oppose the disclosure of their personal data to the U.S. law enforcement.

Similar disclosure orders are likely to be issued on other social networking websites.**
Assange’s lawyer Mark Stephens®* went even further declaring that “similar information was
sought from Google Inc., Facebook Inc. and EBay Inc.’s Skype unit”.’* Anyway, “if other
companies did receive and quietly comply with these orders, it will be a long time before we know,
if we ever do, given the prohibition in these orders on disclosing even its existence to anyone”.**
Some commentators noted that Tivitter's reaction to the subpoenas should become an industry
standard.**

If challenging the gag order become an industry standard observed by cloud computing
providers, privacy invasion of cloud computing users would be greatly reduced.***

5.2.2. A Proportionate Answer to Disclosure Order
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As seen previously, the handling of requests for personal data can occur in different
manners. Some cloud computing providers tend to deliver data in bulk in order to avoid having to
search for the particular requested file. Other cloud computing providers might be more
conscientious. These would precisely disclose the requested file(s) to the U.S. authorities. As a
result, privacy of their customers would be less violated.

Making public how cloud computing providers handle disclosure orders would allow
customers to make an informed choice. Careless providers would be “sanctioned”, losing customers
to the profit of more careful providers. This won't result in a reduction of the amount of US
requests. However, it might be expected that the requests will be better handled by the cloud
providers.

Putting this recommendation into practice would not be easy. An independent certification
authority could control how cloud computing providers handle U.S. requests. Controls would take
place on a voluntary basis. At the end of the control, privacy-friendly providers would receive a
certificate. This certificate would indicate that the provider is privacy-friendly.

5.3. Market

The market regulates by the price. “Through the device of price, the market sets my
opportunities, and through this range of opportunities, it regulates”.** In the sense of Lessig, it is
unlikely that the market could limit U.S. access to E.U. personal data. At a certain time, it was
thought that the cloud market, in its common meaning, could take action to protect efficiently the
privacy of their users.

It was a common belief to think that cloud computing providers could develop a business
strategy that would leave them out of reach of the U.S.** A 100 % EU cloud computing provider,
based in the E.U. territory that has no subsidiary in the U.S. and no minimum contact with the U.S
would fall outside the scope of the U.S. jurisdiction. This business strategy would play as a selling
point. E.U. customers worried about the USA PATRIOT Act and any other laws that the U.S. could
use to access their personal data would be ready to pay a higher price to cloud computing providers
adopting such a strategy.**’

However, it turned out that this business model was deceptive. The U.S. authorities would
still be allowed to access personal data pursuant to a MLAT. Also, this business model neglects an

important aspect of the cloud computing, viz. the free flow of data in the cloud. Finally, it is worth
noting that E.U. Member-state can access personal data in the cloud pursuant to their own laws.

5.4. Architecture

The nature or the architecture regulates through the “world as I find it”.**® Lessig names
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this the “code”, i.e. the software and hardware.** In this perspective, encryption software could be
used to bar U.S. law enforcement access to personal data. Secondly, keeping data in-house could
also help cloud users to gain more control on their data.

5.4.1. Encryption

“[E]ncryption technologies are the most important technological breakthrough in the last
one thousand years”.** Simply put, encryption is “the conversion of data into a form, called
a ciphertext, that cannot be easily understood by unauthorized people. Decryption is the process of
converting encrypted data back into its original form, so it can be understood”.**!

The Convention on Cybercrime of November 23, 2001 adopted by the Council of Europe
and signed by the U.S. does not outlaw encryption. However, the Convention allows its Member-
states to create a decryption order. Heretofore, the U.S. has not enacted any statutory law which
would grant the U.S. authorities the power to compel cloud computing providers to decrypt personal
data. Therefore, the issue is left to the judiciary power.*>

Might encryption technologies, also called cryptography, be a way to bar U.S.
governmental access to E.U. personal data in the cloud? To answer this question, it is necessary to
make a distinction between data encrypted by the cloud computing provider and data encrypted by
the cloud user.

Data encrypted by the cloud computing provider remain accessible to the U.S. authorities.
Indeed, the U.S. court could force the cloud computing provider to decrypt the data as it possesses
the encryption key.*

Data encrypted by the E.U. cloud users are more secure. Let's take the example of an E.U.
citizen storing its encrypted personal data on Dropbox. In this case, the U.S. authorities would have
no means to compel him to hand over the encryption key. Careful cloud users will make sure to
encrypt their personal data before uploading them in the cloud. Also, it is recommended to not store
the encryption key in the cloud.

However, the U.S. authorities could possibly rely on a MLAT to obtain the encryption key.
For example, Great Britain enacted the Regulation of Investigatory Powers Act (RIPA) which
allows certain governmental actors to compel decryption of encrypted data. Its section 53
criminalizes failure to comply with a disclosure order. Thus, in the case of a cooperation with Great
Britain, the U.S. might get access data in plain text.

Therefore, encryption technology makes the work of law enforcement more difficult, but
not impossible.
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5.4.2. Keeping Data in-House

Cloud computing users concerned about their privacy could decide to store the most
valuable information in-house.*** That way, even if the U.S. government would still be allowed to
access those data, it would have to go through the cloud customer itself. Keeping data in-house has
some advantages. Firstly, the cloud customer would be aware that it is the recipient of an order to
disclose data. When data are kept in the cloud, the U.S. government can directly serve a disclosure
order on the cloud computing provider without the cloud user knowing it. Secondly, the cloud
customer would be able to control and limit the volume of data disclosed to the strict minimum.
When data are stored in the cloud, it might be that the cloud provider discloses more data than what
is really needed by the US government. Thus, keeping data in-house gives the cloud customer at
least a bigger feeling of control over its data.

5.5. Practical Solutions From a Customer Point of View

Lakatos gives meaningful recommendations to cloud computing customers worried about
their privacy in the cloud. First of all, the cloud computing customers should try to understand how
the USA PATRIOT Act might be used to access their personal data.

Secondly, he recommends cloud computing customers to understand what their concerns
are.” Concerns are not always where they are expected to be. As Lakatos explains, numerous
customers, corporations e.g., are not especially worried about the fact that the U.S. authorities
could access their data. However, their clients whose personal data are contained in the cloud might
be concerned by this. In this case, transparency is the solution according to Lakatos. The
corporation — cloud computing customer — should clearly state what degree of risk is involved and
what is done in order to mitigate them.

The last recommendation is to negotiate the contract terms covering how the cloud
provider is required to respond to government requests for data.”> For example, they are two points
that a powerful customer can discuss with its cloud provider. First, the customer can negotiate the
obligation for the cloud provider to inform it that its data are requested by the U.S. government
when the request does not include a gag order. Second, cloud computing provider might be imposed
to disclose exclusively information strictly necessary to comply with the request.””” Of course, this
advice is addressed to customer having a significant market power. The other customers are advised
to examine different cloud computing providers' general terms and conditions regarding this matter
before contracting with one of them.**® This way, they can choose the one that protect their privacy
at the greatest level.

5.6. Conclusion

Many recommendations can be put forward. They were analysed from the Lessig's four
constraints angle. Some of them require the intervention of governmental authorities. Other
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recommendations involve directly cloud computing providers and users themselves.
The best results could be achieved by combining different recommendations. However, it

can be expected that none of them could entirely prevent the U.S. from accessing E.U. citizens'
personal data.
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General Conclusion

Cloud computing is a new technology that is booming. Nowadays, this technology is present
in the life of everyone. However, it involves risks for privacy of cloud users. One of these risks
regards the USA PATRIOT Act. Once E.U. citizens' personal data are stored in the cloud, they
might fall into the U.S. jurisdiction and be accessed by U.S. law enforcement authorities pursuant to
the USA PATRIOT Act. This fear is exacerbated by the fact that the U.S. cloud computing providers
dominate the cloud market.

This Act made easier the gathering of information for law enforcement agencies. Indeed,
many existing legal tools to investigate crime and gather intelligence were bolstered by the USA
PATRIOT Act. The most powerful legal instruments are certainly the FISA orders and the NSLs.
Pursuant to these or other legal instruments, the U.S. authorities can request cloud computing
providers to hand over personal data stored in the cloud. As this personal data may belong to E.U.
citizens, E.U. data protection law deserved to be analysed.

The DPD was particularly analysed. The upshot is that the scope of applicability of the
DPD is broad. Even the U.S.-based cloud computing providers may have to respect the provisions
of the DPD. The valid consent of the E.U. cloud customers render the transfer of their personal data
to the U.S. lawful.

The U.S. authorities can request personal data to cloud computing providers in a variety of
cases as the threshold to assert jurisdiction is low. Five cases where analysed to demonstrate that
fear of E.U. cloud users that the U.S. access their personal data stored in the cloud is legitimate.

There are some solutions to prevent the U.S. authorities from accessing E.U. citizens'
personal data. They are addressed to E.U. policy makers, cloud providers and cloud users. However,
no one of these answers is the panacea. They can minimize the risk, but can’t reduce it to zero.

Further research is obviously needed on the answers to give to this problem. Indeed, this
study only provides a glimpse of the different solutions. Besides, it would be interesting to study
how the E.U. accesses personal data in the cloud to fight against terrorism or crime. Finally, the
comparison of the approach of the U.S. and the E.U. would give some relativity to this study.
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Appendix II: Twitter subpoena

DEC 14,2010 4. 14PM NO. 2530 P 174
U.S. Department of Justice

United States Attorney

Eastern District of Virginia

Justin W, Williams Unired Staies Attorney's Building

2100 Jamieson Avenue
Alexandria, Virginia 22314-5794
(703) 2993700
FACSIMILE TRANSMISSION
COVER PAGE

DATE: 2| ILH 0

10: Twitfer #tn, Truek €6

PHONE:

TO FAX NO.: G{-fs) N9 - oy
SENDER:  Viyian Ha . Aceiehant B Wac‘@f e Cor mricie
SENDER’S PHONENO.: /03 204 K7

SENDER'SFAXNO. 703 299 39§|
NUMBER OF PAGES: <3- *Not Including Cover Page*

Level of Transmitted Information:

O Non-Sensitive Information
Sensitive But Unclassified (SBU)
/ﬂ: Limited Official Use (LOU)
O GrandJ ury Information
Tax Information

Law Enforcement Information
Vietim Witness Information

CONTENTS:

WARNING: Information attached to this cover sheet is sensitive U.S, Government Property.

If you are not the intended recipient of this information, disclosure, reptoduction, distribution, or use of
this information is prohibited. Please notify this office immediately at the above number to arrangs for
proper distribution,



© DEC 14,2010 4:15PM , NO. 2530 P /4

UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION
)
IN RE APPLICATION OF THE )
UNITED STATES OF AMERICAFOR ) MISC. NO. 10GI3793
AN ORDER PURSUANT TO )
18 U.S.C. § 2703(d) )
) Filed Under Seal
ORDER

This matter having come before the Court pursuant to an application under Title 18, United
States Code, Section 2703, which application requests the issuance of an order under Title 18,
United States Code, Section 2703(d) directing Twitter, Inc., an electronic communications
service provider and/or a remote computing service, located in San Francisco, California, to
disclose certain records and other information, as set forth in Attqchment A to this Order, the
Court finds that the applicant has offered specific and articulable facts showing that there are
reasonable grounds to believe that the records or other information sought are relevant and
material to an ongoing eriminal investigation.

IT APPEARING that the information sought is relevant and material to an ongoing
criminal investigation, and that prior notice of this Order to any person of this investigation or
thig application and Otder entered in connection therewith would seriously jeopardize the
investigation;

IT IS ORDERED pursuant to Title 18, United States Code, Section 2703(d) that Twitter,
Inc. will, within three days of the date of this Order, turn over to the United States the records

and other information as set forth in Attachment A to this Qrdet.
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- DEC. 142010 4. 15PM NO. 2530 P

IT IS FURTHER ORDERED that the Clerk of the Court shall provide the United States
Attorney’s Office with three (3) certified copies of this application and Order,

ITIS FURTHER ORDERED that the application and this Order are sealed until
otherwise ordered by the Cowrt, and that Twitter shall not disclose the existence of the
application or this Order of the Court, or the existence of the investigation, to the listed

subscriber or to any other person, unless and until authorized to do so by the Court.

ted States Magistrate Judge . .

- o

Ry 1o
Date

3/4
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ATTACHMENT A

You are to provide the following information, if available, preferably as data files on CD-ROM,
electronic media, or email (tracy. mecormick@usdoj.gov) or otherwise by facsimile to 703-299-3981:

A. The following customer or subscriber account information for each account registered to or

associated with Wikileaks; rop_g; ioerror; birgittaj; Julian Assange; Bradley Manning; Rop
Gongrijp; Birgitta Jonsdottir for the time period November 1, 2009 to present:

subscriber names, user names, screerl names, or other identities;

2. mailing addresses, residential addresses, business addresses, e-mail addresses, and
other contact information;

3. commection records, ot records of session times and durations;
length of service (including start date) and types of service utilized;

5. telephone or instrument number or other subscriber number or identity, including any
temporarily assigned network address; and

6. means and source of payment for such service (including any credit card or bank

account number) and billing records.

B.  Allrecords and other information relating to the account(s) and time period in Part A,
including:

L. records of user activity for any connections made. to or from the Account, including
the date, time, length, and method of connections, data transfer volume, user name,
and source and destination Internet Protocol address(es);

2. non-content information associated with the contents of any communication or file
stored by or for the account(s), such as the source and destination email addresses and
IP addresses.

3 correspondence and notes of records related 1o the account(s),
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